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O0000Ryul OpenvSwitchODO O Mininet 0 0000000000000 O00O0OOO0ODODOO0OOOO
OO0000C0O0D0OCOO0O0ODOOODockerDDO00ODOOODOOOOODOO

e Ryu-Book 00 Docker DO OO DOOOODO

$ docker run -it --privileged -e DISPLAY=$DISPLAY \

-v /tmp/.X1ll-unix:/tmp/.X1l-unix \
-v /lib/modules:/lib/modules \

osrg/ryu-book

O0000000000000000000000000000Open vSwitchOOO MininetOOOOOO
ooo0oOoO0obOoOoooOoOoOoooOoOoooocOoOoo HPOOOODOOOO

> sudo apt-get install git python-dev python-setuptools python-pip

git clone https://github.com/osrg/ryu.git

S cd ryu

S sudo pip install .

* Open vSwitch
OO0OOO OpenvSwitch 000000000 OOOoOoOoQ
* Mininet
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https://github.com/openvswitch/ovs/blob/master/INSTALL.md
http://mininet.org/
https://github.com/mininet/mininet/blob/master/INSTALL




020

Jooooood

gobobo0oobooobooboooob0b0bUobO000DU0ORyybobobooDobbooDoboboboo
ooooo

21 00000000
goboobodobobooboooooobooboobobooboobbob0boobuoobbOoobOoo
gbooooooooobooobon

- 00000000 DDO0O0D0OD MACODODDODODODODOMACODOODODOODDOODOO

e JboobbOo0obboobbooboobbooboobbooboobbooboo

s J00000OD00ODOODODODLOLOOODOOOODODOD

oo0ob00o0o0oobo0o RywdOoOooobOobOobOoOooOoO

22 OpenFlow O O OOOoOoooooOOd

OpenFlow OO OOOORyu OO0 OpenFlow O OO OOCOOOCOOOOOOOOO0O0O0O0O0O0O0O0O0O0O0OGOC
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70—57—7I
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Packet-In:
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in-port: 1
eth-dst: OO0 B
eth-src: OOO A

Packet-Out:

action: OUTPUT:OOODOOOO

3.000B—-000A

O00BOOOOO AOOOO0OO0OOO0OOOOOOOOOOODOOOOOOOOOOOOOCOO
goooooo 1ooooooooooobooooboooooo coooooooooo

MAC7 RLRF—TF )

HR MA: R— M1
KR MB: R— K4

28—F—7)

in-port:4, eth-dst:7;kX hA
- output: F—p1

KA A HwRMC KA B

Packet-In:

in-port: 4
eth-dst: OO0O A
eth-src: OOO B

Packet-Out:

action: OUTPUT:OODO 1

4. 000 A-O0OO0B

oooOO0O0O ADOOOOOBOOOOOOOOOOOO0OOO0O0O0O0O0O0O0O0O0O0O0O0O00000O0
ogooooooooo 400000000
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MAC7 RLZAF—7 )b

HR MA: R— M1
KA MB: R— K4

70—57—7IL
in-port:4, eth-dst:7;kX hA
- output: F—H1
in-port:1, eth-dst:7’x X B
- output: K— 4

KA A HwRMC KA KB

Packet-In:

in-port: 1
eth-dst: OOO B
eth-src: OOO A

Packet-Out:

action: OUTPUT:OODO 4
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000000000000 00000ORyuO0O00O0OOO0OOOOOO
ryu/app/example_switch_13.py

OpenFlow 00000000 OOODOOO simple_switch.py(OpenFlow 1.0)0 simple_switch_12.py(OpenFlow
1.2) 00000000000 OpenFlow 1.3000000000000000O

coooooooboocooboooobooooooooo

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vl_3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class ExampleSwitchl3 (app_manager.RyuApp) :
OFP_VERSIONS = [ofproto_vl_ 3.0FP_VERSION]

def _ init__ (self, <%args, x*kwargs):
super (ExampleSwitchl3, self).__init__ (*args, xxkwargs)
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# initialize mac address table.

self.mac_to_port = {}

@set_ev_cls (ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)

def

def

switch_features_handler (self, ev):
datapath = ev.msg.datapath
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

# install the table-miss flow entry.

match = parser.OFPMatch ()

actions = [parser.OFPActionOutput (ofproto.OFPP_CONTROLLER,
ofproto.OFPCML_NO_BUFFER) ]

self.add_flow(datapath, 0, match, actions)

add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

# construct flow_mod message and send it.
inst = [parser.OFPInstructionActions (ofproto.OFPIT_APPLY_ ACTIONS,
actions) ]
mod = parser.OFPFlowMod (datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg (mod)

@set_ev_cls (ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)

def

_packet_in_handler (self, ev):
msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto
parser = datapath.ofproto_parser

# get Datapath ID to identify OpenFlow switches.
dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

# analyse the received packets using the packet library.
pkt = packet.Packet (msg.data)

eth_pkt = pkt.get_protocol (ethernet.ethernet)

dst = eth_pkt.dst

src = eth_pkt.src

# get the received port number from packet_in message.
in_port = msg.match['in_port']

self.logger.info ("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

# 1f the destination mac address is already learned,
# decide which port to output the packet, otherwise FLOOD.
if dst in self.mac_to_port [dpid]:
out_port = self.mac_to_port [dpid] [dst]
else:
out_port = ofproto.OFPP_FLOOD

# construct action list.

actions = [parser.OFPActionOutput (out_port) ]
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# install a flow to avoid packet_in next time.

if out_port != ofproto.OFPP_FLOOD:
match = parser.OFPMatch (in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

# construct packet_out message and send it.

out = parser.OFPPacketOut (datapath=datapath,
buffer_id=ofproto.OFP_NO_BUFFER,
in_port=in_port, actions=actions,
data=msg.data)

datapath.send_msg (out)

cooobooooobooooobooooooooooboboooon
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RyvO0OO0OOO00OO0OOOO0OODOOOODDOryu.base.app_manager.RyuApp 00000 OO0 O O OpenFlow
1.3000000000FP_VERSIONS O OpenFlow 1.3 000000000000000O

OO0OOMACOOOOODOOO mac_to_port 00000000

OpenFlow OO0 O0O0O0OOOOpenFlow OO0 D0OO0DOOODOOOOOOOCODOODOOOODOOOCOODOO
00000000000 0oob0o0ob000ob00ORyyOO0DOOO0ODOOO0DDO0ODDUOODOODDORyudO
Oo0oooOoOoooooobooooooo

class ExampleSwitchl3 (app_manager.RyuApp) :

OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]

def _ _init__ (self, xargs, **xkwargs):

super (ExampleSwitchl3, self).__init__ (xargs, xxkwargs)

# initialize mac address table.

self.mac_to_port = {}

232 0000O0OOoooO

RyuO0OOOpenFlow OO ODOO0OOOOCOODOOOOOO0O0O0000000000O0O0O0Rys 00000
gbobooooooogboboboboboooooobooobooobobobon

oo0ooobooooboooo0obobbooobobbooobboooboOoaoao
ryu.controller.handler.set_ev_clsUO0O0O00O0O0OOOOOO

setev cls000O0000O000O0O0O0DOOO0ODOOOOOOOOOO OpenFlowOOOOOOOODOOOO
googoo

O000000000Oryu.controller.ofp_event.EventOFP+<OpenFlow D00 000>00000
OO0OC0C0O0QOPacket-in0 00000000 0OEventOFPPacketInO00000O0O0OCOOOCORyuO0OO>d
000 APIOD0OOO0DODODOOOOOODOODOODOODODO0ODO0OO0O0OO0ODODODO0ODOOOODOOn
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http://ryu.readthedocs.org/en/latest/
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og aad

ryu.controller.handler HANDSHAKE_DISPATCHER | HELLOO OO OO OODO
ryu.controller.handler. CONFIG_DISPATCHER SwitchFeatures 0 0 0 00O ODOOO
ryu.controller.handler. MAIN_DISPATCHER oooo

ryu.controller.handler. DEAD_DISPATCHER ooooooooo

Table-miss 0000000000

OpenFlow 000 0O000O000OCOOO0O0CDO TablemissOOOOO00O0O0O0O0O0O0O0O0COOOOO
Packet-InO OO DO0O0O0OO0OOOOCOCOCOCOOO

0O 00 O 00O Switch Features(Features Reply) D 0 000000000000 TableemissOOOOOOOOO
goboogoo

@set_ev_cls (ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

ev.msgO0O0O0O0O0O0OOOODOO OpenFlowOOOOOOOO0ODOOOOOOOODOOOOODOOOO
OO00ryu.ofproto.ofproto_vl_3_parser.OFPSwitchFeatures OO OOOO

msg.datapath 0 0 00 00O OOOOOOOO OpenFlow OO OOOOOOO
ryu.controller.controller.Datapath 00 0000O0OOOOOOOOOODOOOO

Datapath 0 0 OO OOpenFlow OO0 O00O000O0OOOCOOOCOODOOOOOOODOOO0O0O0O0O0O0O0O0O0OO
gbooooooooogoo

RywsOOOOOO0OODOODOODOODODOOOODOOODOODO

ooo oo
id 000000 OpenFlow DO OO0 IDOOOOO ID)OOO
ofproto OO0O0O0O0OO OpenFlow DO ODOODOQOOOOO ofproto 000 00O0OOOOO

OpenFlow 1.3 000000000000

ryu.ofproto.ofproto_vl1l_3

ofproto_parser | ofproto 0 0 O O O ofproto_parser 10000000000 OpenFlow 1.3 0000000
gogood

ryu.ofproto.ofproto_vl_3_parser

Ryu0000O0O0000O0O0O0O Datapath 00000000 ODOOOOOOOOOO
send_msg(msg)

OpenFlow 0 0 D0 OO OOOO0ODODOmsg OOOO OpenFlow O OO OOODODOAO
ryu.ofproto.ofproto_parser.MsgBase OO UOOOOOQOO

11
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O000000000000000 SwitchFeatures 00 000000000000 0O00OTable-miss 00000
coooooobooboooooooooboOoooOoboOoobooOoOooooa

def switch_features_handler (self, ev):
# ...

# install the table-miss flow entry.

match = parser.OFPMatch ()

actions = [parser.OFPActionOutput (ofproto.OFPP_CONTROLLER,
ofproto.OFPCML_NO_BUFFER) ]

self.add_flow(datapath, 0, match, actions)

Table-miss 00 0000000000000 O)OOOOCOOO0O0O000OO0O0OOOODOOOOOOOOOO0O
goboooooooooboooboboboooobooooooooboboboboboooboobDobOoboboo
Oo0OOOO0OO0ODO0O0O0OO0O00O0000000dPacket-in 0000000000000

coobooooobooOoooobocOooboooOoOoOobOOoOoOoOoDbOOoOnoOn orpPMatchOOOOOODOOOO

OO0000000oU0oooooooooog ouTPUTOOODOOODDO (OFPActionOutput) J0 OO
oOooOdooO0oO0oOobOoO0oDO0oO0CO0oDO00OoO0DOO0OO00DOOU0CO0ODO0OC0O0OD0O00d max_lenOO
OFPCML_NO_BUFFERUODOODOOOOO

O00: 00000000000000000 (Ethernet0O0000)000000000000O00OO0OO0OOOOOO
0000000000000 00O0O0OpenvSWitchlOOOOOOOOOOOOOOOODOOOOOOOOOOOOOO
0000 OpenvSwitch2.1.0000000000

00000000 @OD0)0O0O0OO00 add_flow() OO0O0O0O0O0O0O0O0O FlowMod OO ODOOOOODODO
OO0add_flow) OOOOOOOOOOCOOOOCOOOO

Packet-inO OO0 OO

0000000000000 00000000Packe-ln0000000O000O00ODOOO

@set_ev_cls (ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

OFPPacketin 00000000 O0DOOOOODOOOOODOOODOOOO

12
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ad

ooo od

match ryu.ofproto.ofproto_vl_3_parser.OFPMatchOOOOOOOODOOOOODOO
oopboOoobooooboooooooo

data oobDOoO00ooCOoOoOoboOoOoOooooOoooon

total len | OO0O0OOOODOOOODODOO

buffer id | OO O0OO0OOO OpenFlow 000 0000000000000 00OOO IDOOOOOOO

gooddddooogoddderyu.ofproto.ofproto_vl1_3.0FP_NO_BUFFEROOO
gooooad

MACOOOOOODOOOOO

def _packet_in_handler (self, ev):

# ...
# get the received port number from packet_in message.
in_port = msg.match(['in_port']
self.logger.info ("packet in %s %s %s %s", dpid, src, dst, in_port)
# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port

# .

OFPPacketin 0000 match OO OO0O0O0O0O (in_port)000000OO0OCO MACOOODODDOOO MAC
OO00000ORywOOOOOOOOODOOO0ODOOOODOOOO EthenetDOOOOOOODOOOODO

gooooooMACODOODOOOOOOOOOOMACOOOOOODOOODOOOOOO

OO00O0 OpenFlow D0 00000000000 0O0OOMACOODOOOOCOOD OpenFlowDOOOOoOoOQd
O00OC0OC0OO0OD0O0OO0O0O0OOQpenFlow 0000000000000 IDOOOOOOOO

coooooooo

OO0 MACOODOOOOMACOOODOOOOOOOOOODOODOODOOOOOOODODOOOOOOOO
OO0DO0ODO0D0OO (orPP_FLOOD)OODOOODOOOOOOOUTPUTODOOOOOODOOOOODODOO
goobogoo

def _packet_in_handler (self, ev):

i ocoo

# 1if the destination mac address is already learned,

# decide

1ich port to output the packet, otherwise

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port [dpid] [dst]

else:

out_port = ofproto.OFPP_FLOOD

# construct action list.

actions

= [parser.OFPActionOutput (out_port) ]

13
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# install a flow to avoid packet_in next time.

if out_port != ofproto.OFPP_FLOOD:
match = parser.OFPMatch (in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

OO0MACOOUOUODODDOOUODOOOOOOpenFlow 0000 O0D0OOOO0ODOOOOODOOOODOOOOO

Table-miss 0 000000000000 0000000O000000000 add low)OO0O0O0O0O0OOOOO
coooooooo

Table-miss 000 0000000000000 00000O0OO0OO00O0OOO0OO0DOOOOODOOOOOOOO
0000000 (n_port) 00 MACOOOO (ethdst)y OOOOO0O0O0OOOO0O0O0MOOO 100000
oooBOOOOODOOODOOODOODOOO

0000o000ooooooooO0o0 1oo000oo00ooDo00oooogoooooooOooooood
OO0OC0OCOO0O0OO0O0O0OO0QTablemissOODODODODODO0O0DO0O0O0O0O0O0O0O0O0O0O0OOOO

gooooboooboobooooboobuoobbooboobbooboobbooboo

gool1oooooooooBO(@®OMACOODOOD B)OOOODOOOOODO 400000

O00: OpenFlow OOONORMALOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
NORMALOOOOOOOOOOOO L2/3000000000000000000000C00CO00O0000000O0O0O
OO0 NORMALOOOOOOOOOOOOOOOOODOOOOOODOOOOOOOOOOO0OO0O0O0OO0O0O0O000000
000000 OpenFlow O OO OOOOOOOOOODOO

cooooooooooon

Packetin D 00000000 O0DOU0DOO0OOODOOO0OOODOOOOOOODOOOOODOOOOOO
oooooon

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

# construct flow_mod message and send it.
inst = [parser.OFPInstructionActions (ofproto.OFPIT_APPLY ACTIONS,
actions) ]

gobgooboobbooboobooobobooboobboobooboboobbooboobbooboo
gbooooogoboobobobooooooooobobob

0000000000000 0D00O00D0000D0 ApplyActionsO0 00000000 0O0OOOOODOOO
gboboooogooobgobobo

OO0OO0OFowModOOOOOOOODODODOODOOODODOOODOOOODODOOOO

def add_flow(self, datapath, priority, match, actions):
# ...

14
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mod = parser.OFPFlowMod (datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg (mod)

FlowMod OO0 O0O0O0OO0OOO0OODOOODO OFPFlowMod OODOOOOOFPFlowMod DO O ODOODOOODO
O0O0O0ODOQO Datapath.send_msg) 00O OO OpenFlow D0 0O 0000000000 O0OOO

OFPFlowMod 000 00000C0O0O00O0O0OCOO0O0O0ODOOCOOOO0O0DOOOOOO0OOODOODOOO
gbobooooobooboboboboooooogo

datapath

O0O0000O0O0O0DODODOO0O00 OpenFlow 0OOOODOOQOO Datapath DO OOODODOO
O0O00000CPacket-ln 00000000000 OOO0ODOOOOODOOOOOOOODOOO
ood

cookie (0)

oooooooooooboooooboOoOobooOobOoOooOoOobooOoOoOoOoOOoOoOoOboOoOoDbOoOooon
oooooooooooboooboooooDo

cookie_mask (0)

000000000000 0000000000000000000000 cookieOOODOOODOOO
oobooooooocooboocooooa

table_id (0)
000000000 00000000 Ibo0ooooono
command (ofproto_v1_3.0OFPFC_ADD)

ooooooooooobooooood

a og

OFPFC_ADD cooooooooooooooo
OFPFC_MODIFY cooooooboooooao
OFPFC_MODIFY_STRICT | 00 O0O000O0O0O0O0OOOOODOOODOOO
OFPFC_DELETE cooooooboooooo
OFPFC_DELETE_STRICT | 000000000 O0OOOODOOODOOO

idle_timeout (0)

0000000000000 000O0U0LUUULOUUOUUOUUOOO idle_timeoutd 000000
goboobbobobooboboobbooboobobooboobbooboobbobobooboo

00000000000 FlowRemoved 0000000000000 0OOOODOOO

hard_timeout (0)

15
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00000000000 00000000000i1dle_timeout 3000 0hard_timeout 0000000
oooooooooooboooooOooooOoocOoOoobOoOoOobooOooooOoOoOoOooOboOooDboOoOooon
oooooooooooboooobooooDo

dle tmeout OO0 0000000 O00O0O0O00O0O0 FlowRemoved OO O OOOOOOODOOO
priority (0)

oo oboobbbobbbobbbbbbobooooooooa
buffer_id (ofproto_v1_3.0FP_NO_BUFFER)

OpenFlow 00 0000000000000 0O0OO000O0O0 IDOOOOODOOOOO IDO Packet-
mO00000000000000C0C0000000 OFPP_.TABLEOOOOOO0O0OOOO Packet-Out
O0000O0 FlowMod 00 OODOO 2000000000000000DOODOOOOODOOO
command 0 OFPFC_DELETE O OO OFPFC_DELETE_STRICTOOOOO0OOOOOOO

0000 IDO0OOO0O0OO0O0OO0OO0OOFP_NO_BUFFEROOODOODOODO

out_port (0)

OFPFC_DELETE 0 00O OFPFC_DELETE STRICTOOOODOOO0OO0OCOOOOOOOOOOOOOC
O0O00000D0OFPFC_ADDO OFPFC_MODIFYOD OFPFC_MODIFY_STRICT O OO OOOOO
ooo

goboobbooboobboobooboeorpP_ANYUDDOOODOO
out_group (0)
out port U OO OODODOODOOODODOOODOOO
O000O00O00OorPG ANYODOOOOOO
flags (0)

gogbooboobbuooboobboobooboo

O od

OFPFF_SEND_FLOW_REM | 0000000000000 00000O0O00OO FlowRemoved
oooooooooooon

OFPFF_CHECK_OVERLAP | OFPFC_ADDOOOOO0O0O0O0O0O0O0O000000000000O0
0000000000000 O0O FowModODIDODOODODO
oooood

OFPFF_RESET_COUNTS oobooOooooOoooOobOocOoOoOobocOoOobOOoOoOoobooOoOoOooon
od

OFPFF_NO_PKT_COUNTS | 0000000000000 0O0O0O0O0OOOOO
OFPFF_NO_BYT_COUNTS | 0000000000000 00O0O0O0O00O00OO

match (None)

16



23. Ryu0ooo0oooooOoooo

oo0oooooooo
instructions ([])

cooooobooocooooocooooono

gbooooon
Packet-in0 0000000000 O0ODOOOOOO

OO0 MACOOOOOMACOOOOOOOOOOOOOOOOOOOOOOOOOOO0OO00 Packet-Out
oooboooobooooboooooboooobooooo

def _packet_in_handler (self, ev):
# ...
# construct packet_out message and send it.
out = parser.OFPPacketOut (datapath=datapath,
buffer_id=ofproto.OFP_NO_BUFFER,
in_port=in_port, actions=actions,

data=msg.data)
datapath.send_msg (out)

Packet-Owt 000000000 00O0OO OFPPacketOout 00 OO OO
OFPPacketOut 000000 0O0DOOOOOOOOOOOOODOOOO
datapath

OpenFlow 000000000 Datapath 000000000000 OODOOO
buffer _id

OpenFlow 000 0000000000000 OO0O0O0O0O IDOOOOOOOOOOOOOOOOO
OO0O00OCFP_NO_BUFFEROODOOOOO

in_port

goboobboobboobboobbooboobbo0ob0dbbDUoFPP_CONTROLLERO D OO
ood

actions
0DbobOOoo0oooooooooonog
data

0000000000 0000000O0Obuffer_id0 OFP_NO_BUFFERODOOODOOOOOOOO
OOOOOpenFlow 000000000000 OOOOOOOOOOO

000000000000 00buffer_id O Packet-In D 000 OO buffer id 00 0O O O O O O O Packet-In
O0D0000bufferad000000O0O00OPacket-in00000000 data00000000DOOODOO0O
goood
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cooboooobooooooooooooboooboooooooooooooooOooboOoooonod
cooooooooogd

24 Ryu0000oooooog

Mininet 00 xterm D000 0000mn 0000000 MininetO OO OOO0OO0OO
0O000oo0d0oooOo0o3000ooo 1oobobooooooooo

mnO0O000000000000O0C000O00000O0

ooooo | o oo

topo single,3 | 00000 1000000 3000000
mac oo oooooooo MACOOOOOOOOOO
switch ovsk OpenvSwitchO OO OO

controller remote | OpenFlow 0000000000 OOOODOOO
X guo xterm U 0000

gobooboobbooboo

$ sudo mn —--topo single,3 —--mac —-switch ovsk —--controller remote -x
* *

Creating network
*x% Adding controller
Unable to contact the remote controller at 127.0.0.1:6633
*%x Adding hosts:
hl h2 h3
*x*% Adding switches:
sl
*x% Adding links:
(hl, s1) (h2, sl1) (h3, sl)
*x% Configuring hosts
hl h2 h3
**x Running terms on localhost:10.0
*x% Starting controller
*x% Starting 1 switches
sl
*x% Starting CLI:

mininet>

ogoOoOoOoOoOoooooPpCcOOxtermO 5000000000000000 103000000000000
ooooooo

OOoO0OO0OOxtermOO000000000000O0O0O OpenFlow0O0O0O0O00000000O0O0O0O0O0O00O0O
OOO0O0OOswitch: sl root)D OO DOOD0O0O0O0O0OOOOOODO xtermO OO

OO0 OpenvSwitch DO OO0O0O0O0O00O0O0

switch: s1:

# ovs-vsctl show

Bridge "s1"

Controller "ptcp:6634"

18
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Controller "tcp:127.0.0.1:6633"
fail mode: ure
Port "sl h3"
Interface "sl-eth3"
Port "sl-eth2"
Interface "sl-eth2"
Port "sl-ethl"
Interface "sl-ethl"
Port "s1"

Interface "sl1"

type: internal

ovs_version: "1.11.0"

# ovs—dpctl show

system@ovs—system:
lookups: hit:14 missed:14 lost:0
flows: O
port : ovs—-system (internal)
port 1: sl (internal)
port 2: sl-ethl
port 3: sl-eth2

port 4: sl-eth3

0000 @O00)s/I000000000000000000D0 30000000000
OO OpenFlow OO OOOOOOO 130000000

switch: s1:

tl set Bridge sl protocols=OpenFlowl3

gobooboooboobooobooo

switch: s1:

# ovs-ofctl -O OpenFlowl3 dump-flows sl

OFPST_FLOW reply (OF1.3) (xid=0x2):
#

ovs-ofctl D 00000000000 0OODDOO OpenFlow 0000000000 O0ODOOOOODOOOODOO
OO0 OpenFlowl0 O OO

241 00000000 OOO

0000000 ORyuOOOOOOOOOODOOOOO
O000O0O0oOgodocontroller: cO(root) OO0 D000 xterm OO OO0 O0O00OO0OODOODOO

controller: c0:

# ryu-manager --verbose ryu.app.example_switch_13
loading app ryu.app.example_switch_13

loading app ryu.controller.ofp_handler

instantiating app ryu.app.example_switch_13 of ExampleSwitchl3

19
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instantiating app ryu.controller.ofp_handler of OFPHandler
BRICK ExampleSwitchl3
CONSUMES EventOFPPacketIn
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES Ev OFPPacketIn TO {
PROVIDES EventOFPSwitchFeatures TO {'ExampleSwitchl
EventOFPErrorMsg
EventOFPHello
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPEchoReply
EventOFPPortStatus
EventOFPSwitchFeatures
tOFPPortDescStatsReply

'ExampleSwitchl3': set (['main']) }
3 L}

: set(['config'])}

ventlet.greenio.base.GreenSocket object at 0x7£1239937a90> address
37898)
at 0x7

xampleSwitchl3 EventOFPSwitchFeatures
version=0x4,msg_type=0x6,msg_len=0x20,xid=0xea43ed30, OFPSwitchFeatures (
auxiliary_id=0,capabilities=79,datapath_id=1,n_buffers=256,n_tables=254)

move onto main mode

ovSooooooooooooooooODoooODOOoODOOODOOO00O0O0

connec

hello

move onto main mode

gobgooogod

OoooovSOOooOooooooooOOoOO0OO0OTableemiss1O0OO0OO0OO0O0O0OQODOOPacket-In 000
ooooooooboooooo

Table-miss 0000000000 O0ODODOO0ODOOOOOOOO

switch: s1:

# ovs-ofctl -O openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cookie=0x0, duration=105.975s, tab , n_packets=0, n_bytes=0, priority=0 actions=CONTROLLER
5

5535

16

#

00000000000 0O0CO0O0O0D0OO0O CONTROLLEROO OODOOOODO 65535(0xffff = OF-
PCML_NO_BUFFER) OO OOOOOOOO

242 00000

00010000020 ping0 000000

1. ARP request

20



24. Ry oooooooooo

0000000000 10000 20 MACODOOOOOOOOOOOICMP echorequest 0 O O
OO0 ARPrequest DO O OOOOOCOOOCOOOOOOOOOOODOOODOOOODOODODOO 20O
ooo3po0oooooon

2. ARP reply
O0OCO 20 ARPOOOOOOOOO 10 ARPreply0 0 OO OO
3. ICMP echo request

OoOOoCO 10ooo20MACODODOOOOOOOCOOOOOOechorequest0 000 20
oooood

4. ICMP echo reply
00020000 10MACOODOOOODOOOOOOOOechoreply 0000 1000000
gobooboobbooboobo

ping0 0 0000000000000 0OO0O0O0O00O0O0O0O0O0O0O0000O0DOO0O0O000 tepdump O
ooooooooboooooo

host: hl:

# tcpdump -en —-i hl-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on hl-ethO, link-type EN1OMB (Ethernet), capture size 65535 bytes

host: h2:

# tcpdump -en —-i h2-eth0
tcpdump: verbose output suppressed, use -v or - for full protocol decode
listening on h2-eth0, link-type EN1OMB (Ethernet), capture size 65535 bytes

host: h3:

# tcpdump -en —i h3-eth0
tcpdump: verbose output suppressed, use -v or - for full protocol decode
listening on h3-eth0, link-type EN1OMB (Ethernet), capture size 65535 bytes

ooooo0000mmO0OO0O0O0O0O0O0O0O0OO0O0OOOOOO0O0O00000000000010000020
ping0 000000

mininet> hl ping -cl h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_reg=1 ttl=64 time=97.5 ms

-—— 10.0.0.2 ping statistics —-—-

1 packets transmitted, 1 r ved, 0% packet loss, time Oms
rtt min/avg/max/mdev = 97.594/97.594/97.594/0.000 ms

mininet>

ICMPechoreply OO OO OOOOOOO
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coooooobooobooooboooooao

switch: s1:

# ovs—ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (OF1.3) (z 0x2) :
cookie=0x0, duration=417. 5, table=0, n_packets=3, n_bytes=182, priority=0 actions=
CONTROLLER: 65535
cookie=0x0, duration=48.444s, table=0, n_packets=2, n_bytes=140, priority=1l,in_port=2,dl_dst
=00:00:00:00:00:01 actions=output:1l
duration=48.402s, table=0, n_packets=1, n_bytes=42, priority=1,in_port=1,dl_dst
00:00:02 actions=output:2

Table-miss 000 000000000000 1000000000 20000000000
1.00000 (in_port):2, 00 MACOODOO (dl_dst):000 1 — 00 (actions):0 00 1000
2. 00000 (n_port):1,00 MACODODOO (dl_dst):0 00 2— 00 (actions):0 00 2000

(Hh0ODOOOD 200000 (n_packets)J(2)000000 10000000000()00O00 20000
O 100000000ARPreply d ICMPechoreply 0 200 000000000000 R)ODDOO 100
OOO02000000ARPrequest00000000000OODOCOO0O0O ICMPechorequestD 00000
googo

OO0000Oexample_switch_13 000000000000

controller: c0:

EVENT ofp_event->ExampleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:£ff 1
EVENT ofp_event->ExampleSwitchl3 EventOFPPacketIn

packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->ExampleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

1000 Packet-In 00000 100000 ARPrequest 0000000000000 00O0O0OOBOOO
OO0O0QO0Packet-Out 0000000000

20000000 2000000 ARPreply 0000 MACOOOOODOOODO 10000000DODDOO
gooooo)oooopoooo

30000000 1000002000000 ICMPechorequest0 00000000 (2)00000000

000200000 100000 ICMPechoreply 0000000000000 (HODOOODOODOO
Packet-InO0 OO DOODODOOODO 1O0O0DODODODOO

000000000000 tepdump 00O O0O0O0OOOO

host: hl:

# tcpdump -en —-i hl-eth0

tcpdump: verbose output suppressed, use -v or - for full protocol

listening on hl-ethO, link-type EN1OMB (Ethernet), capture size 65535 by
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20:38:04.625473 00:00:00:00:00:01 > ff:ff:ff:ff:£ff:f ethertype AR 0 € length 42:

Request who-has 10.0.0.2 tell 10.0.0.1, length 28
20:38:04.678698 00:00:00:00:00:02 00:00:00:00:00: ethertype ARP (0x0806), length 42:
Reply 10.0.0.2 is—at 00:00:00:00: 02, length 28

20: 4.678731 00:00:00:00:00:01 > 00:00:00:00:00: ethertype IPv4 (0x0800), length 98:
10.0.0.1 > 10.0.0.2: ICMP echo request, i 40, s length 64

20:38:04.722973 00:00:00: 00:02 > 3 :00:00:01, ethertype IPv4 (0x0800), length 98:
10.0.0.2 > 10.0.0.1: ICMP echo reply, id 3940, seq 1, length 64

000 1000000 ARPrequest 100 0000000000000 OO0OD0OO 2000000 ARP reply
OO00O0O00DOCO0O0O00OD 100000 ICMP echorequestd OO 2000000 ICMP echo reply O
goboobogo

host: h2:

# tcpdump -en —-i h2-eth0
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

ening on h2-eth0, link-type EN1OMB (Ethernet), capture size 65535 bytes

:04.637987 00:00:00:00:00:01 > ff:ff:ff:f f:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28
20:38:04.638059 00:00:00:00: P 0:00:00:00:01, ethertype ARP (0x0806), length 42:
Reply 10.0.0.2 is—at 00:00:00:00:00:02, length 28
20:38:04.722601 00:00:00:00:00:01 > 00:00:00:00:00:02, ethertype IPv4 (0x0800), length 98:
10.0.0.1 > 10.0.0.2: ICMP echo request, id 3940, seq 1, length 64
20:38:04.722747 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype IPv4 (0x0800), length 98:
10.0.0.1: ICMP echo reply, id 0, seq 1, length 64

0002000000 100000 ARPrequest0 0000000 10 ARPreply 00O O0OD0OOOODOOO
OCOO 1000 ICMPechorequest 010000000 10 echoreply 00000000

host: h3:

# tcpdump -en —-i h3-eth0

tcpdump: verbose output suppressed, use -v or -vv for full protocol d

listening 3-eth0, link-type EN1OMB (Ethernet), capture size 65535 bytes
20:38:04 954 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

0003000000000 100000000000 ARPrequest00 000000000

25 000

ooooobooobooboooooo0obO0o0bbO0URyyOoobbbbobboobogbbooo
OpenFlow OO0 OpenFlow DO OO 0O0O0OO0OO0O0OCOOOCOOOOODOOODOO
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030

Joooooobood

000000000000 00000000o0o0ooog0dOpenFlow 00000000000 ODOOO
obooboooogog

31 00000000000

gooboobodobobooboooooobooboobobooboobboobLDbooboobbOoobOoo
gbobooooobooboboboboooooooboboboboooobog

gooboobodobobooboooboobooboobboboboobbobboobuoobbooboo
goboooooooooboobobobooboooooobooboboboboooooboboboboboo
gooboobodboboobooboooobooboobbooboobbobboobboobboobOoo
gobooooooooobooboboboooboooooboobobobobboooooobobOoboboboo
gobgooboobobooboobbooboobbooboobbooboobbooboo

cooobooooobooooooooooOooooboOoO0obooOooooOooOoOoOOoO00oboboOoobooOoOoOooOoDOoa
cooooooobooooooooooooooboooooooooboooooobooooobooooooooooDooag
000000000000000000000 OpenFlowO0O0O0O0O0O0OO0O00O0O0O0O00OOOO0DODOOOOO
oooo

32 0000000000000

gboboomooooobooooooboboobooobooooobobooboobooboobboobooo
ooooooo

from operator import attrgetter

from ryu.app import simple_switch_13

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER, DEAD_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub
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class SimpleMonitorl3 (simple_switch_13.SimpleSwitchl3):

def _ init__ (self, xargs, **xkwargs):
~r (SimpleMonitorl3, self).__init__ (xargs, x*kwargs)

self.datapaths = {}
self.monitor_thread = hub.spawn (self._monitor)

@set_ev_cls (ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if datapath.id not in self.datapaths:
self.logger.debug ('register datapath: %01l6x',
self.datapaths[datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug ('unregister datapath: %016x
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values() :
self._request_stats (dp)
hub.sleep (10)

def _request_stats(self, datapath):
self.logger.debug('send stats request: $%$01l6x',
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

req = parser.OFPFlowStatsRequest (datapath)
datapath.send _msg (req)

req = parser.OFPPortStatsRequest (datapath, O,
datapath.send_msg (req)

@set_ev_cls (ofp_event.EventOFPFlowStatsReply,
def _flow_stats_reply handler(self, ev):
body = ev.msg.body

self.logger.info ('datapath
'in-port eth-dst
'out-port packets Dbytes')

self.logger.info ("'

datapath.id)

', datapath.id)

datapath.id)

ofproto.OFPP_ANY)

MAIN_DISPATCHER)

for stat in sorted([flow for flow in body if flow.priority == 17,
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):

self.logger.info('%016x %$8x %$17s %8x %$8d %8d',
ev.msg.datapath.id,

stat.match['in_port'], stat.match['eth_dst'],
stat.instructions[0].actions[0] .port,
stat.packet_count, stat.byte_count)

@set_ev_cls (ofp_event .EventOFPPortStatsReply,
def _port_stats_reply_handler (self, ev):
body = ev.msg.body

MAIN_DISPATCHER)
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self.logger.info ('datapath port
'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')

el Loge@ir . Lt ( ! ==—=—=c=c======= ======== !

for stat in sorted(body, key=attrgetter ('port_no')):
self.logger.info('%$016x %8x %8d %$8d %8d %8d %$8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,
stat.tx_packets, stat.tx_bytes, stat.tx_errors)

SimpleSwitch13 0 0 000 SimpleMonitorl13 000000000000 000COO0O0COO0OOCOO0O0C
gboobooooobooboboboboooooogon

321 00000

0000000000000000000000000000000000 OpenFlowOOOOO0OOOOOO
cooooooooooooo

class SimpleMonitorl3 (simple_switch_13.SimpleSwitchl3):

def _ init_ (self, xargs, *xkwargs):
super (SimpleMonitorl3, self)._ init__ (xargs, =sxkwargs)
self.datapaths = {}
self.monitor_thread = hub.spawn (self._monitor)

ryu.lib.hub 00000000 eventlet 0000000000000 OO00OOOO0OOODOOOOO
O0O0O0O0O0O hub.spawn () 0000000000000 000000OO eventlet0 00000000000

#

@set_ev_cls (ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if datapath.id not in self.datapaths:
self.logger.debug ('register datapath: %$016x', datapath.id)

self.datapaths[datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:

self.logger.debug ('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep (10)
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000000 _monitor() 0000000000 O0DDOOOOOOOOOOOOOOOOODODO 10000
cooooooooogd

coboooobooooboooooooboooobbo0obobOob0o0O0bOd EventOFPStateChange U
0000000000 00000000C0C RywOOOOOO0OODOOOCOOO0OOODatapathOOOOOOO
ooooooooooooo

OOO0O0ODatapath 000000 MAIN_DISPATCHER OO OOOOOOOODODOODOOODODODOOO
DEAD_DISPATCHERU O UOUOODOUOODOOODOOODDOOOO

def _request_stats(self, datapath):
self.logger.debug('send stats request: %$016x', datapath.id)
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

req = parser.OFPFlowStatsRequest (datapath)
datapath.send_msg(req)

req = parser.OFPPortStatsRequest (datapath, 0, ofproto.OFPP_ANY)
datapath.send_msg(req)

gob0D0O00000D00_request_stats() O 000 0O OO OFPFlowStatsRequest U
OFPPortStatsRequest DO OOOOOOMO

OFPFlowStatsRequest DO 0O0OUOO0OOO0OO0OOOOOOOOOODOOOODOOOODOOOOOD IDOO
O00O0OcookieDOOOOOOODOOOO0DODOOOO0OOOO0OOOO0OO0OODOO0ODOODODOOOOO
coooooobooooboooooooo

OFPPortStatsRequest DO O0OO000O0O0O0OO0O0OODOOOO0OO0ODLODOOOOODOODOOOOODODO
gobooboobbooboobboeorpp_ANYDOODODOOO0ODOODOOODOODLOODDOODOO

3.2.2 FlowStats

0000000000000 O0O0OOFowStatsReply 00000000000 OO0ODOOOOOOOOOOO

@set_ev_cls (ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply handler(self, ev):
body = ev.msg.body

self.logger.info ('datapath !
'in-port eth-dst
'out-port packets bytes')

self.logger.info('-————---------—-

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('$016x %8x %17s %8x %8d %8d',

ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions[0].actions[0] .port,
stat.packet_count, stat.byte_count)
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3.2. 0000DOOOOOOOOO

OPFFlowStatsReply 0000000 body OOOFPFlowStats 00O OO O FlowStatsRequest 0 0 O O
000000000000 UULUUUUUUOOOOg

0000000000 Table-miss 0000000000000 O0O0O0O00O0O0O0O0O0O0OO0OOOOOO0OO
oo MACOOOOODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOoOoOooOoooooo
oooo

gobooboobbooboobooobooboobbooboobbobobooboobbooboo
0000000000000 0000D0o0O000DOoFPFlowStatsReply JODODOJSONDOODOOO
oboboooooooobogooo

ooooooooboooboooooon

import Jjson
i
LY

self.logger.info('$s', Jjson.dumps (ev.msg.to_jsondict (), ensure_ascii=True,
indent=3, sort_keys=True))

goboobooboboobooobooo

"OFPFlowStatsReply": {
"body": [
{
"OFPFlowStats": {

"byte_count": 0,

"cookie": O,

"duration_nsec": 680000000,

"duration_sec":

"flags": O,

"hard_timeout":

"idle_timeout":

"instructions":

{
"OFPInstructionActions": ({
"actions": [
{
"OFPActionOutput":

"len": 16,
"max_len":
"port":

"type":

1,

"len": 2

4,
4

"type":

1,
"length": 80,
"match": {
"OFPMatch": {
"length": 4,

"oxm_fields":

"type": 1
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}I

"packet_count": 0,
"priority": O,
"table_id": O

"OFPFlowStats": {
"byte_count": 42,
"cookie": O,
"duration_nsec": 72000000,
"duration_sec": 57,
"flags": O,
"hard_timeout": 0,
"idle_timeout": 0,
"instructions": [
{
"OFPInstructionActions": {
"actions": [
{
"OFPActionOutput":
"len": 16,
"max_len": 65509,
"port": 1,
"type": O

1,
"length": 96,
"match": {
"OFPMatch": {
"length": 22,
"oxm_fields": [
{
"OXMT1v": {
"field": "in_port",
"mask": null,

"value": 2

"OXMT1v": {
"field": "eth_dst",
"mask": null,
"value": "00:00:00:00:00:01"

br

"packet_count": 1,
"priority": 1,
"table_id": O




33. 000UoOoOoOooooOoO

"flags": O,

"type": 1

3.2.3 PortStats

0000000000000 000OPortStatsReply 000 0000000000000 000O00O00O0O0OO

@set_ev_cls (ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler (self, ev):
body = ev.msg.body

self.logger.info ('datapath port
'rx—pkts rx-bytes rx—-error '
'tx-pkts tx-bytes tx-error')

self.logger.info('-————————"-—"-"""~ ———————— !

for stat in sorted(body, key=attrgetter ('port_no')):
self.logger.info('%016x %$8x %8d %$8d %8d %8d %$8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,
stat.tx_packets, stat.tx_bytes, stat.tx_errors)

OPFPortStatsReply DO OOOO body OOOFPPortStats U0 00OOOOOOOOO

OFPPortStats UU0O0OU0OOOO0OOOOOOOO0OOOO0OOOOOOO0DOOOOOODOOOOOOn
goO0OCOO0OO0OC0O0O0oO0O0O0OoOocCcRCOUO0D0DODOooOoOooOooooooooooooDoOoDOO

gooboobooobobooboobooooobooboobbooboobbobboobboobLboobOoo
gbobooooooobooboboobooo

33 0000000000000

gobooboobbooboobbooobooboobboo

O0@moO000000D000000 MininetDODOOOOO0O0O00OO0OO0O0OOO OpenFlow JO0O0O0O0O
OpenFlow13 0 0000000000000 0O0OCOCO

cooooooboooobooooOooOooOoooon

controller: c0:

# ryu-manager --verbose ryu.app.simple_monitor_ 13
loading app ryu.app.simple_monitor_13
loading app ryu.controller.ofp_handler

instantiating app ryu.app.simple_monitor_13 of SimpleMonitorl3

instantiating app ryu.controller.ofp_handler of OFPHandler
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BRICK SimpleMonitorl3

CONSUMES EventOFPPacketIn
CONSUMES EventOFPPortStatsReply
CONSUMES EventOFPStateChange
CONSUMES EventOFPFlowStatsReply
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES EventOFPPacketIn TO {'SimpleMonitorl3': set(['main'])}
PROVIDES EventOFPPortStatsReply TO {'SimpleMonitorl3': set (['main'])}
PROVIDES EventOFPStateChange TO {'SimpleMonitorl3': set(['main', 'dead'])}
PROVIDES EventOFPFlowStatsReply TO {'SimpleMonitorl3': set (['main'])}
PROVIDES EventOFPSwitchFeatures TO {'SimpleMonitorl3': set (['config'])}
CONSUMES EventOFPPortStatus
EventOFPSwitchFeatures
EventOFPEchoReply
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPHello
connected socket:<eventlet.greenio.base.G Soc j at 0x7fbab7189750> ad
:('127.0.0.1", 37934)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x7fbab7179a90>
move onto config mode
EVENT ofp_event->SimpleMonitorl3 EventOFPSwitchFeatures
switch features ev version=0x4,msg_type=0x6,msg_len=0x20,xid=0x21014c5c, OFPSwitchFeatures (
i 0,capabilities=79, datapath_ 1,n_buffer 56,n_tables=254)
move onto main mc
EVENT ofp_event
register datapath: 000000000000¢ 1
send stats request: 0000000000000001
EVENT ofp_event->SimpleMonitorl3 EventOFPFlowStatsReply
EVENT ofp_event->SimpleMonitorl3 EventOFPPortStatsReply
datapath in-port eth-dst out-port packets

0000000000000
0000000000000001
00000000000
000000000000000

w N =

D

OO0 000000 Q0O0OUO0D0O Oryu-manager 0 O O O O SimpleSwitchl3 0O O 0 O O O O
(ryu.app.example_switch_13) 0 0 O 0 0 0 O O 00 O O O OSimpleMonitorl3 0 0 0O O O 0O O
(ryu.app.simple_monitor_13) 000000000

000000000 0D00O0000 (Tableemiss0O0O0O000O0O0ODOOOODOOO)YWOOOOOODOOO
gooooooo

000 10000020 ping0000O0O0OCOODOO

host: hl:

# ping -cl 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_reg=1 ttl=64 time=94.4 ms

.0.0.2 ping statistics --—-—

ackets transmitted, 1 received, packet loss, time Oms




34. 00O

rtt min/avg/max/mdev = 94.489/94.489/94.489/0.000 ms

#

gobooboobobooboobboobuooboobboobooo

controller: c0:
datapath in-port eth-dst
0000000000000001 00:00:00:00:00:02

0000000000000001 2 00:00:00:00:00:01
datapath rx-pkts rx-bytes rx-error tx-pkts tx-bytes

0000000000000001 18 0
0000000000000001 3 0
0000000000000001

0000000000000001 fffffffe

coooooooOoooOoOboOoOoOoOoOoOoOo 1booOoOOOOOOOOOOOODbOODO1IODOOOO042000
gooooooooooobooo 2000200000400 000000000O00O0

OO0000000000000 100000000 (rx-pkts) 0 30000000 (rx-bytes) O 1820000
ogoo203000001820000000000A0

cooooooobooooobooooooOooOoOoOOoO0oO0OOoOoOoOoOoOoOoOoObocO0O0obOboOoOoOoOoOoOoOoDOoOO
0000000000000 00000oDooO0O0o00000ooDoO00OO T Table-miss 00O Packet-In O
O00OPacket-Out 0000000000000 0000000O00O0OO0O0OOOO0OO

00000000000 100000000000000 ARPOODOOOOODOO 2000010000
ARPODODODOOCOCOO 10000200000 echorequest] 3000000Packet-Out0 0000000
gobgooboobobooboobobooboobbooboobboobooboboooba

34 00O

O000oo0o00oo0o00ooo0o0o0ooOo0oo0booOoooooooooooO
Ryu0000000OO0ODOODOODOODODOO
e Datapath 0O OO0 OODO0O

e FlowStats 0 0 0O PortStats 0 0 0 0O O
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REST OO

0000000000000 000o0o0000D0000RESTOOOODOOOOOOOO

41 RESTAPIOOOOO

RyuOO WSGIOOOOO WebOOOOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOO
OO00OC0OCOOOCOOO0OCO0OO0OO0OOOORESTAPIDOOOOOOOOOOOO

O0: WSGIOOOPythonOOOOOWebOOOOOODOOO WebOOOODODOOOOOOOOODOOODOOOOO
oooooooo

42 RESTAPICOOOOOOOOOOOOO

oobooOooooobOOO0OOOO0O0O0O0O0O0O0OoO0oO0oOoO0OO0O RESTAPIOOOOOOOOOOO

1. MACOOODOOOOOOO API

Oooo0O00ooooooooooMACOOOOODOOOOOOOOOOOOMACOOOOO
gooooooooolJsoNOOoooooood

2. MACOOOOOOOOOO API

MACOOOOOOOOOOOOOMACOOODOOOODOOOOOOOOODOOOOOOOOO
coooooooo

coooooobooooboooooooo

import Jjson

from
from
from
from
from
from

ryu.

app import simple_switch_13

webob import Response

ryu.
ryu.
ryu.
.app.wsgi import ControllerBase, WSGIApplication, route

ryu

controller import ofp_event
controller.handler import CONFIG_DISPATCHER
controller.handler import set_ev_cls
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from ryu.lib import dpid as dpid_lib

simple_switch_instance_name = 'simple_switch_api_app'

url = '/simpleswitch/mactable/{dpid}"

class SimpleSwitchRestl1l3 (simple_switch_13.SimpleSwitchl3) :

_CONTEXTS = {'wsgi': WSGIApplication}

def _ _init__ (self, xargs, =**kwargs):
super (SimpleSwitchRestl13, self)._ _init__ (xargs, =*xkwargs)
self.switches = {}
wsgil = kwargs(['wsgi']

wsgi.register (SimpleSwitchController,
{simple_switch_instance_name: self}

@set_ev_cls (ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):
super (SimpleSwitchRest13, self).switch_features_handler (ev)
datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self.mac_to_port.setdefault (datapath.id, {})

def set_mac_to_port (self, dpid, entry):
mac_table = self.mac_to_port.setdefault (dpid, {})
datapath = self.switches.get (dpid)

entry_port = entry|['port']
entry_mac = entry['mac']

if datapath is not None:
parser = datapath.ofproto_parser
if entry_port not in mac_table.values():

for mac, port in mac_table.items() :

# from known device to new device

actions = [parser.OFPActionOutput (entry_port) ]

match = parser.OFPMatch (in_port=port, eth_dst=entry_mac)
self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.OFPActionOutput (port) ]

match = parser.OFPMatch (in_port=entry_port, eth_dst=mac)
self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac: entry_port})
return mac_table

class SimpleSwitchController (ControllerBase) :

def _ init_ (self, req, link, data, =xxconfig):
super (SimpleSwitchController, self)._ _init_ (req, link, data, =xxconfig)
self.simple_switch_app = data[simple_switch_instance_name]

@route ('simpleswitch', url, methods=['GET'],
requirements={'dpid': dpid_1ib.DPID_PATTERN})
def list_mac_table(self, req, *xkwargs):
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simple_switch = self.simple_switch_app
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:
return Response (status=404)

mac_table = simple_switch.mac_to_port.get (dpid, {})
body = json.dumps (mac_table)
return Response (content_type='application/json', body=body)

@route ('simpleswitch', url, methods=['PUT'],
requirements={'dpid': dpid_1ib.DPID_PATTERN})

def put_mac_table(self, req, *xkwargs):
simple_switch = self.simple_switch_app
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])
try:

new_entry = req.json if req.body else {}
except ValueError:
raise Response (status=400)

if dpid not in simple_switch.mac_to_port:
return Response (status=404)

try:
mac_table = simple_switch.set_mac_to_port (dpid, new_entry)
body = json.dumps (mac_table)
return Response (content_type='application/Jjson', body=body)

except Exception as e:
return Response (status=500)

simple_switch_rest_13.py 00 0000000000000000

OOOODOOHTTPOODOODODODODOD URLOODODOODODODODODODOODOODODODODODODOODOO
SimpleSwitchController OO0

oooooooooDooooooooDooMACOODODODODOODODOOODOOoODOOoOODOooOooOooOg
SimpleSwitchRest13 000

SimpleSwitchRestl3 0000000000000 O0O0O0OOOOOOFeaturesReply 000000
O0OO0OC0OOOdatapath 000000000 OOOOOO

4.3 SimpleSwitchRest13 000000

class SimpleSwitchRestl3 (simple_switch_13.SimpleSwitchl3) :

_CONTEXTS = {'wsgi': WSGIApplication}

OO0O0OO0O0O_CONTEXTOORyuO WSGIOO Web OO OOOOOOOOO0O0O0O00O00000O0OwsgiO
OOOO0ODOOWSGIO webOOOOOoOoOooooooooODOO
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def _ init__ (self, =xargs, xxkwargs):
super (SimpleSwitchRestl13, self).__init__ (xargs, =*x*kwargs)
self.switches = {}
wsgl = kwargs|['wsgi']

wsgi.register (SimpleSwitchController,
{simple_switch_instance_name: self})

gboboobooboboobbobobooboobbobbOo0bOwsGIApplicationOOOOO
odouodouooobddUdUdlregisterdddddddddtdlregisterddggoogoogog
0000000 DbD0O0O00D0 simpleswitchRestl3 000000 0O0OO0ODOOOO0ODODOOOOODO
simple_switch_api_appU0000000OO0O0OO0ODOOODOOOODOODOOOODOO

@set_ev_cls (ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):
super (SimpleSwitchRestl13, self).switch_features_handler (ev)
datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self.mac_to_port.setdefault (datapath.id, {})

00000 switch_features_handler 0000000000000 OOOOODOOOOSwitchFeatures
000000 b00b0ob0bo0o0b0obUObO00b0ObO evODOOODOO datapathOOOoooooQooQo
0000000000 switchesOOOOOOOOOOOOODOODOOOOOOMACOOOODOODOOO
gbobooooobooboboboboooooogoo

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault (dpid, {})
datapath = self.switches.get (dpid)

entry_port = entry|['port']
entry_mac = entry['mac']

if datapath is not None:
parser = datapath.ofproto_parser
if entry port not in mac_table.values():

for mac, port in mac_table.items():

# from known device to new device

actions = [parser.OFPActionOutput (entry_port) ]

match = parser.OFPMatch (in_port=port, eth_dst=entry_mac)
self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.OFPActionOutput (port) ]

match = parser.OFPMatch (in_port=entry_port, eth_dst=mac)
self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac: entry_port})
return mac_table

00000000 MACOOOOOOODODOOODODUODODUOOOOOORESTAPIO PUTODOOODOOOOO
gboboooood

OO0 entryJO00O0OO0O0OD0O0OO0 MACOOOOOOOOODOOODODOOODOOOOOO
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MACOOOODOOOOO self.mac_to_port 0000000000000 O0ODOOOOOOOODBODOO
coooooooo

O00O0OMACOUOOOOOOOOODODOD MACOOOOODOOOOODOOOOODOOOOOOO
* 00:00:00:00:00:01, 1
OO entry0OO0O0OOO MACOOOODODOODDOODOO
* 00:00:00:00:00:02, 2
oo obobbbbbbbbboddoouououooo
« 00000 OOOin_port =1, dst_mac = 00:00:00:00:00:02 0 0 O O O O output=2
« 0000000 Oin_port =2, dst_mac = 00:00:00:00:00:01 O O O 0O O O output=1

OO00OO000O0000000000 add_flowOOOOOOOOOOOOOOOOOOO entryd0od
oooo MACOOODOOODODODOODOODOO

4.4 SimpleSwitchController 000000

OO0 REST AP OO0 HITP OO O ODODODODOOODODODODDODODOODOOOOOODOOOGO
SimpleSwitchController OO0

class SimpleSwitchController (ControllerBase) :

def _ _init__ (self, req, link, data, =*xconfig):
super (SimpleSwitchController, self)._ init_ (req, link, data, xxconfig)

self.simple_switch_app = data[simple_switch_instance_name]

00000000 simpleSwitchRestl3 00000000000 0O00O00OO0O

Qroute ('simpleswitch', url, methods=['GET'], requirements={'dpid': dpid_lib.DPID_PATTERN})
def list_mac_table(self, req, =*xkwargs):

simple_switch = self.simple_switch_app
dpid = dpid_lib.str_to_dpid(kwargs|['dpid'])

if dpid not in simple_switch.mac_to_port:
return Response (status=404)

mac_table = simple_switch.mac_to_port.get (dpid, {})

body = json.dumps (mac_table)
return Response (content_type='application/json', body=body)

RESTAPIO URLOOOOCOOCOOO00O0O0O0DOOOOOO0O0O00O0O0O0O0 URLOOOO0O0O0O RyuO
Ub000 routed0000O00O0OOOODO

gobooboobbooboobooooba
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0100
ooooo
0200

URLOOOODOOOURLO http://<0 O O IP>:8080/simpleswitch/mactable/<0 0 0 0 0O ID>0 O
oooooooo

0300
HTTPOOOOOODOOOOOGETOOODOOOODOOOODO
0400

0000000000000 OURL(/simpleswitch/mactable/{dpid}) O {dpid}00 O O O O ryu/lib/d-
pidpy 0 DPID_PATTERN OO OOO0O 1600 16 0000000000000 0O0OO0OOO0O
oo

O 20000000 URLO RESTAPIOOODOOOOOO HTTPOOOOO GETOOODOO
list_mac_table 00000000 O0OCODOOODOOO0OO{dpd}0C0O00DOO0OOOCOOO ID
oooooMACOODOODOOOOOOOJISONOOOOOOOOOOODOODOODOOO

OO0ORynO00OO00O0D0O00ODODOO0DODODOO0O0OOIDODOO0OODDOOOODDOO0O404000000

Qroute ('simpleswitch', url, methods=['PUT'], requirements={'dpid': dpid_lib.DPID_PATTERN})
def put_mac_table(self, req, x*kwargs):

simple_switch = self.simple_switch_app
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])
try:

new_entry = req.json if reqg.body else {}

except ValueError:
raise Response (status=400)

if dpid not in simple_switch.mac_to_port:
return Response (status=404)

try:
mac_table = simple_switch.set_mac_to_port (dpid, new_entry)
body = json.dumps (mac_table)
return Response (content_type='application/json', body=body)
except Exception as e:
return Response (status=500)

OoOOMACOOOOOOOOOOOOO RESTAPIOOO

URL O MACOOOOOODODODOOODOO APIOOOOOOOHTTPOOOOD PUTOOODO
put_mac_table O00000O0OO0COOCOCOOOOOOOOOOOOOOOOOCOCOOOOOOOO
set_mac_to_port 0000000 00DOOD0ODODOput_mac_tableDUOO0DOO00OO0DOODOOOO
O0O00000oooOoo s000000D00001list_mac_tableOO0O0OO0O0OORyuOOOOOO
goooooooooooooo Ibooo0oOOObOOOOOOO4040000000
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45 RESTAPIODODODOODOODODOOOOO

RESTAPIOOOOO0O0O0O0O0O000O00000000000O0

OooO000ooooo0OD0O0000 Mininet J0000000000000O000 OpenFlowOOOODODO
OpenFlow130000000000000000O0OOOCCRESTAPIOOOOODOOOCOOCOOOOOO
oooo

$ sudo ovs-vsctl set Bridge sl protocols=OpenFlowl3
$

ryu-manager --verbose ryu.app.simple_switch_rest_13
loading app ryu.app.simple_switch_rest_13
loading app ryu.controller.ofp_handler
creatir context wsgi
instantiating app ryu.app.simple_switch_rest_13 of SimpleSwitchRestl13
instantiating app ryu.controller.ofp_handler of OFPHandler
BRICK SimpleSwitchRestl13

CONSUMES EventOFPPacketIn

CONSUMES EventOFPSwitchFeatures
BRICK ofp_event

PROVIDES EventOFPPacketIn TO {'SimpleSwitchRestl3': set (['main'])}

PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitchRestl3': set (['config'])}

CONSUMES EventOFPSwitchFeatures

CONSUMES EventOFPPortDescStatsReply

CONSUMES EventOFPErrorMsg

CONSUMES EventOFPEchoRequest

CONSUMES EventOFPEchoReply

CONSUMES EventOFPHello

CONSUMES EventOFPPortStatus

wsgli starting up on http://0.0.0.0:8080
ventlet.greenio.ba .GreenSocket object at 0x7f2daf
968)
<ryu.controller.ofp_event.EventOFPHello object at 0x7f2daf38

move onto config mode
EVENT ofp_event->SimpleSwitchRestl3 EventOFPSwitchFeatures
switch features ev version=0x4,msg_type=0x6,msg_len 20,x1d=0x86fc9d2f, OFPSwitchFeatures (
auxiliary_id=0, capabilities=79,datapath_id=1,n_buffers=256,n_tables=254)

move onto main mode

OO0OOOOOOO0OO0O0OOd(@31135) wsgi starting up onhttp://0.0.0.0:8080/0 00 0000000000000
WebOOOOOOOODO 800D OO0OODOODOOOOODOOO

OO0 mininet0000000Oh1 OO0 W20 ping0 000000

mininet> hl ping -c 1 h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_reg=1 ttl=64 time=84.1 ms

- 10.0.0.2 ping statistics —-—-
1 packets transmitted, 1 r ved, packet loss, time Oms
rtt min/avg/max/mdev = 84.171/84.171/84.171/0.000 ms

OOOCRyuOD Packet-In0 3000000000

EVENT ofp_event->SimpleSwitchRestl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:£ff 1

EVENT ofp_event-:> mpleSwitchRest13 EventOFPPack
packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
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EVENT ofp_event->SimpleSwitchRest1l3 EventOFPPacketIn

packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

0000000000000 MACOOOOODOOODO RESTAPIOOOOOOOOOOOOOOOREST
APIOOOOOC curlOO0O0O0O0O0000O000O

$ curl -X GET http://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}

h1O0 200000000 MACOOOOOOO0O0OO0O0O0O0O0O0O0O0O0O0O0O0O0O0O000AO0

O000Oh,h20 200000000000 MACODOOOOODOOOOOOpingO0O0O0O00DOOOO
0000000000000 MininetOOODOOOOOOOOO Mininet 0O OO0 OpenFlow OO0 O0OOO
OpenFlow13 00000000 0O0O0OO0OO0OOOOOO

(26759) wsgi starting up on http://0.0.0.0:8080/

connected socket:<eventlet.greenio.GreenSocket object at 0x2afe6d0> address: ('127.0.0.1°',
48818)

hello ev <ryu.controller.ofp_event.EventOFPHello object

move onto config mode

EVENT ofp_event impleSwitchRest13 EventOFPSwitch

switch features ev version: 0x4 msg_type 0x6 xid O0:
capabilities=71,datapath_id=1,n_buffers=256,n_table

switch_features_handler inside sub class

move onto main mode

OOOMACOOOOOOOOOOO0O0 RESTAPIO 1000000000O0O0OORESTAPIOOOO0O0O
OO00O0O0O000 {*mac”: “MACDOOODO “port”: 0000000000000 O00O0OO

$ curl -X PUT -d '{"mac" : "00:00:00:00:00:01", "port" : 1}' http://127.
simpleswitch/mactable/0000000000000001

{"00:00:00:00:00:01": 1}

$ curl -X PUT -d '"{"mac" : "00: :00:00:00:02", "port"™ : 2}' http://127.
simpleswitch/mactable/0000000000000001

{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}

0000000000000 00K,2000000000000000000O0DO0000OGCOO

O000hl OO K20 ping0 000000

mininet> hl ping -c 1 h2
PING 10.0.0.2 (10.0.0.2) 56(84)
64 bytes from 10.0.0.2:

-—— 10.0.0.2 ping statistics —---
1 packets transmitted, 1 received, 0% packet loss, time

rtt min/avg/max/mdev = 4.623/4.623/4.623/0.000 ms

move onto main mode

(28293) accepted ('127.0.0.1"', 44453

127.0.0.1 - - [19/Nov/2013 19:59:45] "PUT /simpleswitch/mactable/0000000000000001 HTTP/1.1"
200 124 0.002734

EVENT ofp_event->SimpleSwitchRestl3 EventOFPPacketIn

packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:£f 1
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0000000000000 00000000000000O0Packet-In0 h1 00O h200 ARPOOOOODO
coooooobooboooooooOooboOoooOoboOoobooOoOooooa

46 OO0

O00O0OMACUOOODOOOOOOUOUOOODOOOCOUOUOUOUOOODOORESTAPIDOODOOOOOO
0000000000000 0DO000O0000C0D0O0ODO00O0OD0O0OOUODOODO RESTAPIOOO
gobooboobobooboobboobuooboobboobooo
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050

Jooooooobobood

O0000ORywOOOOO0OOODOODODODOODOODODOOOODODODOODODODO

51 00000000O0ODOO0O

OoOoO0OO000000000O0IEEESD2.1AX-2008000000000000000000000O0O0O00O0O0
oooooooobooboooooooooooobo0ooooooooboooDboO0oooDbooooooooDoOg
cooooooooboooooooooooboOobOocOoooobooOoOoOobOOoOOobOObOOOoOobOboOoOooDboOoOn

200Mbps D,
100Mbp V
100Mbp
BiEEEORL

gobooboobbooboobooobooboobbooboobbobobooboobbooboo
gboboooooooobogobgobobobooooooooobooboboboboo

gobooboobooobooboooobooboobobooboboobboobbooboobbooboo
OOO0O0O0OD0OO0OOLACPLink Aggregation Control Protocol) 00000000 COOOOOOOOOOOOO
000o00o0o0ooooOoooooooooo

0000000000000 0000000000000000D0D0O000D0O00000 LACPOOOOOO
gooocooooooooooooooooooooooooooooooooooooooorLACPOOO
oooooooobobooooobOobooooooboooooobOooooobDOobDOobOOobObooooooDOg
cooboooobooooooooooOoOoOobOOoOoOoOoOoOoOoOoOoOoOoOoDOOoOOOboOoOobOoOoOooOooOnoa
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O50000000000000

cooooooboooobooooooooooboooobooooooooooo0oooboooooo0oOooonod
goooooooOooOoOooooooOooOOoOoOoOoOoOoOoOoOoorLACPOOOOOOOoOoOoOoOooOoOoOoO
ooooooooooooobobooon

52 Rypy0000ooogooon

OO0000C000ooO0o0Ooooo0 RywOOOOOODOOOODOOOODODODDODOOODOOOODOOO

tobooobooomuoooooobooooocoboocoboooboooobooboobOooOoOoOooOoOoooag
oooboooooon

Od0000dsimple_switch_lacp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER
from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vl_3

from ryu.lib import lacplib

from ryu.lib.dpid import str_to_dpid

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

from ryu.app import simple_switch_13

class SimpleSwitchLacpl3 (simple_switch_13.SimpleSwitchl3) :
OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]
_CONTEXTS = {'lacplib': lacplib.LacpLib}
def _ init_ (self, <%args, x*kwargs):
super (SimpleSwitchLacpl3, self).__init__ (xargs, =xxkwargs)
self.mac_to_port = {}
self._lacp = kwargs|['lacplib']
self._lacp.add(
dpid=str_to_dpid('0000000000000001"), ports=[1l, 2])

def del_flow(self, datapath, match):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

mod = parser.OFPFlowMod (datapath=datapath,
command=ofproto.OFPFC_DELETE,
out_port=ofproto.OFPP_ANY,
out_group=ofproto.OFPG_ANY,
match=match)
datapath.send_msg (mod)

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']
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pkt = packet.Packet (msg.data)
eth

pkt.get_protocols (ethernet.ethernet) [0]

dst = eth.dst
src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info ("packet in %s %$s %s %$s", dpid, src, dst, in_port)
# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port [dpid]:

out_port = self.mac_to_port [dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.OFPActionOutput (out_port) ]

# install a flow to avoid packet_in next time

if out_port != ofproto.OFPP_FLOOD:
match = parser.OFPMatch (in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer _id == ofproto.OFP_NO_BUFFER:
data = msg.data

out = parser.OFPPacketOut (datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg (out)

@set_ev_cls(lacplib.EventSlaveStateChanged, MAIN_DISPATCHER)
def _slave_state_changed_handler (self, ev):

datapath = ev.datapath

dpid = datapath.id

port_no = ev.port

enabled = ev.enabled

o

self.logger.info("slave state changed port: %d enabled: %s",
port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port [dpid]:
match = datapath.ofproto_parser.OFPMatch (eth_dst=mac)
self.del_flow(datapath, match)

del self.mac_to_port [dpid]

self.mac_to_port.setdefault (dpid, {})

521 00000 oQg

OpenFlow D0 000 Linux 00 0000000000000 O0O0O0OO0OOOOODOOOOO

vMoOOOoOOoOOooOooooooooooooooooooooooooooooooooooooo

000 Mininet 000000000000000O00000OO
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Mininet 0 APIO 0000000000000 O00O0O00O0O0O000O0000

JO00001link_aggregation.py

#!/usr/bin/env python

from mininet.cli import CLI

from mininet.net import Mininet

from mininet.node import RemoteController
from mininet.term import makeTerm

if '__main__ ' == _ _name__ :

net = Mininet (controller=RemoteController)

c0 = net.addController('cO', port=6633)

sl = net.addSwitch('sl"')

hl = net.addHost ('hl")

h2 = net.addHost ('h2', mac='00:00:00:00:00:22")

h3 = net.addHost ('h3', mac='00:00:00:00:00:23")
h4 = net.addHost ('h4', mac='00:00:00:00:00:24")

net.addLink (s1, hl)
net.addLink (s1l, hl)
net.addLink (sl, h2)
net .addLink (s1, h3)
net.addLink (s1l, h4)
net.build()

cO.start ()

sl.start ([cO]

net.startTerms ()
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CLI (net)

net.stop ()

000000000000 000000000 K 00000 s100020000000000000000
Oo0bOO0OOnetDO00O0O0O0O0O0DOOOODOOODOOOOODOOOOD

$ curl -O https://raw.githubusercontent.com/osrg/ryu-book/master/sources/link_aggregation.py

$ sudo ./link_aggregation.py

Unable to contact the remote controller at 127.0.0.1:6633
mininet> net
cO
sl lo: sl-ethl:hl-ethO sl-eth2:hl-ethl sl-eth3:h2-eth0O sl-eth4:h3-eth0 sl-eth5:h4-ethO0
hl-ethO:sl-ethl hl-ethl:sl-eth2
2 h2-ethO:sl-eth3
3 h3-eth0:sl-eth4
4 h4-eth0O:sl-eth5

mininet>

522 000 hO0O0DO0O0oOoOoOoOoOO0O0O0O0O0O0OO0O

OOO0OhDLnuxO0O0O0O0OO0O0O0O0000000000000000000C00000 h10 xtermO0O000
ooooogd

0000000000000 U00000U000000U000DOU0O0O0DOUOLIMUXOO00OO0
gooboobooboboobooboobboboobooboobbooboobbobboobOoo
/etc/modprobe.d/bonding.conf 0 00 OO ODOOOOOO

O00D000:/etc/modprobe.d/bonding.conf

alias bond0 bonding
options bonding mode=4

Node: hl:

# modprobe bonding

mode=4 0 LACPOO0 0000000000 O0OOOOO0OO0O0OOO0O0OO0OO0O0OO00O00O0OO00O0OOO
goooooooooOoOoOooooOooDboLACcPOOOOOOOOOOOOO SLOWO30O00OO0MmMmOOO
gooooooo MACOOODODOODODODODOODOOOODOOO

OOCObond0OOOCOOCOCOOOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OObOond0 0 MACOOOOOO
oooooooobooooon

Node: hl:

# ip link add bondO type bond

# ip link set bond0 address 02:01:02:03:04:08
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0000000000000 0000000O0R1-eth00 hl-ethl OO0O0O0O0O0O0OO0OO0OOOOOOOODOO
cooooooobooooooooooOoooOoboOoboOooOoOoobooOoOoOoOobOOoO0OobOboOoobooOoOoOooOooDooa
goooOooo MACOOODODOOODOOOOOOOOODOOOOOO

Node: hl:

hl-eth0 down
hl-eth0O address 00:00:00:00:00:11

hl-ethO master bondO

hl-ethl down
t hl-ethl address 00:00:00:00:00:12

hl-ethl master bondO

gooOoodoOoooOo pPOODOO0OOOO0OOCOOODOOCOO 1000100000000 0ODOODOOOO
hl-ethOO IPOO00DO0OCO000O0OOO0O0OOO0ODOO0OODOOODOO

Node: hl:

# ip addr add 10.0.0.1/8 dev bond0

# ip addr del 10.0.0.1/8 dev hl-ethO

gobooboobobuoobboooboobooon

Node: hl:

# ip link set bondO up

coooooobooooooooooOooOoooboboooon

Node: hl:

# ifconfig

bond0 Link encap:Ethernet HWaddr 02:01:02:03:04:08
inet addr:10.0.0.1 Bcast:0.0.0.0 Mask:255.0.0.0
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:1240 (1.2 KB)

Link encap:Ethernet HWaddr 02:01:02:03:04:08

UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX ckets:5 errors:0 dropped:0 overruns:0 carrie
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

hl-ethl Link encap:Ethernet HWaddr 02:01:02 :04:08
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
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RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

0000000000 bond0 O MASTEROOOOOOOOOOODO hl-eth0O hl-ethl O SLAVEO OO O
0000000000000 0Obond0O hl-ethOOhl-ethl 0 MACOOOOOODOOOOOOOODOODOOO
cooooooo

gobooboobboobooobooboon

Node: hl:

# cat /proc/net/bonding/bond0
Ethernet Channel Bonc C iver: v3.7.1 (April 27, 2011)

Bonding Mode: 3 namic link aggregation
Transmit Hash Policy:

MII Status: up

MII Polling Interval (ms): 100

Up Delay (ms): O

Down Delay (ms):

802.3ad info
LACP rate: slow
Min links: O
Aggregator selection policy (ad_select): stable
Active Aggr tor Info:
Aggregator ID: 1
Number of ports: 1
Actor Key: 33
Partner Key: 1
Partner Mac Address: 00:00:00:00:00:00

Slave Interface: hl-ethO
MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O
Permanent HW addr: 00:00:
Aggregator ID: 1

Slave queue ID: 0

Slave Interface: hl-ethl
MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: 0

Permanent HW addr: 00:00:00:00:00:12

Py

Aggregator ID: 2

Slave queue ID: 0

LACPODOOCOODOOOOOOO (LACPrate: slow) 000000 OODOOO (Transmit Hash Policy: layer2
O)OOOoODoDoOoOooDoDOoODODOODOOOO hl-eth0Od hl-ethi 0 MACODODOOOOOOOOOO

000000 hhOOODoOooooooogo
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5.2.3 OpenFlow D O OO OO OO

0000 s1OOpenFlow ODOOOOODO 130000000000000000000D00 s10 xterm OO
obooooood

Node: sl:

# ovs-vsctl set Bridge sl protocols=OpenFlowl3

524 00000000000

000000000000 bO0DO0 RywOOOOO0ODOODODOODOODOD
OO0000CO00O0OONode: cO(root)D O ODOODODO xterm O OO OOO0OOOODOCOOODO

Node: c0:

$ ryu-manager ryu.app.simple_switch_lacp_13
loading app ryu.app.simple_switch_lacp_13
loading app ryu.controller.ofp_handler
instantiating app None of LacpLib
creating context lacplib
stantiating app ryu.controller.ofp_handler of OFPHandler

instantiating app ryu.app.simple_switch_lacp_13 of SimpleSwitchLacpl3

OO0 hlO3000 10 LACPO0OOOODOOCOOOO0O0OOOOOCOOOO0O0OOOOOOOO000
OoO0OCO h OO0 LACPOOODOCOOOOOOOOOOOOOOOOoOoOoo

Node: cO:

[LACP
[LACP
[LACP
[LACP

INFO

[ SW=0000000000000001 PORT=1 LACP received.
[INFO
[

SW=0000000000000001 PORT=1 the slave i/f has just been up.
INFO] SW=0000000000000001 PORT=1 the timeout time has changed.
[INFO] Sw=0000000000000001 PORT=1 LACP sent.

slave state changed port: 1 enabled: True

[LACP] [INFO] SW=0000000000000001 PORT=2

[LACP] [INFO] SW=0000000000000001 PORT=2 the slave i/f s just been up.
[LACP] [INFO] SW=0000000000000001 PORT=2 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

slave state changed port: 2 enabled: True

] ]
] ]
] ]
] ]

LACP received.

]
]
]
]

gobooboboooboobboo
* LACP received.
LACPOODOOOODODOOODOOOOO
* the slave i/f has just been up.

cooooooboooobooooooooooooo
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* the timeout time has changed.

LACPOODOOO0O0OODOOOOOCDOODO0OOOOOO0OOO0 @OooOOoooooooo o00OO
LONG_TIMEOUT_TIMEDO 00 COOCOOOOOO)O

* LACP sent.
0000 LACPOOOODODOOOODODOOOODO
* slave state changed ...

LACPOOOOODOOO EventSlaveStateChangedO00OOOOO0OO0O0O0O0O0ODOOOCOO
OO0@Ooooooooooooooooo)o

000000000 KOO LACPOODDOOOODDOOOODOOODO LACPOOOOODODOOOODOOO

Node: cO:

SW=0000000000000001 PORT=1 \| received.
SW=0000000000000001 PORT=1 LZ sent.
SW=0000000000000001 PORT=2 \( received.
SW=0000000000000001 PORT=2 \CP sent.

[LACP] [INFO

[LACP
[LACP
[LACP

INFO
INFO

]
]
]
1 [INFO

[ ]
[ ]
[ ]
[ ]

coooOooooboOooboooooon

Node: sl:

# ovs-ofctl -O openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cookie=0x0, duration=14.565s, table=0, n_packets=1l, n_bytes=124, idle_timeout=90,
send_flow_rem priority= 5,in_port=2,dl_src=00:00:00:00:00:12,d1l_type=0x8809 actions=
CONTROLLER: 65509

cookie=0x0, duration=14.562s, table=0, n_packets=1l, n_bytes=124, idle_timeout=90,

send_flow_rem priority=6 ,in_port=1,dl_src=00:00:00:00:00:11,d1l_type=0x8809 actions=
CONTROLLER: 65509

cookie=0x0, duration=24. priority=0 actions=
CONTROLLER: 65535

goobgogo

* hl1 O hl-ethi(O OO OO0 sl-eth2d MACO O OO O 00:00:00:00:00:12) O 0 LACPO O OOOODO
(ethertype O 0x8809) DO O DOODODOO Packet-In 0000000000

e hl O hl-eehO@OOODOODO sl-ethl1 0 MACOOOOO 00:00:00:00:00:11) 00 LACPODOOODOOO
(ethertype O 0x8809) D OO DOODODOO Packet-In 0000000000

0000000000000 Table-missOOOOOOO

030000000000000000000

53



O50000000000000

525 00000 oooooooooood

coooooo

gooboobooboooboobooobobooboobbooboobbobbooboobboobOoo
gboboooooooog

000000 200000 h OO0 ping00O0000OO

Node: h2:

# ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.
64 bytes from 10.0.0

.1: icmp_reg=1 ttl=64 time=93.0 ms

64 bytes from 10.0.0.1:
from 10. 0.1:

64 bytes from ollg

icmp_reg=2 ttl=64 time=0.266 ms
icmp_reqg=3 ttl=64 time=0.075 ms
4

icmp_reg=4 ttl=64 time=0.065 ms

ping0 0000000000000 s1O00000D00O0OO00ODOOOO

Node: sl:

# ovs—ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (OF1.3) xid=0x2) :

cookie=0x0, duration=22.05s, table=0, n_packets=1l, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1l_type=0x8809 actions=
CONTROLLER: 65509

cookie=0x0, s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=6 5,in_port=1,dl_src=00:00:00:00:00:11,d1l_type=0x8809 actions=
CONTROLLER: 65509
cookie=0x0, duration=33.046s, table=0, n_packets=6, n_bytes=472, priority=0 actions=

NTROLLER: 65535

cookie=0x0, duration=3.259s, table=0, n_packets=3, n_bytes=294, priority=1,in_port=3,dl_dst
=02:01:02:03:04:08 actions=output:1l

cookie=0x0, duration=3 ’s, table=0, n_packets=4, n_bytes=392, priority=1,in_port=1,dl_dst

=00:00:00:00:00:22 actions=output:3

00000000000020000000000000000000dwration000000 4000500
cooooooo

ooooao

« 30000 (sleth30 000 200000000000)00 Kl O bond0 000000000000
10000 (sleth) 000000

« 10000 (sl-ethh DO 2000000000000 30000 (sl-eth3)00000CO
goOoCOOoOOOoOoOoOoOooonoOnhOoOOOOoOO0OoOs1-eth1 D 0O000000O0O0O0O0O0O0O0OO
0000000 K300000h 000 ping0 000000

Node: h3:
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# ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.
64 bytes from 10.

64 bytes from 10.0

o)

icmp_reg=1 ttl=64 time=91.2 ms
icmp_reg=2 ttl=64 time=0.256 ms
64 bytes from 10.
64 bytes from 10.

1
20,13
0.1: icmp_reqg=3 4 time=0.057 ms
1

icmp_reg=4 64 073 ms

ping0 0000000000000 s1O00000O000O00ODOOOO

Node: sl:

# ovs—ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (OF1l.3) (xid=0

cookie=0x0, duration=99.765s, table=0, n_pac 5=4, n_bytes=496, idle

send_flow_rem priority=

CONTROLLER: 65509

cookie=0x0, duration=99.76ls, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,dl_type=0x8809 actions=
CONTROLLER: 65509

cookie=0x0, duration=110.761ls, table=0, n_packets=10, n_bytes=696, priority=0 actions=
CONTROLLER: 65535

cooki 0, / 0, n_packets=82, n_bytes=7924, priority=1,in_port
dl_dst=02:01:02:03: :08 actions=output:1

cookie=0x0, 677s, table=0, n_packets=2, n_bytes=196, priority=1,in_port=2,dl_dst
=00:00:00:00:00:23 acti s=output:4
cookie=0x > € table=0, n_packets=1, n_bytes=98, priority=1,in_port=4,dl_dst
:04:08 actions=output
cookie duration=80.977s, table=0, n_packets=83, n_bytes=8022, priority=1,in_port=1,
dl_dst=00:00:00:00:00:22 actions=output:3

O0000000000020000000000000000000duration 000000 5000600
gooooood

ooooo
« 20000 (sl-eth2) D0 3000000000000 40000 (sl-eth4)0000C0CO

« 40000 (sleth40 000 K300000000000)00 h10 bond0DO0D0O0O00O0O0O0OO
20000 (sleth2) 000000

0000000000000 0 h1 00000000 sl-eth200000000000000000O

0000000 WMODOODO K OO0OO00ping0000000O000O00O0OODO0ODOODOOOOO
OO0OCOCOOOhdO hlODODODODOODO sl-ethl DO0O0O0O0OOO

ugobooo (ooooo
h2 1
h3 2
h4 1
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gobogoboooboobooobobooboobobuooboobboobo

gooboooo

OooooooooooooocoOoOoooooooooO0oO0ooooooOOb0cbO00O0nR2O 4O hl OO0
OO0O0O0Osl-eth200h30 h1 OOOOO0OO0Ossl-ethiOOODOOODOO

O0O00Osl-eth1 OO00OO0OO0O0OO0O0O0OCOOO0O hl-eth0ODOO0OO0O0O0O0O0O0OO0O0DOOOOOOOOOO
oooo

Node: hl:

# ip link set hl-ethO nomaster

hl-ethOOOOOOOOOOOO0O0O0O0 K300000 KO0 ping00000000000O0O0OOODOO
ooco000000000000000000000O0O0O0O0O0O0O0OOOOODOOODOO0

Node: c0:

SW=0000000000000001 PORT=1 \CP received.
SW=0000000000000001 PORT=1 L2 sent.
SW=0000000000000001 PORT=2 \CP received.
SW=0000000000000001 PORT=2
SW=0000000000000001 PORT=2
SW=0000000000000001 PORT=2

[LACP] [INFO
[LACP] [INFO
[LACP] [INFO
[LACP] [INFO
[LACP] [INFO
[LACP] [INFO

[
[
[
[
[
[

]
]
]
]
]
]
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[LACP] [INFO] SW=0000000000000001 PORT=2 LACP
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP s
[LACP] [INFO] SW=0000000000000001 PORT=1 LACP imeout has occurr

slave state changed port: 1 enabled: False

0 LACP exchange timeout has occurred. DO 0D 0000 0000000000000 OCOCOOOOOCOCOO MAC
coooooooboooobooooooooOooObocOoOoOOoOoOobOOoOoOoboOoOoOoOOOoOoOobObOonon

0000000000 0Doo0o0MACOOOODDODOODDOODO0DO0ODO0O0O00D00o0oooooooooogd
obooboooooog

000 30000 h O000000000000000000O0O

Node: sl:

# ovs—ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) 3
cookie=0x0, duration=364.265s, tab 0, n_packets=13, n_bytes=1612, idle_timeou
send_flow_rem priority=65535,in_por ,dl_src=00:00:00:00:00:12,d1l_type=0x8809 actions=
CONTROLLER: 65509
cookie=0x0, duration=374.521ls, table=0, n_packets=25, n_bytes=1830, prior 0 actions=
ROLLER: 65535
duration=5.738s, table=0, n_packets=5, n_bytes=490, priority=1,in_port=3,dl_dst
3:04:08 actions=output:2
duration=6.279s, table=0, n_packets=5, n_bytes=490, priority=1,in_port=2,dl_dst
:00:23 actions=output:5
durati 6.281ls, table=0, n_packets=5, n_bytes=490, priority=1,in_port=5 _dst
3:04:08 actions=output:2
duration=5.506s, tabl n_packets=5, n 4 5=434, priority=1,in_port=4,dl_dst
:04:08 actions=output:2
duration=5.736s, tabl n_packets=5, n_by priority=1,in_port=2,dl_dst
:00:21 actions=output:3
duration=6.504s, table=0, n_packets=6, priority=1,in_port=2,dl_dst
=00:00:00:00:00:22 actions=output:4

000 30000000 ping00OO0ODOOO

Node: h3:

=

icmp_reg=144 4 time=0.193 ms

o

from
from icmp_reg=145 64 time=0.081 ms
from icmp_r 146 4 time=0.095 ms
from icmp_reg=237 4 time=44.1 ms
from icmp_reqg=238 t 64 time=2.
from icmp_reg=239 64 time=0.
icmp_reg=240 ttl=64 time=0.

icmp_reg=241 ttl=64 time=0.

from

I = T = W = S S Sy S Sy

.0
.0
.0
.0
0
00o
00

from

gobgoobooboboobooboobobooboobobobobooboboobbooboobbooboo
gooooo
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OpenFlow OO OOOCOOOOCOOCOOOOOOOOOOO0O0O0O0O0O0O0O0O0O0OOOOOOO

LACPOOOOO0O0O00OO00O0O0OO00O0O0O0OO0OLACPOO0O0ODOOO0ODODOOOOODOOOOODOOOOO
goooOoOoOoOoOoOOoOOO0@m@mLACPOOOOOOOOOOOOOO0OO0O0OOOOOODOOOOOOOOOO
ocooooooobobooooobOoboooooboooooOobOooooobDOobDOobDOobOoboOoooooDOg
cooooooboooobooooOoOoOoOoOobOboOoOobooOono

LACPODOO0OOOOOODOODOOOOOOOOO

« LACPO0ODOCOO0DOOO0ODOOOUODOOOOODODODO0ODOOUODOOOUODOODUOODDOODOODDOO
gobooboobbooboobboobuoobboobuoobboooboon

- J0000DO0OU0DOUODUODOOUODOO LACPOOODOOOODOODODOUODOUOODOODOODOUODOO
gboobooooo

LACPODOOO0OOOOOOOOOODOOO0OOODO0O0ODOOOODDOOOOODOOOOD

gooooooOoOooOoOooOoOooOoObobOOoO0ooOOoOoOoOoooooOooooooOooorLACPOOOO0OO0O
gooooooooOoOoOOOOOOODOOOLACPOODOOODODO LACPOOOO0O0O0O0O0O0O0O0O0O00O
gobooboooooooogooooboboboooooooobooboboboboboo

LACPOOO00OOOO0O0OOO0O0ODOO00000O000DOOO00D0000000000D00O0OO0DOPacket-In
OOO0OOOOO0O0O OpenFlow D OOOOOOOUOOOoOooooQg

O00: LACPOOOOOOOOOOOOO0OO0O0OCOOOOO0O0OOOOOOO0O0O0 ACTIVEO PASSIVEOOOOOO
OOACTIVEOOOOOOOO LACPOOCOOOOOOOCOOOOOOOOOOOOOOOOPASSIVEDO ACTIVEOO
ooooO0O LACPOOOOOOOOOOOOOCOOOOOOOOOCOOOOOOOOOOOOOO0O0

RysO0O0O0O0O0O0O0O0O0OCOOOOOOCOOOOOOOOPASSIVEOOOOOOOOOOOOO

0000 LACPODO0ODOODOODOODOODUODOODUODOODUODDOOODDUODDODODODUODODOOO
OOOLACPOOCOUODOOODO Packet-ln OO O DODOO0OOOOO idle_timeout 000 000O00O0OOO
FlowRemoved 00000000 O00O0O0C0COO0OOOpenFlow OO0 O0O0O0OO0O0OO0O0OCOOOOOOOO
gboboooooooboboboooo

Oo0O000o0o0000o0o0o000 LACPOOOOOODOOOOOODOODOOODOODOOOLACPODOOO
0000000 Packet-ln 0 0000000000000 0O0ODOO0O0O0OOO/00000000O0O00O0OO
cooooooo

O0000000000000000000O0OpenFlow 000000000 0O000OO0O00O0ODOOOOOO
cooooooobooooooooooooooooooooooooOoooboboOoobooooon

00003000000000000000000000O00000O00O000O0O0DOO00O00OO00000O
goooooooooOooooooooOooOoMACOOOOOOOOOOOOOOODOODOOODODBO

oooooooo i gooooooo 2 oooooooo 38
MACOOOOOOO:0 | MACOOOOOOO:1 | MACOOODODOODO:2
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0o0o0o0oooooooooooo0oooo0ooooo0ooooooooo 3000000000000

ooo

oooooooo i

oooooooo 2

oooooooo 3

0 0:00:00:00:00:00:00

0 O :00:00:00:00:00:01

0 0 :00:00:00:00:00:02

0 0 :00:00:00:00:00:03

0 O :00:00:00:00:00:04

0 0 :00:00:00:00:00:05

0 0 :00:00:00:00:00:06

0 O :00:00:00:00:00:07

0 0 :00:00:00:00:00:08

0000DO0d0o0o0o0 10000000 ooodooooooooooo0 MACODODOoDOooood

coooboooobooooboooooooOoooOooOoOoooOooobooOooobooooo

ooooooooi
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oooooooo 3

od

MACOOOOOOO:0

MACODOOOOOO:A

ooooooooi

oooooooo 2
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0 0 :00:00:00:00:00:00

0 0 :00:00:00:00:00:01

0 0 :00:00:00:00:00:02

0 O :00:00:00:00:00:03
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0 O :00:00:00:00:00:05

0 O :00:00:00:00:00:06

0 O :00:00:00:00:00:07

0 O :00:00:00:00:00:08

00000o0d0dDO 100000d0bOo0d0oo0o0oo0o0ooo0ooo0ooD 2000000000 3
goboooooooooboboboboooboooooobobobobooooooboboboboboo
gobooboobbooboobooobda

ocoooooooooOoooobooOoOoooO/moo0oooobocooooooooooooooOoooooOoon
cooooooboooooooooooooboOobooboooooooooboooobooOooobooooooDoog
oooooooood

O0: O00OOOOO0OO0OO0O0O0O00O00O0O0COOOO0OO0OO00O000O0O0COOOO0O0O0O00O0O0ORyvuOOOOOOOO
ooooO0OoOOo0oO0OoO0oO0O0oO0OCcO0OOoO0OO0O0Oo0OOO0O0OOO0OO0OO0OOOO0OOO0OOOO0OCOOO0OOO0OO0OOOOOn
ooo

coooooobooooboooooooo

LACPOOOOO

« LACPO0ODOOODODOOOODODOOODOOODOOOOO

LACPOOOOOOOOOOOOOCOCOOCOOOOOOOOOOOOOOOOOOO0OOoOOOooOo
ooooooooon

« LACPOOIO0OOOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0OOOOOOOOOOOOOOO
ooooboooooog

cooooooo

« LACPOU0DOO0ODODOOODODOODOOODOOOODOOOOOODOOOn

 LACPOUODOCOO0ODOOOOODODOOODOOODOOOOODOOO
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LACPOODO0OO0O0OODOO0OODO0O00O0O0O0O0O0O0O0O00ORyw0 00000 ooooooo
ryu/lib/lacplib.py

ryu/app/simple_switch_lacp_13.py

531 LACPOOODOOOOO

ocooOoOoOoOoOooOobo LACcPOOO0OOOO0DOO0OOOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0O00000000
oooooooooboooooooooboooooboboooooooooooooboboOooon

goboobogbooboon

cooooooobooooooooooOoooOobOoOoOoOoOoOoOoooOoboOoOoOoboOoOobOboOoobooOoOooooDooa
gooooopoQoOopoOoOo0oo0ooO00oLoooooooooooooooLACPO0 00O oooooog
cooooooooooooo

def add(self, dpid, ports):
"""add a setting of a bonding i/f.
'add' method takes the corresponding args in this order.

Attribute Description

dpid datapath id.

ports a list of integer values that means the ports face
with the slave i/fs.

if you want to use multi LAG, call 'add' method more than once.

nun

assert isinstance (ports, 1list)
assert len (ports) >= 2
ifs = {}
for port in ports:
ifs[port] = {'enabled': False, 'timeout': 0}
bond = {dpid: ifs}
self._bonds.append (bond)

dooooooooooooon
dpid

OpenFlow OO DO OOOOOOO IDODODOOOO
ports

ooboooboboobooboboobooooboon

000000000000 00000LACPO0O0O0000O000O0D00O0OO IDO OpenFlow DO OOO
oo0oooO00oOo0o0O0o0o0oOo0O0ooOoO0O0O000oOoO0o0oOoO0O0Ob0O00000000 add() O
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000000000000 00000000000000000000 MACOOOOOUOOpenFlow OO0
gooo LoCcCALOO0O0O0ooooooooooooooon

OO000: OpenFlow D00 0O0OO0ODOOCO0ODOOOOODOOOODOOOODOOOOOOOOODOOODOOOOO
00000O0OpenvSwitchOO[MOODO0OO000OOOD0ODOO0OOOODOOOODOOOpenFlow O0O0OOOOOCOO
goboobobooobooboobooobooooobooo

Packet-ln O O

O00o0o000ooooooooo MACOOOOODODOODODODODOO0O0ODDODO00ooDoooooooooog
LACPOOOOO0OOOOODOOODOOOODOOOOODOOOODODOOODOOODODOOOODDOOODO
0000000000000 00oooooooooDooO0O0O00@MPacket-ln0000O0O0O0O0O0O LACP
gooOoCoO0OOoCOO0O0oC00O0O0O0OU0ULACPOOO0OCOO0OO0OOUOUOUOOUDOUOOOUOOODOOOOOOOOO
OO0000000OOo0o00oDOoO00oOoO0U0oOO0 LACPOODOODOOODODOOOODODOOODO

@set_ev_cls (ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def packet_in_handler(self, evt):
"""PacketIn event handler. when the received packet was LACP,
proceed it. otherwise, send a event."""
req_pkt = packet.Packet (evt.msg.data)
if slow.lacp in reqg pkt:
(reqg_lacp, ) = reqg_pkt.get_protocols(slow.lacp)
(req_eth, ) = reqg_pkt.get_protocols(ethernet.ethernet)
self._do_lacp(req_lacp, req_eth.src, evt.msg)
else:
self.send_event_to_observers (EventPacketIn (evt.msg))

00000000 0DO0o0o0oo0o00oDo0o0oo00o0oo00ooo0oDo0oO0oDOg LACPODOODOOOO
gbobooooobooboboboboooooog

LACPOODODODODODOOODODODOODOOO0OO LACPOOOODOO LACPODOODOOOO0OO0OOO0OOOOOOOO
LACPOOODOO0OODODODODDOODOOODODODOOsend_event_to_observers) 0000000 O0OOOOODOO
000 ryubase.app_managerRyuApp OO0 0000 0OO0OOODOOODOOOOOOOOOOOOOOOOO

000000000000 RyuODODODODO OpenFlowOOOOOOOOCOOOOOOOOOOOOOOOO
Oo0oOo00ooOo0oooo0oooo0ooooOo00Do00DbO00DO EventPacketInODOODOOO
OOOLACPOOOCOCOOOOOOOOOOOOOOOOOO

class EventPacketIn (event.EventBase) :
"""3 PacketIn event class using except LACP."""
def _ init__ (self, msg):
"""initialization."""
super (EventPacketIn, self)._ _init__ ()
self.msg = msg

O000O0000O0OOOryu.controllerevent.EventBase 0 0 0 D000 O0O0OO0DO0OOOOOOOOOO
0000000000000 0000OEventPacketInO0O0OOO0OPacket-In 0000000000
ryu.ofproto.OFPPacketin OO OO 0000000 OOCOCCOCODOO

gobooboobbooboobooobooboo
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O00o0ooOo/0o0ooooooooo
LACPOODOODDO LACPOOOO0O0O0O0O0O0O0OO0OOOOOOOOOODOODODO

1. LACPODOOOOOOOOOOOOOCOOOOOOOOOOOOOOOOOOOOOOOoOO0O0O0OoO
oooooooooog

2.00000000000000000000000LACPOOO0D0D0O0O000O0O Packet-In0OOO0O
ooobooooooooboonoo

3.0000 LACPOO0O0O0O00O0O00O0O0O0O0O0O0O0O0O0O0O0OOOO

2.000000000000LACPODDOODOOOO Packer-ln 000000000 DOOODOOOO3.000

gcoooooooorAcpPOOO0OOoOoOoOoooooooOoOOOOOOOOOOOOOOO 1LOOOOOOo
ooooooo

def _do_lacp(self, req_lacp, src, msg):
# ...

# when LACP arrived at disabled port, update the status of
# the slave i/f to enabled, and send a event.
if not self._get_slave_enabled(dpid, port):
self.logger.info(
"SW=%s PORT=%d the slave i/f has just been up.",
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, True)
self.send_event_to_observers(
EventSlaveStateChanged (datapath, port, True))

_get_slave_enabled) 0 00O 0 O0O0ODO0OOOCOOODOOCDODOODOOOODOODOOOOO
_set_slave_enabled) DO O DO0O0O0OOOOOOOOOOOOCOOOCOOOO/ODODOOOOOOOOO

OO0o00d0o0oOO00oo0oDOo0ooOdOD LACPOODOOOOODOODOODOODOOOOODOOODOOOO
00000000 EventSlaveStateChanged DU ODUODODUOODODOODODOOOOODOODOO

class EventSlaveStateChanged (event.EventBase) :
"""3 event class that notifies the changes of the statuses of the
slave i/fs."""
def __ _init__ (self, datapath, port, enabled):
"""initialization."""
super (EventSlaveStateChanged, self).__init_ ()
self.datapath = datapath
self.port = port
self.enabled = enabled

EventSlaveStateChanged OO0 ODOO0O0OOOOOOOCODOOODOOOCOOOOODODODOOOOO
OO00OO0OOOOO0OO0O0ODbOO0OOoooggdFlowRemoved OO O0O0O0O0OOOOOODOOODODODOOOO
EventSlaveStateChanged U0 OOUOOOOOOOOOOOOO

- J00000O/O00O000O00O0O0O OpenFlow OO 0O

- 00/0000000ODOOOODOOOO
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000000

LACPOOODOOODOO Packet-InOD DO OODOOOOOOOO

LACPOODOODODODODOODOOOOOFASTO 100000 SLowO3000000 20000000000
0o0o0o0o0o0ooo0opoooUoooo0ooooooU030ooUooo0ooooUoooooooDooog
gobgooboobobooboobbooboobooobooboobbooboobboobooboo

LACPOOOOOOOOLACPOODOOOODOODOO Packet-n 0 0000000000000 O0OOOO
300000SHORT_TIMEOUT_TIME O 3 0 0OLONG_TIMEOUT_TIME O 90 O OO idle_timeout O O O
coooooobooooboooobooooooooo

O000000000000idle_timeout 0000000000000 00O0O0OLACPOODODOODODOOOO
gbooooogoooog

def _do_lacp(self, req_lacp, src, msg):

# ...
# set the idle_timeout time using the actor state of the
# received packet.
if reqg lacp.LACP_STATE_SHORT_TIMEOUT ==
req_lacp.actor_state_timeout:
idle_timeout = req_lacp.SHORT_TIMEOUT_TIME
else:
idle_timeout = req lacp.LONG_TIMEOUT_TIME
# when the timeout time has changed, update the timeout time of
# the slave i/f and re-enter a flow entry for the packet from
# the slave i/f with idle_timeout.
if idle_timeout != self._get_slave_timeout (dpid, port):
self.logger.info(
"SW=%s PORT=%d the timeout time has changed.",
dpid_to_str(dpid), port)
self._set_slave_timeout (dpid, port, idle_timeout)
func = self._add_flow.get (ofproto.OFP_VERSION)
assert func
func (src, port, idle_timeout, datapath)
# .

_get_slave_timeout) 00000000000 OOOOCOOOODOOOOOODOOCOO idle_timeout0 O OO
0000 _set slave_timeout) D0 000000000000 DO0DOO0OO0DOODOOO idle_timeout 00O 0O
0000000000000 0000000o00o0oooDooooooooooOooOn idle_timeout 00 0
O00000o0o0oU0OooDoo0o LACPOUOOOCOOUOOOOOOUOODDODOOOUOODOOODOUOODOOOO
goooooooooo

OO0OO00O OpenFlow OO O0OODOODOO OFPFlowMod DD OOOOOOOOOODODODOOOODO
O0000000000o0o00000000000oo0O00Dbb00d OpenFlow 120000000000
gbooboooooooogo

def _add_flow_vl_2(self, src, port, timeout, datapath):
"""enter a flow entry for the packet from the slave i/f
with idle_timeout. for OpenFlow verl.2 and verl.3."""
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ofproto = datapath.ofproto
parser = datapath.ofproto_parser

match = parser.OFPMatch (
in_port=port, eth_src=src, eth_type=ether.ETH_TYPE_SLOW)

actions = [parser.OFPActionOutput (
ofproto.OFPP_CONTROLLER, ofproto.OFPCML_MAX) ]

inst = [parser.OFPInstructionActions (
ofproto.OFPIT_APPLY_ ACTIONS, actions)]

mod = parser.OFPFlowMod (
datapath=datapath, command=ofproto.OFPFC_ADD,
idle_timeout=timeout, priority=65535,
flags=ofproto.OFPFF_SEND_FLOW_REM, match=match,
instructions=inst)

datapath.send_msg (mod)

000000 000000000000 LACPOODOOOO0O0O0O0O000O0O0O Packet-InO000000O
coooooobooboooooooooboOoooOoboOoobooOoOooooa

LACPOOOOOODODOODOO

LACPOOO000O0O0OO0ODOOmOOoooo/AOd0ooooooooopooLACPOO0OOOOOO Packet-In
gooooopoooooobboooooOooOoOoOoOo LACPOOOOOOOOOOODOODOOODO

def _do_lacp(self, req_lacp, src, msg):

# oL

# create a response packet.

res_pkt = self._create_response (datapath, port, reqg lacp)

# packet-out the response packet.

out_port = ofproto.OFPP_IN_PORT

actions = [parser.OFPActionOutput (out_port) ]

out = datapath.ofproto_parser.OFPPacketOut (
datapath=datapath, buffer_ id=ofproto.OFP_NO_BUFFER,
data=res_pkt.data, in_port=port, actions=actions)

datapath.send_msg (out)

O0O000000O000000O create_response() 0000000000000 O0OOCOOOOO0OOOCOOO
00000 _create_ lacp) 000000000 LACPOOOOOOOOOOOOOOOOCOOOOODOOO
OO0O0OCOLACPOOCOODOOODODOOODOOOOOO Packet-OutD 0000

LACPOOOO0O0O0O0OOCOOO0O0O0ActortD 0000000 O0PartnerdI000000O0O00O0O0O0COO LACP
O0o0o0o0000ooooooooooOoC0O0OoOo0000oooooooooooOOOpenFlow 00000
cooooooboocobobooooooooboooooooa

@set_ev_cls (ofp_event.EventOFPFlowRemoved, MAIN_DISPATCHER)
def _create_lacp(self, datapath, port, req):
"""create a LACP packet."""
actor_system = datapath.ports|[datapath.ofproto.OFPP_LOCAL] .hw_addr
res = slow.lacp (
actor_system_priority=0xffff,
actor_system=actor_system,
actor_key=reqg.actor_key,
actor_port_priority=0xff,
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actor_port=port,
actor_state_activity=req.LACP_STATE_PASSIVE,
actor_state_timeout=req.actor_state_timeout,
actor_state_aggregation=reqg.actor_state_aggregation,
actor_state_synchronization=req.actor_state_synchronization,
actor_state_collecting=reqg.actor_state_collecting,
actor_state_distributing=req.actor_state_distributing,
actor_state_defaulted=req.LACP_STATE_OPERATIONAL_PARTNER,
actor_state_expired=req.LACP_STATE_NOT_EXPIRED,
partner_system priority=reqg.actor_system_ priority,
partner_system=reqg.actor_system,
partner_key=req.actor_key,
partner_port_priority=reqg.actor_port_priority,
partner_port=reqg.actor_port,
partner_state_activity=reqg.actor_state_activity,
partner_state_timeout=reqg.actor_state_timeout,
partner_state_aggregation=req.actor_state_aggregation,
partner_state_synchronization=req.actor_state_synchronization,
partner_state_collecting=reqg.actor_state_collecting,
partner_state_distributing=req.actor_state_distributing,
partner_state_defaulted=reqg.actor_state_defaulted,
partner_state_expired=reqg.actor_state_expired,
collector_max_delay=0)

self.logger.info ("SW=%s PORT=%d LACP sent.",

dpid_to_str(datapath.id), port)
self.logger.debug(str(res))
return res

FlowRemoved DO OO O OOO0ODO

000000000 LACPOOODODOOOOODOCOOOOODOOOOOOpenFlow O0O0OOO FlowRemoved
OOOOCQOO OpenFlow OO OOOOOOCOCODOO

@set_ev_cls (ofp_event.EventOFPFlowRemoved, MAIN_DISPATCHER)
def flow_removed_handler (self, evt):
"""FlowRemoved event handler. when the removed flow entry was
for LACP, set the status of the slave i/f to disabled, and
send a event."""
msg = evt.msg
datapath = msg.datapath
ofproto = datapath.ofproto
dpid = datapath.id
match = msg.match
if ofproto.OFP_VERSION == ofproto_vl_0.0OFP_VERSION:
port = match.in_port
dl_type = match.dl_type
else:
port = match['in_port']
dl_type = match['eth_type']
if ether.ETH_TYPE_SLOW != dl_type:
return
self.logger.info(
"SW=%s PORT=%d LACP exchange timeout has occurred.",
dpid_to_str (dpid), port)
self._set_slave_enabled(dpid, port, False)
1f._set_slave_timeout (dpid, port, O0)

self.send_event_to_observers (
EventSlaveStateChanged (datapath, port, False))
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FlowRemoved D 000 0O OO0DOOOOOpenFlow 0000000 _set_slave_enabled) D DO OO0OO
000000000000 00O0_ _set_slave_timeout()) 000000000 idle_timeout 10 0O OOOO
send_event_to_observers) D 000000 0ODO EventSlaveStateChanged DO ODOODOOOOODO

532 0000 oooooo

ORyu000000000000B0O0O00O0 OpenFlow 1.3000000000000000000000000
(simple_switch_lacp_13.py) D 00 0000000000000 00000000000O0O0O000O0O0OO

O_CONTEXTSOOOO

ryu.base.app_managerRyuApp OO OO0 RyuOOOO0OO0O00O0OCMM _CONTEXTSOOOOOOOOOOO
Rys0000O0000O00OOO0OOO0OO00OO0O0OOO00O0O0OO0O00ODO0O00ODOO00O0O0OO00O0DOOO
000000 LACPOOOOOO LacpLibO OO O Olacplib0 0000000 _CONTEXTSOOOOOODO
goo

from ryu.lib import lacplib

# ...

class SimpleSwitchLacpl3 (simple_switch_13.SimpleSwitchl3) :
OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]
_CONTEXTS = {'lacplib': lacplib.LacpLib}

O _CONTEXTSOOOOOOOOOOOOODOOO init_ ()0O0D000 kwargsDOOOOODOOOOOOO
oooooooo

def _ _init__ (self, =xargs, xxkwargs):
super (SimpleSwitchLacpl3, self).__init__ (*args, xxkwargs)
self.mac_to_port = {}
self._lacp = kwargs|['lacplib']

coobooooooo

O_CONTEXTSOOOOOO LACPOOO0OO0O0O00O0O0OO0OOOODOODOOODOOD LACPOOOOOOOO
00 add) 00000000000 DOO000ODOO0O00OO0O0O0O0OO

goooo | o g
dpid str_to_dpid(‘0000000000000001*) | OO O OO ID
ports [1,2] goboooooooooooboo

ooOoOoOooOOooOooooo 1bdoooooooooooooo0ltd OpenFlow DO O OOOOO 10000 20000
ooobooooboboobobooooooooooooooog

def _ _init__ (self, =xargs, xxkwargs):
# ...
self._lacp = kwargs['lacplib']
self._lacp.add(
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dpid=str_to_dpid('0000000000000001"), ports=[1l, 2])

gobgooboobobooobg

LIACPOOO0ODUOOODODOOOODCOOOLACPOODOOO LACPOODOOOODOOOOOO Packet-In
000000 EventPacketInODOODODODODOODOODOODOOOOODODODODODODODODODODODODOOO
OO0000DRyudOODODODOOOOO0ODOOOOOODOO ryu.controller.handler.set_ev_cls
oo0oooooooooo

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match(['in_port']

OO0O0OLACPOO0OO0000000000/00000000000 EventSlaveStateChangedOOOOO
gboooooobobobobooooooooboboboo

@set_ev_cls(lacplib.EventSlaveStateChanged, MAIN_DISPATCHER)
def _slave_state_changed_handler (self, ev):

datapath = ev.datapath

dpid = datapath.id

port_no = ev.port

enabled = ev.enabled

self.logger.info("slave state changed port: %d enabled: $s",

port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port [dpid]:
match = datapath.ofproto_parser.OFPMatch (eth_dst=mac)

self.del_flow(datapath, match)

del self.mac_to_port[dpid]

self.mac_to_port.setdefault (dpid, {})

ocooooooooooooooooooobo/oooooooooooooooooooooooooboOoo
ooooooooboboooooooooooobbooboobooooooooobobooooDoboOoooooooDboDg
coooocoooooooooooo

def del_flow(self, datapath, match):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

mod = parser.OFPFlowMod (datapath=datapath,
command=ofproto.OFPFC_DELETE,
out_port=ofproto.OFPP_ANY,
out_group=ofproto.OFPG_ANY,
match=match)
datapath.send_msg (mod)

obOo0obodoboDbd orpFlowMod U UODOOODOOODOOODOO
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O50000000000000

cobooooooboooooooooooobOoboobooooobooboobooooooOoboooOooOoond
coooooooooobooboooooobOOobOoOooOooOooboOooOoOoOoOobOobOOobOOobOboOooOooOoonoag
ooo

54 000

goboobooboboobooobooboobbooboobboobooobooboobboon
0 _CONTEXTSOOOOOOODOOODOOOO

e JbO00obObO0ObO0ObObO0ObOODDbOODbbDODD
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Juuoootgtd

O0000ORywOOOOO0OOO0OOODODODODODODODOOOOOOOO

61 00000000

cooooooooooooooooOoooOobOoOobobOoOoOoooOoboOoOobOOoOoOobOboOoobooOoOoooOooDOoOoa
oooooooboooooooooooooboooooooooooooodoooooooooooonogd
coooooobooooooooOooOoboOoOoOboOoobooOoOoOooooa

0000000000 STPORSTPOPVST+OMSTP OO OO O O0O000O0O0O0OOOOOOOODOOODOO
STpOO0O0OO0OOCCOOCOO

STP(spanning tree protocold IEEE 802.1D) 0 0 0 0 000000000 OODOOOOOOOOODODO (OO
00o0o0ooO0oo0oo0ooD)oOoUooOoooO0DUoOO0DUOo0OUO0OODOo0OODOO0OODOOoODoOOoOoOOO
gooboobooobooboooboobooobooboobboobo

FRIEA IS YIBT L L — 7 % (3]

STPOOOOOOODO BPDU(Bridge Protocol Data Unit) 00 000 000000C0OCO0O0O0O0O0OOOOO
ooobooooboooobooooooooboooooooooonn

cooboooooboooooooooobooboooooo
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100000000000

goooooBPDUOOOOO0O0O0O0O0O0O0OOOOOODOIDOOOOOOOOOOOOO0O0O0O0O0
OooooooooOo0ooooOooOoooOooOOooOoOoooOBPDUOODOOOOOOOODOOOOO
ocooooooooooooospDUOOOOOOOOOOO

O0: OOOO0 IDOOO0OO0OOOOO0O00O0O0ODO prority 0000000 MACOOOOOOOOOOOODOOO
ogo

ooogID
00 2byte 00 6byte

0000 priority | MACOODOO

20000000000
gbodoooboooooboooboooboooobobooooboooooooooo
« 000000 (Root port)

goooooooooooOoOoOODDOOOOOOOOOOOOO0OO0O0O0O0O0O0O0O00 BPDU
ooboooboobooobooooboooo

« JO0 00O (Designated port)

gbobooboboooboooooooooooooooooboobobOobobobobooon
BpDUOOOOOOOOOOOOOOOOOCOOOOOOOODOOOODOODOOO0O0O0O0
oono

e JO00O0O0OO (Non designated port)

goboooobooboobbooboobbooboobboobbooboo

R: Root port
D: Designated port
ND : Non designated port
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O00: 000000000000 O0OOO00O0O0O0OOCO0O0O0OOO0 BPDUOOOOOOOOCOOOOOOOOOOO
ooo

OO0 10rootpathcost 00O OOODO
000000 BPDUOOOOOOOOOOOOOOOOOOO00O0O0O pathcostd O BPDUO OO OO root
pathcost 1000000000000 rootpatheost 10 000000000000 00000O000OODN
O pathcost 100000000000

00 20rootpathcost 100 0000000000000 D00 IDOOOODOO

00 3000000000000 DO0000 (M00000000000000000000)0000000

000 IDO00OO0O0O

0oo ID

00 2byte 00 2byte |

D00 prierity | 00000 |

jnoooooooo

ooooooooOo (STPOODOOOO)DOOOOO LISTENOOODOOOOOOOOOOODODOO
OO0O00000C0CCO0O00O00O0000O00000 FORWARDOOOOO BLOCKOOOOOOO
0000000000000 O0O0oO0O0OO00O00oOo DISABLECDODOOOODODOOoOOooooog
ooo

17 TR isaBLE

FEFEER— b
A
BLOCK LISTEN LEARN i L
|:“ STP:tE —  fwd delay 1 fwd delay h h— hf— }\FORWARD
T (77 4L M15%D) (77 4L M15%b) e R— b
STPEHE STPEtE STPETE
B e R4

goooobobobobobbobooooooooooboobbbooooooooobobobobbbbooooooo
gbooooooboboboboooooooobobob

0000000000 BPDUOOOOO maxage(QOOODO 200)00000000000000000
o0o0o0ooooo0o0ooooo0o00ooooO00o0oooO0O00oDoO0O00oooOo0O0 1.2.3. 0000
gooocooooooooo STPOOODO)O

6.2 RyuO00o0oooooon

000000000000 OpenFlow DOODOOO0OO0O0ORyw000000000000000O0DO0OOOO
ooooo
cooboooobmuoooooooooboooobooooooooooooooOoooooDooOooon

JO0000simple_switch_stp_13.py
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from
from
from
from
from
from
from
from
from
from

ryu.
ryu.

ryu.

ryu

ryu.
ryu.

ryu.

ryu

ryu.

ryu.

base import app_manager
controller import ofp_event

.controller.handler import set_ev_

ofproto import ofproto_vl_3
lib import dpid as dpid_lib
lib import stplib
.lib.packet import packet
lib.packet import ethernet
app import simple_switch_13

controller.handler import CONFIG_]

DISPATCHER, MAIN_DISPATCHER
cls

class SimpleSwitchl3 (simple_switch_13.SimpleSwitchl3) :

_CONTEXTS = {'stplib': stplib.Stp}

def

def

@set

__init__ (self, <*args, =xxkwargs):

OFP_VERSIONS = [ofproto_vl_ 3.0FP_VERSION]

super (SimpleSwitchl3, self)._ _init__ (xargs, xxkwargs)

self.mac_to_port = {}
self.stp = kwargs['stplib']

# Sample of stplib config.

# please refer to stplib.Stp.set_.

config() for details.

config = {dpid_lib.str_to_dpid('0000000000000001") :

{'bridge': {'priority':

0x8000} 1},

dpid_lib.str_to_dpid('0000000000000002") :

{'bridge': {'priority':

0%9000} },

dpid_lib.str_to_dpid('0000000000000003") :

{'bridge': {'priority':
self.stp.set_config(config)

delete_flow(self, datapath):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

0xa000}}}

for dst in self.mac_to_port[datapath.id] .keys () :
match = parser.OFPMatch (eth_dst=dst)

mod = parser.OFPFlowMod (

datapath, command=ofproto.OFPFC_DELETE,

out_port=ofproto.OFPP_ANY,
priority=1, match=match)
datapath.send_msg (mod)

_ev_cls(stplib.EventPacketIn,

def _packet_in_handler (self, ev):

msg = ev.msg
datapath = msg.datapath

ofproto = datapath.ofproto
parser = datapath.ofproto_parser
in_port = msg.match['in_port']

pkt = packet.Packet (msg.data)

out_group=ofproto.OFPG_ANY,

MAIN_DISPATCHER)

eth = pkt.get_protocols (ethernet.ethernet) [0]

dst = eth.dst
src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid,

{H
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self.logger.info ("packet in %s %$s %s %$s", dpid, src, dst, in_port)
# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port [dpid]:

out_port = self.mac_to_port [dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.OFPActionOutput (out_port) ]

# install a flow to avoid packet_in next time

if out_port != ofproto.OFPP_FLOOD:
match = parser.OFPMatch (in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer _id == ofproto.OFP_NO_BUFFER:
data = msg.data

out = parser.OFPPacketOut (datapath=datapath, buffer_ id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)
datapath.send_msg (out)

@set_ev_cls (stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler (self, ev):

dp = ev.dp
dpid_str = dpid_lib.dpid_to_str (dp.id)
msg = 'Receive topology change event. Flush MAC table.'

self.logger.debug (" [dpid=%s] %s", dpid_str, msg)

if dp.id in self.mac_to_port:
self.delete_flow (dp)
del self.mac_to_port[dp.id]

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)
def _port_state_change_handler (self, ev):
dpid_str = dpid_lib.dpid_to_str(ev.dp.id)
of_state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}
self.logger.debug (" [dpid=%s] [port=%d] state=%s",
dpid_str, ev.port_no, of_state[ev.port_statel])

O0: OOD00O0OO0O000 OpenvSwitch D 0000000 OOOO0OOOOO BPDUOOOOOOOOOOODOO
0000000000 O0000O0OpenvSwitch OOOOOOOOOODOOO STPOOOOOOOOOOOOOOO
00 @O0O0O0000)OOO0OO0OOOOOIEEES2.1DOOOONDOOODOOONOCOOOOOOOOOO MACOOO
0701:80:c2:00:00:00" 0 00 0000000000000 O0O0O0O0OOOOOOOOOOOOOOOOOODOOO0O0O0
gooooooooooooooooooo

ryu/ryu/lib/packet/bpdu.py:

# BPDU destination
#BRIDGE_GROUP_ADDRESS = '01:80:c2:00:00:00"'
BRIDGE_GROUP_ADDRESS = '01:80:c2:00:00:0e"'
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OoooooooOooOoOoOoOoOoOOOCcOoOO0OoOOOOCcOOOOoOOOoOOn

$ cd ryu
$ sudo python setup.py install

running install

running install_scripts
Installing ryu-manager script to /usr/local/bin

Installing ryu script to /usr/local/bin

6.21 0000000

gbobooooobobobobooooooobobobobobooooboon
vMUOoOogooooooobobooooooogooobobobhobobooooooooooboo

coboooboooooOoooooOooboOobOoooOOoboboobooobbooooobOOoOobOOoOooOoOooog
OO0CCOOO0O mninet000D0OODOOO

00000 spanning_tree.py

sr/bin/env python

from mininet.cli import CLI

from mininet.net import Mininet

from mininet.node import RemoteController
from mininet.term import makeTerm

'

if '_ _main == name___:

net = Mininet (controller=RemoteController)
c0 = net.addController('cO', port=6633)

sl = net.addSwitch('sl")
s2 = net.addSwitch('s2"')
s3 = net.addSwitch('s3"'")

hl = net.addHost ('hl')
h2 = net.addHost ('h2'")
h3 = net.addHost ('h3")

net.addLink (s1, hl)
net.addLink (s2, h2)
net.addLink (s3, h3)

net.addLink (sl, s2)
net.addLink (s2, s3)
net.addLink (s3, sl)

net .build()
cO.start ()
sl.start ([cO]
s2.start ([c0]
s3.start ([c0]
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net.startTerms ()

CLI (net)

net.stop ()

vMOOOOOOOOOOO0OOO0OO0OOO0O000000000 s10s20s30000000000000000
ooooooo

h2 S2 S3 h3

netd0000000000O0C0O0O000

$ curl -0 https://raw.githubusercontent.com/osrg/ryu-book/master/sources/spanning_tree.py
$ sudo ./spanning_tree.py

Unable to contact the remote controller at 127.0.0.1:6633
mininet> net

c0

sl lo: sl-ethl:hl-ethO sl-eth2 sl-eth3:s3-eth3
s2 lo: s2-ethl:h2-eth0 s2-eth2 et —-eth2
s3 lo: s3-ethl:h3-eth0 s3-eth2:s2-eth3 s3-eth3:sl-eth3
hl hl-eth l-ethl

h2 h2-ethO: e

h3 h3-eth0:s3-ethl

6.2.2 OpenFlow O OO O QOO OO

0000 OpenFlow 0000000 1.3000000000000000000000 s10s20s30 xterm O
coooooooo

Node: sl:

# ovs-vsctl set Bridge sl protocols=OpenFlowl3

Node: s2:
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# ovs-vsctl set Bridge s2 protocols=OpenFlowl3

Node: s3:

ctl set Bridge s3 protocols=OpenFlowl3

6.23 D00O0O0OOOOoOQ

O0OO0000000RywO000000O0O0DOOOOCCODOCOOO0O00000000Node: cO(root)ydOO000
ODO0xtermOOO0O00O00OO0DOOODDOO

Node: cO:

$ ryu-manager ryu.app.simple_switch_stp_13

loading app ryu.app.simple_switch_stp_13

loading app ryu.controller.ofp_hand

instantiating app None of Stp

creating context stplib

instantiating app ryu.app.simple_switch_stp_13 of SimpleSwi
instantiating app ryu.controller.ofp_handler of OFPHandler

OpenFlow OO OOooOOooO STPOO

O OpenFlow DO 000000000000 O0COOOO0OOBPDUOOOOOOOOOOOOODOOOOO
cooboooobooboboooobooooboooooooad

dpid=000000000C 0001: Join as stp bridge.
dpid=0000000000000001: [port=1] DESIGNATED_PORT LISTEN
dpid=0000000000000001: [port=2] DESIGNATED_PORT / LISTEN
dpid=0000000000000001: port=3] DESIGNATED_PORT LISTEN
dpid=0000000000000002 i
dpid=0000000000000002: C DESIGNATED_PORT / LISTEN
IN dpid=00000000000000 8 or DESIGNATED_PORT LISTEN
IN dpid=0000000000000002: r DESIGNATED_PORT LISTEN
dpid=0000000000000001: C R ive superior BPDU.
dpid=0000000000000001: DESIGNATED_PORT BLOCK
INFO] dpid=0000000000000001: r 2] DESIGNATED_PORT BLOCK
INFO] dpid=0000000000000001: DOr 3] DESIGNATED_PORT ’ BLOCK
INFO] dpid=000000000 0001:

INFO] dpid=0000000000000001: > DESIGNATED_PORT ’ LISTEN
INFO] dpid=0000000000000001: DESIGNATED_PORT LISTEN
INFO] dpid 00000000000002: rt=2] Receive superior BPDU.

INFO] dpid=0000000000000002: > DESIGNATED_PORT BLOCK

INFO] dpid=00000000000000 DESIGNATED_PORT BLOCK
I
INF dpid=0000000000000002: N brid

NE'
NFO] dpid=0000000000000002: rt=3] DESIGNATED_PORT BLOCK
INF dpid=00000000000000 o DESIGNATED_PORT LISTEN
INF dpid=0000000000000002: ROOT_PORT LISTEN
INF dpid=0000000000000002: > 3] DESIGNATED_PORT ’ LISTEN

INF dpid=0000000000000003: i stp bridge.
INF dpid=0000000000000003: [port=1] DESIGNATED_PORT LISTEN
INF dpid=0000000000000003: [port=2] DESIGNATED_PORT ’ LISTEN

[
[
[
[
[
[
[
[
[
[
[
[
[
[INFO] dpid=0000000000000001: r DESIGNATED_PORT LISTEN
[
[
[
[
[
[
[
[
[
[
[
[
[
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dpid=0000000000000003: [port=3] DESIGNATED_PORT / LISTEN
dpid=0000000000000002: [port=3] Receive superior BPDU.
dpid=0000000000000002: [port=1] DESIGNATED_PORT / BLOCK
dpid=0000000000000002: [ ] DESIGNATED_PORT / BLOCK
dpid=0000000000000002: [port=3] DESIGNATED_PORT / BLOCK
dpid=0000000000000002: Non root bridge.
dpid=0000000000000002: [ ] DESIGNATED_PORT / LISTEN
dpid=0000000000000002: [ ] ROOT_PORT / LISTEN
dpid=0000000000000002: [port=3] DESIGNATED_PORT / LISTEN
dpid=0000000000000001: [port=3] Receive superior BPDU.
[ ]
[ 1
[

port=2

port=1
port=2

dpid=0000000000000001: DESIGNATED_PORT / BLOCK
dpid=0000000000000001: [port=2] DESIGNATED_PORT / BLOCK
dpid=0000000000000001: [port=3] DESIGNATED_PORT / BLOCK
dpid=0000000000000001: Root bridge.

dpid=0000000000000001: [port=1] DESIGNATED_PORT / LISTEN
dpid=0000000000000001: [ ] DESIGNATED_PORT / LISTEN
dpid=0000000000000001: [port=3] DESIGNATED_PORT / LISTEN
dpid=0000000000000003: [port=2] Receive superior BPDU.
[ 1
[ ]
[ 1

port=1

port=2

dpid=0000000000000003: DESIGNATED_PORT / BLOCK
dpid=0000000000000003: DESIGNATED_PORT / BLOCK
dpid=0000000000000003: [port=3] DESIGNATED_PORT / BLOCK
dpid=0000000000000003: Non root bridge.

dpid=0000000000000003: [ ] DESIGNATED_PORT / LISTEN
dpid=0000000000000003: [ ] ROOT_PORT / LISTEN
dpid=0000000000000003: [port=3] DESIGNATED_PORT / LISTEN
dpid=0000000000000003: [port=3] Receive superior BPDU.
[ 1
[ 1
[ 1

port=1
port=2

port=1
port=2

dpid=0000000000000003: DESIGNATED_PORT / BLOCK
dpid=0000000000000003: DESIGNATED_PORT / BLOCK
dpid=0000000000000003: port=3] DESIGNATED_PORT / BLOCK
dpid=0000000000000003: Non root bridge.

dpid=0000000000000003: [ ] DESIGNATED_PORT / LISTEN
dpid=0000000000000003: [ ] NON_DESIGNATED_PORT / LISTEN
dpid=0000000000000003: [port=3] ROOT_PORT / LISTEN
dpid=0000000000000001: [port=3] Receive superior BPDU.
[ ]
[ 1
[ ]

port=1
port=2

port=1
port=2

dpid=0000000000000001: DESIGNATED_PORT / BLOCK
dpid=0000000000000001: DESIGNATED_PORT / BLOCK
dpid=0000000000000001: [port=3] DESIGNATED_PORT / BLOCK
dpid=0000000000000001: Root bridge.
dpid=0000000000000001: [port=1] DESIGNATED_PORT
dpid=0000000000000001: [ DESIGNATED_PORT
dpid=0000000000000001: [ DESIGNATED_PORT
dpid=0000000000000002: [ DESIGNATED_PORT
dpid=0000000000000002: [p ROOT_PORT
dpid=0000000000000002: [ DESIGNATED_PORT
dpid=0000000000000003: [ DESIGNATED_PORT
dpid=0000000000000003: [ NON_DESIGNATED_PORT
dpid=0000000000000003: [ ROOT_PORT
dpid=0000000000000001: [port=1] DESIGNATED_PORT
dpid=0000000000000001: [port=2] DESIGNATED_PORT

[

[

[

[

[

[

[

[

[

[

port=1
port=2

LISTEN
LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
FORWARD
FORWARD
FORWARD
FORWARD
BLOCK
FORWARD
FORWARD
FORWARD
FORWARD

port=2
port=3
port=1

ort=2
port=3
port=1
port=2
port=3

dpid=0000000000000001: DESIGNATED_PORT
dpid=0000000000000002: DESIGNATED_PORT
dpid=0000000000000002: ROOT_PORT
dpid=0000000000000002: DESIGNATED_PORT
dpid=0000000000000003: DESIGNATED_PORT
dpid=0000000000000003: NON_DESIGNATED_PORT
dpid=0000000000000003: ROOT_PORT
dpid=0000000000000001: DESIGNATED_PORT
dpid=0000000000000001: DESIGNATED_PORT
dpid=0000000000000001: DESIGNATED_PORT

port=3
port=1
port=2
port=3
port=1
port=2
port=3
port=1
port=2

N N N N N N

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

port=3
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00000000000000 FORWARDOOOOO BLOCKOOOOOOOO

hl

(FORWARD)
s3-eth3
(FORWARD)

(FORWARD) (FORWARD)  (BLOCK) ~ (FORWARD)
h2 S2 S3 h3

0000000000000 000D00ooO0o0 1o00go 20 pingd0O0OOOO0O

ping00000000000O0tpdumpO00000000O0O0OOOO

Node: sl:

# tcpdump -i sl-eth2 arp

Node: s2:

# tcpdump -1 s2-eth2

Node: s3:

# tcpdump -1 s3-eth2

0000000000000 0000O0000000O00000OO0O0O000O0 100000 20 pingO
ooooogd

mininet> hl ping h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_reg=1 ttl=64 time=84.4 ms

64 bytes from 10.0.0.2: icmp_reg=2 ttl=64 time=0.657 ms

64 bytes from 10.0. icmp_reg=3 ttl=64 time=0.074 ms
4 ttl=64 time=0.076 ms

64 bytes from 10.0.0.2: icmp_reg=5 ttl=64 time=0.054

64 bytes from 10.0.0.2: icmp_reg=6 ttl=64 time=0.053

W@

64 bytes from 10.0. : lcmp_reg=

64 bytes from 10.0.0.2: icmp_reqg=7 ttl=64 time=0.041 ms
64 s from 10.0.0 icmp_reg=8 ttl=64 time=0.049 ms
64 bytes from 10.0.0.2: icmp_reg=9 ttl=64 time=0.074 ms
64 bytes from 10.0.0.2: icmp_reg=10 ttl=64 time=0.073 ms
64 from 10.0.0.2: icmp_reg=11 ttl=64 time=0.068 ms
Ne

-—— 10.0.0.2 ping statistics —--—-

11 packets transmitted, 11 received, 0% packet loss, time 9998ms
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rtt min/avg/max/mdev = 0.041/7.784/84.407/24.230 ms

tepdump 0000 0000ARPOOOO0O0000000O00O0O0O0O0O0O

Node: sl:

# tcpdump -i sl-eth2 arp

tcpdump: WARNING: sl-eth2: no IPv4 address assigned

tcpdump: verbose output suppressed, use -v or v for full protoc

listening on sl-eth2, link-type EN1OMB (Ethernet), capture size 6

11:30: .692797 ARP, Request who-has 10.0. 2 tell 10.0.0.1, length 28

113 8 .74 Reply 10.0.0.2 is-at 82:c9:d7:e9:b7:52 (oui Unknown), length 2
il g 29.797¢ Request who-has 10.0.0.1 tell 10.0.0.2, length 28

11:30:29.79 3 Reply 10.0.0.1 is—-at c2:a4:54:83:43:fa (oui Unknown), length

Node: s2:

# tcpdump -i s2-eth2 arp
tcpdump: WARNING: s2-eth2: no IPv4 address assigned
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on s2-eth2, link-type EN1OMB (Ethernet), capture size 65535 bytes
1:30:24.692824 I Request who-has 10.0.0.2 tell 10.0.0.1, length 28
Reply 10.0.0.2 is-at e9:b7:52 (oui Unknown), length 28
Request who-has 10.0.0.1 tell 10.0.0.2, length 28
.798254 A Reply 10.0.0.1 is-at c2:a4:54:83: :fa (oui Unknown), length 28

-1 s3-eth2 arp
WARNING: s3-eth2: no IPv4 address assigned
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on s3-eth2, link-type EN1OMB (Ethernet), capture size 65535 bytes
11:30:24.698477 ARP, Request who-has 10.0.0.2 tell 10.0.0.1, length 28

oooooo STPOOD

0000000000000000 STPO0O0D0O0OO00O00000O0 OpenFlowOOOOOOOO STPO
coooooobooboooooooOooboOoooOoboOoobooOoOooooa

Node: s2:

O0000000oooooSTPOOOOOOOOODODO

INFO] dpid=00000000000 8 Link down.

INFO] dpid=00000000000 o DESIGNATED_PORT DISABLE
INFO] dpid=00000000000000 : o DESIGNATED_PORT / BLOCK
INFO] dpid=000000000 ] DESIGNATED_PORT BLOCK
INFO] dpid=00000000000000 idge.

INFO] dpid=0000000000000002: rt DESIGNATED_PORT / LISTEN
INFO] dpid=0000000000000002: : DESIGNATED_PORT LISTEN
INFO] dpid=0000000000000001: [po Link down.

INFO] i 00000000000001 : D¢ DESIGNATED_PORT / DISABLE
INFO] dpid=0000000000000002: DESIGNATED_PORT LEARN

[
[
[
[
[
[
[
[
[
[
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dpid=0000000000000002: DT DESIGNATED_PORT
dpid=0000000000000003: 2] Wait BPDU timer
dpid=0000000000000003: C 1] DESIGNATED_PORT
dpid=0000000000000003: DT DESIGNATED_PORT
dpid=0000000000000003: DESIGNATED_PORT / BLOCK
dpid=0000000000000003: C idge.

dpid=0000000000000003: T i DESIGNATED_PORT LISTEN
dpi )000000000000003: rt= DESIGNATED_PORT LISTEN
dpid=0000000000000003: C 3] DESIGNATED_PORT / LISTEN
dpid=0000000000000003: T Receive superior BPDU.
dpid=0000000000000003: o DESIGNATED_PORT / BLOCK
dpid=0000000000000003: C = DESIGNATED_PORT / BLOCK
dpid=0000000000000003: rt= DESIGNATED_PORT / BLOCK
dpid=0000000000000003: N o bridge.
dpid=0000000000000003: C i DESIGNATED_PORT / LISTEN
dpid=0000000000000003: T DESIGNATED_PORT LISTEN
dpid=0000000000000003: o ROOT_PORT LISTEN
dpid=0000000000000002: oort=3] Receive superior BPDU.
dpid=0000000000000002: or DESIGNATED_PORT / BLOCK
dpid=0000000000000002: o 3] DESIGNATED_PORT BLOCK
dpid=0000000000000002: o bridge.
dpid=0000000000000002: T DESIGNATED_PORT LISTEN
dpid=0000000000000002: o 3] ROOT_PORT LISTEN
dpid=0000000000000003: o) DESIGNATED_PORT ’ LEARN
dpid=0000000000000003: T 3IGNATED_PORT LEARN
dpid=0000000000000003: rt=3] ROOT_P LEARN
dpid=00000000¢ 00002: o) DESIGNATED_PORT ’ LEARN
dpid=0000000000000002: [p ROOT_PORT LEARN
dpid=0000000000000003: rt DESIGNATED_PORT FORWARD
dpid=0000000000000003: ole DESIGNATED_PORT /' FORWARD
dpid=0000000000000003: [po ROOT_PORT FORWARD
dpid=0000000000000002: r DESIGNATED_PORT FORWARD
dpid=0000000000000002: [p 3] ROOT_PORT ’ FORWARD

O000 BLOCKOOOOO s3-eth200000 FORWARDOOOOOOOOOOOOOOOOOOOO
ooooooooooooo

sl-ethl

(FORV%A{{D) Root bridge
s1-eth2 sl-eth3
DISABLE) (FORWARD)
s2-eth2 s3-eth3

(DISABLE)

s2-eth3 s3-eth2
(FORWARD)(FORWARD) (FORWARD)(FORWARD)

h2 S2 S3 h3
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6.2. Ryuooooooooooo

oooooo STPOOO

000D00dDo0o0ooO0ooodoooo STPOO0DOOO0OOOOOODOODOUODOOOOODOOODOOOOd
gbobooooooobogobooboo

Node: s2:

gooooooooooSTPOOOOOOOOOOO

INFO
INFO
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO]
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

]
]

0]

INF
NE'O

NE
NE'O

INF
NE'O
INFO

INF
INF
INFO
INF
INF
INFO
INF
INF
INFO
INF
INF
NE'O

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[INFO
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
)]
0]
]
)]
0]
]
)]
]
]
]
]
]
]
]
]
]
]
0]
)]
]
0]

dpid=00000000000000
dpid=000
dpid=000000000
dpid=00000000

dpid=000
dpid=00000000000
dpid=00000000000

dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:

dpid=0000000000000002

dpid=0000000000000002:
dpid=0000000000000002:

dpid=0000000000000002

00000000000002:
dpid=0000000000000002:

dpid=0000000000000002

dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:

dpid=0000000000000001

dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:

dpid=0000000000000001

dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:

dpid=0000000000000003

dpid=0000000000000003:

0000000000002
)00002:

0000000000001 :

Non

Non

root

root

Link down.
DESIGNATED_PORT
Link up.
DESIGNATED_PORT
Link up.

DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT

Receive superior BPDU.

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
bridge.
DESIGNATED_PORT
ROOT_P
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
bridge.
DESIGNATED_PORT
NON_DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
NON_DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
NON_DESIGNATED_PORT
ROOT_PORT

DISABLE

LISTEN

LISTEN

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD
BLOCK
FORWARD
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coboooobodobobooobooboobdobobooooboobobooooooobOoboobooOooooOoond
ooo

hl

sl-ethl
(FORV%AD) Root bridge
sl-eth3
(FORWARD)
s3-eth3
(FORWARD)

s3-eth2 — s3-ethl h3-e
(FORWARD) (FORWARD) (BLOCK) (FORWARD)
h2 S2 S3 h3

6.3 OpenFlow O DO OO0 OOooOOOd

RywO0OOOOODOOOOOOOOOOOOOOO0OOpenFlowOOOOOOOOOCOCOOOOOOOOO
oooooooooooooooo

OpenFlow 1.3 000000000000000000000O0OO0O0OOO0OQOOODOPort Modification
000000 OpenFlow DO 000000000 0O0ODO0O0OO0O0DO0OO0OO0O0OOO0O0OOOO0O0DODOOOOO
coooo

O oo

OFPPC_PORT_DOWN oooooooooooooooog

OFPPC_NO_RECV oo0ooooooooooooooogooooo
OFPPC_NO_FWD 00o00o0o0ooooooooooogo
OFPPC_NO_PACKET_IN | table-miss OO0 00000 Packet-InO0 000000 OODODODO

gooooooooooBPDUOOOOOOO BPDUOOOOODOOODODOOODOOOBPDUOOOO
O Packet-ln 0000000000 BPDUOOOOOOOO dropO000000O0O0O0000O0OO Flow Mod
OOOOCOCODOO OpenFlowO OOOOOOCCODOODO

00000000 OpenFlow D0 OO0O0OO0O0O0D0O0O0D0O0OO0O0O0OO0OO0O0OOOOOOOOODODOOOOO
OoooooooOoooocoOooBPDUOOOOOOOOO MACOOOOOO (BpPDUCOOOODOOOO
OH)ooooooo apDUOOOOOODOOO)0DOOOOOODOO
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og gooooooo goooood

DISABLE NO_RECV O NO_FWD | OOQOO

BLOCK NO_FWD BPDU Packet-In O BPDU O O drop
LISTEN oooo BPDU Packet-In 0 BPDU O O drop
LEARN oooo BPDU Packet-In O BPDU O O drop
FORWARD | O OOO BPDU Packet-In

O0: RywOOOOODOOOOOODO0O0DO0O0O0OO0OO0OO0OO0OOOOOOOOOOOO LEARNOOOO MACOOOOOO
@BpDUOOOOOOOOO)OOOOOOOOO

00000000000 0000O0O OpenFlowDOOOODOODODODOODOODODOD OpenFlow O
OOo0oOoOoOooOoBPDUOOOOODOOOODOCOODOOOOOOODOOOODOOOBPDUOOODOOO
00 Packet-Out O OO OOOOODOOODOOOOpenFlow J0O0O000 BPDUOOOOOOO0O0O0O0O0O0O0O

64 RyuOOOooooooooooond

oooOoORyu0000000000000000000000000000000000000000000
OO00boOO0ORywOOOOODOOOODOOO

ryu/lib/stplib.py
ryu/app/simple_switch_stp_13.py

stplib.py 0 BPDUOOOOOOOOO0O0OO0OCOCOOO0O0O0O0ODOOOOO0O0OOOO00O00O0DOODOO0000O0O
O00000Osimple_switch_stp_13.py 000 00000000000000000000000000O
coooooobooooooooOooOoOoooOoboOoOoOooOoOoOooOoOoOoOooOboOoOobooOono
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641 00000000

coooooo

class Stp(app_manager.RyuApp)
self.bridge_list = {}
[}

BOFPAY =Y ARV bV RS

class Bridge():
self.ports = {}
)

def ré;caIculate_spanning_tree() : STPETE

class Bridge(): |
class Port():
self.state_machine : JREEBEFIHAL v R
self.send_bpdu_thread : BPDU%{EAL v R
self.wait_bpdu_thread : BPDUS{EF5 AL v R
class Port():

STPOOOO0O (SpO00O0O00COCO)0O OpenFlow OO0O0O0O0OOD0OOO0O0COOCOODOOOOCOO
Bridge 000000000 0Port00000000000000000O0O00OO0O0ODOOOOOOOOOOO

ooooo

« StpO0000D0O0OO0O0DBOO OpenFlow JOOOOOOOO

e Bridge 0000000000 STPOO (DDODDOODOOOODOOOOOOOONO)

- Port0000000000000000O0O0BPDUOCOCOOOOO

goboobooboboobooboboooboo

ogobooboogo

STPOOO0OO0O stp.set_config() 000000000 O0O0DOOOOOOOOODOCOO IFOODOOO
coooooooooobooooood

* bridge
oo oo oooooo
priority ooooooo 0x8000
sys_ext_id | VLAN-IDOOO (*000 STPOOOOOO VLANOOO) | O
max_age BpPDUOOOOODOOOOOOODOO 20[sec]
hello_time | BPDUOOOOOOOODO 2 [sec]
fwd_delay 00000 LISTENODODODO LEARNOOOODOOOO 15[sec]

* port
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od od oooood

priority oooood 0x80

path_cost | OODOOO0OOOO O000o0oooooooooo
enable O00oopooooog | True

BPDUCOOOOOO

BPDU O OO OOOO Port OOOO BPDUOOODODODDOOOOO (Port.send_bpdu_thread)
O000D0DO0OO0O0o0O0ooDo0oO0oU0O0DO0OO0O0O0 (DESIGNATED_PORT) DO O OODOOOO
O0000D0D0DO0OO0d hello time(Port.port_times.hello_timedO O O O 0O 2 0O) OO
O BPDU OO 0O0O0O0O (Port._generate_config_bpdu()) O OO BPDU OO0O0O0OAO
(Port.ofctl.send_packet_out ())00O0O0O0O

class Port (object) :
#
def _ init__ (self, dp, logger, config, send_ev_func, timeout_func,
topology_change_func, bridge_id, bridge_times, ofport):
super (Port, self)._ _init__ ()
~.dp = dp
.logger = logger
f.dpid_str = {'dpid': dpid_to_str (dp.id)}
~.config_enable = config.get ('enable',
self._DEFAULT_VALUE [ 'enable'])
“.send_event = send_ev_func
“.wait_bpdu_timeout = timeout_func
.topology_change_notify = topology_change_func
f.ofctl = (OfCtl_vl_0(dp) if dp.ofproto == ofproto_vl_0
else OfCtl_vl_2later (dp))

# Bridge data
self.bridge_id = bridge_id
# Root bridge data

self.port_priority = None
self.port_times = None

ofproto_vl_X parser.OFPPhyPort data

1 f.ofport = ofport
# Port data
values = self._ DEFAULT_VALUE
path_costs = {dp.ofproto.OFPPF_10MB_HD: bpdu.PORT_PATH_COST_10MB,
dp.ofproto.OFPPF_10MB_FD: bpdu.PORT_PATH_COST_10MB,
dp.ofproto.OFPPF_100MB_HD: bpdu.PORT_PATH_COST_100MB,
dp.ofproto.OFPPF_100MB_FD: bpdu.PORT_PATH_COST_100MB,
dp.ofproto.OFPPF_1GB_HD: bpdu.PORT_PATH_COST_1GB,
dp.ofproto.OFPPF_1GB_FD: bpdu.PORT_PATH_COST_1GB,
dp.ofproto.OFPPF_10GB_FD: bpdu.PORT_PATH_COST_10GB}
for rate in sorted(path_costs, reverse=True) :
if ofport.curr & rate:
values|['path_cost'] = path_costs|[rate]
break
for key, value in values.items():
values[key] = value
self.port_id = PortId(values['priority'], ofport.port_no)

self.path_cost = values|['path_cost']

self.state = (None if self.config_enable else PORT_STATE_DISABLE)
self.role = None

ve BPDU data
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self.designated_priority = None

self.designated_times = None

# BPDU handling threads

self.send_bpdu_thread = PortThread(self._transmit_bpdu)
self.wait_bpdu_thread = PortThread(self._wait_bpdu_timer)
self.send_tc_flg = None

self.send_tc_timer = None

self.send_tcn_flg = None

self.wait_timer_event = None

# State machine thread

self.state_machine = PortThread(self._state_machine)
self.state_event = None

self.up (DESIGNATED_PORT,
Priority (bridge_id, 0, None, None),
bridge_times)

self.state_machine.start ()
self.logger.debug (' [port=%d] Start port state machine.',
self.ofport.port_no, extra=self.dpid_str)

class Port (object) :
#
def _transmit_bpdu(self):
while True:
# Send config BPDU packet if port role is DESIGNATED_PORT.
if self.role == DESIGNATED_PORT:
now = datetime.datetime.today ()
if self.send_tc_timer and self.send_tc_timer < now:
self.send_tc_timer = None
self.send_tc_flg = False

if not self.send_tc_flg:

flags = 0b00000000

log_msg = '[port=%d] Send Config BPDU.'
else:

flags = 0b00000001

log_msg = '[port=%d] Send TopologyChange BPDU.'
bpdu_data = self._generate_config_bpdu(flags)

self.ofctl.send_packet_out (self.ofport.port_no, bpdu_data)

self.logger.debug(log_msg, self.ofport.port_no,

extra=self.dpid_str)

# Send Topology Change Notification BPDU until receive Ack.
if self.send_tcn_flg:
bpdu_data = self._generate_tcn_bpdu ()
self.ofctl.send_packet_out (self.ofport.port_no, bpdu_data)
self.logger.debug (' [port=%d] Send TopologyChangeNotify BPDU.',
self.ofport.port_no, extra=self.dpid_str)

hub.sleep(self.port_times.hello_time)

OCOO0O BPDUOOOODOOOpenFlow 0O OO OOOODODOOUOOODOOOODODOOO
(Port.ofport) D 0000 BPDUOOOOOOODOODODODOOODOOODOO (Port.port_priorityld
Port.port_times)0000D0O0OO0ODO0O

class Port (object) :
#

def _generate_config bpdu(self, flags):
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src_mac = self.ofport.hw_addr
dst_mac = bpdu.BRIDGE_GROUP_ADDRESS
length = (bpdu.bpdu._PACK_LEN + bpdu.ConfigurationBPDUs.PACK_LEN

+ 1llc.llc._PACK_LEN + llc.ControlFormatU._PACK_LEN)

e = ethernet.ethernet (dst_mac, src_mac, length)
llc.llc(llc.SAP_BPDU, 1llc.SAP_BPDU, llc.ControlFormatU())
= bpdu.ConfigurationBPDUs (

o
Il

flags=flags,
root_priority=self.port_priority.root_id.priority,
root_mac_address=self.port_priority.root_id.mac_addr,

root_path_cost= f.port_priority.root_path_cost + self.path_cost,

bridge_priority=self.bridge_id.priority,
bridge_mac_address=self.bridge_id.mac_addr,

port_priority=self.port_id.priority,

port_number= f.ofport.port_no,

message_age=self.port_times.message_age + 1,
max_age=self.port_times.max_age,

hello_time=self.port_times.hello_time,

forward_delay=self.port_times.forward_delay)

pkt = packet.Packet ()
pkt.add_protocol (e)
pkt.add_protocol (1)
pkt.add_protocol (b)
pkt.serialize ()

return pkt.data

BPDUOOUOOOO

BPDUOOOOOOOOOStpOOOO Packetin 00D O00O0O0OO0OCOOO0O0000OOBridge 0000
ooooooboo portd0DO0O0O0O0OO0O0O0OOCOO0OOOOO0ODOOOODOOODOOOODOOOOOOOOOOO
gboooooogoo

BPDUOOOOOODO0O0OOOOOOO0O0O0O0OOD BPDUOOOOOOOOOOD BPDUOOOOOD
000 IDO0OO0O0O0 (Stp.compare_bpdu_info())0000STPOOOODOOOOOOOOOOOOO
0000 BPDUODOOOO BPDU(SUPERIOR) 0000000 MOOOONONONOOOOOOOOOONOOO
0000000000000000000000000000STPO0000O00000O0

class Port (object) :

#

def rcv_config_bpdu(self, bpdu_pkt):

# Check received BPDU is superior to currently held BPDU.
root_id = BridgeId (bpdu_pkt.root_priority,
bpdu_pkt.root_system_id_extension,
bpdu_pkt .root_mac_address)
root_path_cost = bpdu_pkt.root_path_cost
designated_bridge_id = BridgeId (bpdu_pkt.bridge_priority,
bpdu_pkt .bridge_system_id_extension,
bpdu_pkt .bridge_mac_address)
designated_port_id = PortId(bpdu_pkt.port_priority,
bpdu_pkt .port_number)

msg_priority = Priority(root_id, root_path_cost,
designated_bridge_id,
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designated_port_id)
msg_times = Times (bpdu_pkt.message_age,
bpdu_pkt .max_age,
bpdu_pkt.hello_time,
bpdu_pkt.forward_delay)

rcv_info = Stp.compare_bpdu_info(self.designated _priority,
self.designated_times,
msg_priority, msg_times)

if rcv_info is SUPERIOR:

self.designated_priority = msg_priority

self.designated_times = msg_times

chk_flg = False
if ((rcv_info is SUPERIOR or rcv_info is REPEATED)
and (self.role is ROOT_PORT
or self.role is NON_DESIGNATED_PORT)) :
self._update_wait_bpdu_timer ()
chk_flg = True
elif rcv_info is INFERIOR and self.role is DESIGNATED_PORT:
chk_flg = True

# Check TopologyChange flag.
rcv_tc = False
if chk_flg:
tc_flag _mask = 0b00000001
tcack_flag_mask = 0b10000000
if bpdu_pkt.flags & tc_flag mask:
self.logger.debug (' [port=%d] receive TopologyChange BPDU.',
self.ofport.port_no, extra=self.dpid_str)
rcv_tc = True
if bpdu_pkt.flags & tcack_flag _mask:
self.logger.debug (' [port=%d] receive TopologyChangeAck BPDU.',
self.ofport.port_no, extra=self.dpid_str)
if self.send_tcn_flg:
self.send_tcn_flg = False

return rcv_info, rcv_tc

oooo

gooooobobooobobooboboobobobooboo BpDUOOOODODOOODODOOODOOO
ooooooSTpOO0OOCOOOOOOODO

OoO0O0OQO0 Stp0000 PortStatus 1 0 0000000000000 0Bridge0 0000000000000
ood

BPDU D0 0OODOODODODOODODOOD Port OODOO BPDUODDODODOODDODOODODDOO
(Port.wait_bpdu_thread)000000Omaxage(OOOO0O 200)000000000000 BPDU
00000000000 000000D00000Bridge 000 O00DOO0OOOOOOOO

BPDU 00D 0ODOQOODOODODDODUOOODOODODUOOODO hub OOODOO (ryulib.hub) O
hub.Event 0 hub.Timeout OO OO O Ohub.Event 0 hub.Event.wait () O wait 00000
hub.Event.set () DO0O0OO0O0O0O00O00O0O000O0O00O0ONhub.Timeout DODOOOOOODOO
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O0000 tryOOODOO0ODOOOO0ODOOO0Ohub.Timeout 00000000 Ohub.Event O wait J0O
O00 hub.Timeout 00 O0O00OOO0OO0O0O0O0OCODOO hub.Event.set () OOOOOD0OOOOOO
BPDUOOOOOOOOOOOOOOOOOOO BridgeOOOO STPOOOOOOOOOOOOO

class Port (object) :
#
def _wait_bpdu_timer (self):
time_exceed = False
while True:
self.wait_timer_event = hub.Event ()

message_age =

(self.designated_times.message_age

if self.designated_times else 0)

timer = self.port_times.max_age - message_age
timeout = hub.Timeout (timer)
try:

self.wait_timer_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error.
raise RyuException (msg=err_msg)
self
self.ofport.port_no,
time_exceed = True
finally:
timeout.cancel ()
self.wait_timer_event = None
if time_exceed:
break

if time_exceed:
hub.spawn (self.wait_bpdu_timeout)

Not my timeout.'

.logger.info (' [port=%d] Wait BPDU timer is exceeded.',
extra=self.dpid_str)

# Bridge.recalculate_spanning_tree

0000 BPDUODOOODODORDO (Stp.compare_bpdu_info()) O 00O SUPERIOR OO O
REPEATED0DOOO0ODOOOOOOOODOOOOOOO BPDUOOOODOOOODOOODOOODOOOO
O0BPDUOODOODOODDOODOO (Port._update_wait_bpdu_timer ())000000hub.Event
000 Port.wait_timer_event 0 set () OO0O0O0O0 Port.wait_timer_event O waitd O OO
00DOOBPDUDOOOOOODOOODOOO (Port.wait_bpdu_thread)d except hub.Timeout O
000o0DoD0o0ooO0odo0odooO0oD0o0oD0o0ooOO0odooo0oOooOoOoooOOoooDoooDoooOod

BPDUOOOOO0O0O0O0O0O0O0O0O0O0O0O

class Port (object) :
#

def rcv_config _bpdu(self, bpdu_pkt) :

# Check received BPDU is superior to currently held BPDU.

root_id = BridgeId (bpdu_pkt.root_priority,

bpdu_pkt.root_system_id_extension,

bpdu_pkt.root_mac_address)
root_path_cost = bpdu_pkt.root_path_cost

designated_bridge_id =

BridgeId (bpdu_pkt.bridge_priority,

bpdu_pkt.bridge_system_id_extension,

bpdu_pkt.bridge_mac_address)

designated_port_id =
bpdu_pkt .port_number)
root_path_cost,

msg_priority = Priority(root_id,

PortId (bpdu_pkt.port_priority,
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designated_bridge_id,
designated_port_id)
msg_times = Times (bpdu_pkt.message_age,
bpdu_pkt .max_age,
bpdu_pkt.hello_time,
bpdu_pkt.forward_delay)

rcv_info = Stp.compare_bpdu_info (self.designated_priority,
self.designated_times,
msg_priority, msg_times)
if rcv_info is SUPERIOR:

1 f.designated_priority = msg_priority

self.designated_times = msg_times

chk_flg = False
if ((rcv_info is SUPERIOR or rcv_info is REPEATED)
and (self.role is ROOT_PORT
or self.role is NON_DESIGNATED_PORT)) :
self._update_wait_bpdu_timer ()
chk_flg = True
elif rcv_info is INFERIOR and self.role is DESIGNATED_PORT:
chk_flg = True
# Check TopologyChange flag.
rcv_tc = False
if chk_flg:
tc_flag _mask = 0b00000001
tcack_flag_mask = 0b10000000
if bpdu_pkt.flags & tc_flag_mask:
self.logger.debug (' [port=%d] receive TopologyChange BPDU.',
self.ofport.port_no, extra=self.dpid_str)
rcv_tc = True
if bpdu_pkt.flags & tcack_flag _mask:
self.logger.debug (' [port=%d] receive TopologyChangeAck BPDU.',
self.ofport.port_no, extra=self.dpid_str)
if self.send_tcn_flg:
self.send_tcn_flg = False

return rcv_info, rcv_tc

class Port (object) :
#
def _update_wait_bpdu_timer (self) :
if self.wailt_timer_event is not None:
f.wait_timer_event.set ()

g f.wait_timer_event = None
self.logger.debug (' [port=%d] Wait BPDU timer is updated.',
self.ofport.port_no, extra=self.dpid_str)
hub.sleep(0) # For thread switching.

STPOO
STPOO (00DOO00ODOO00DOOO0OOOO0OOOO)O BridgeOOOOOoOoOoOOd

STPOO0O0O0O0O0OO0ODOOOCOOOCDOOCOOCOOCOCOO0O0O0O0O0O0O0OO0OCOOOCODOOODOOOn
OO00000D0000o0o0ooUooOo BLOCKOOODOO (port.down)0O0OO0OOD0OOODOOOOOO
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(EventTopologyChange) DO O APLOODOODOOOODOOOODOODOO MACOODOOOOOOOOO
ooooo

O0000Bridge._spanning _tree_algorithm() 00000000 0OOODOOOOOODOOOOOO
00000 LISTENOOOOD (port.up)0000000ODO0ODOODOODOO

class Bridge (object) :
# ...
def recalculate_spanning_tree(self, init=True) :
""" Re-calculation of spanning tree. """
# All port down.
for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port.down (PORT_STATE_BLOCK, msg_init=init)

# Send topology change event.
if init:
self.send_event (EventTopologyChange (self.dp))

# Update tree roles.

port_roles = {}

self.root_priority = Priority(self.bridge_id, 0, None, None)
self.root_times = self.bridge_times

if init:
self.logger.info ('Root bridge.', extra=self.dpid_str)
for port_no in self.ports:
port_roles[port_no] = DESIGNATED_PORT
else:
(port_roles,
self.root_priority,
self.root_times) = self._spanning_tree_algorithm()

# All port up.
for port_no, role in port_roles.items():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
self.ports[port_no] .up(role, self.root_priority,
self.root_times)

gooooooooooobooOoOoOoOo IbOoOoO0O0oO0O0OoO0oOoOoOoOoOoOoooooooooBPDUOOOO
OO00OCO0OO0OD0O0O0O0O0O0O00O0O0O00d (Bridge._select_root_port)d

gcoooooooOoQoooOoOOooQU0U0U0obO0 ooopooUoUoUooboogooooooood
000000000 oDoDDoDDHOODO0DDDDDDDDDDODOOOOONDONDONDO0DOoDooooood
(Bridge._select_designated_port) 0000000000 @IDOODOODOOODODODOODODO
000opoooooooo)ygoooooo

ocooooooooOooooooOoOooobo@ooboooOoDoOoboOooOoDOOobOooO0)oooooooo
ooooboooobobooooooooobooooobobooon

class Bridge (object) :
#o...
def _spanning_tree_algorithm(self):
""" Update tree roles.
— Root bridge:
all port is DESIGNATED_PORT.
- Non root bridge:
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select one ROOT_PORT and some DESIGNATED_PORT,
and the other port is set to NON_DESIGNATED_PORT."""
port_roles = {}

root_port = self._select_root_port ()

if root_port is None:
# My bridge is a root bridge.
self.logger.info ('Root bridge.', extra=self.dpid_str)
root_priority = self.root_priority

root_times = self.root_times

for port_no in self.ports:
if self.ports[port_no].state is not PORT_STATE_DISABLE:
port_roles[port_no] = DESIGNATED_PORT
else:

# Other bridge is a root bridge.

self.logger.info ('Non root bridge.', extra=: f.dpid_str)
root_priority = root_port.designated_priority

root_times = root_port.designated_times
port_roles[root_port.ofport.port_no] = ROOT_PORT

d_ports = self._select_designated_port (root_port)
for port_no in d_ports:
port_roles[port_no] = DESIGNATED_PORT

for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port_roles.setdefault (port.ofport.port_no,
NON_DESIGNATED_PORT)

return port_roles, root_priority, root_times

gobooooo

00000000000 CPort 00O0O0O0OO0OO0OO0OOO0O0OOO (Port.state_machine)O0OO0O0O
gbobobobobi0o0ob0obO0obO0oDbDOD port._get_timer () DO ODODODOOOOOO
Port._get_next_state() 0OO00O0O0O0OO0OO0OOODOOOOOOOSTPOOOOOOOO
goOoOoOoOoOoOoOoOoOoOoOO BLOCKOOOOOOOOOODOOOOPOrt._change_status() 00O
gooooOoOoOoOoOoOoOoOoOOOOOOOOODOODOOODODODOOOO0O0 wbOOOOOO hub.Event
U hub.Timeout OUO0OOOODOOOOOO

class Port (object) :
#
def _state_machine(self) :
""" Port state machine.
Change next status when timer is exceeded
or _change_status () method is called."""
role_str = {ROOT_PORT: 'ROOT_PORT U
DESIGNATED_PORT: 'DESIGNATED_PORT v,
NON_DESIGNATED_PORT: 'NON_DESIGNATED_PORT'}
state_str = {PORT_STATE_DISABLE: 'DISABLE',
PORT_STATE_BLOCK: 'BLOCK',
PORT_STATE_LISTEN: 'LISTEN',
PORT_STATE_LEARN: 'LEARN',
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PORT_STATE_FORWARD: 'FORWARD'}

if self.state is PORT_STATE_DISABLE:
self.ofctl.set_port_status(self.ofport, self.state)

while True:
self.logger.info (' [port=%d] %s / %s', self.ofport.port_no,
role_str[self.role], state_str([self.state],
extra=self.dpid_str)

self.state_event = hub.Event ()

timer = self._get_timer ()

if timer:
timeout = hub.Timeout (timer)
try:

self.state_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException (msg=err_msg)
new_state = self._get_next_state()
self._change_status (new_state, thread_switch=False)
finally:
timeout.cancel ()
else:

f.state_event.wait ()

self.state_event = None

class Port (object) :
#
def _get_timer(self):
timer = {PORT_STATE_DISABLE: None,
PORT_STATE_BLOCK: None,
PORT_STATE_LISTEN: self.port_times.forward_delay,
PORT_STATE_LEARN: self.port_times.forward_delay,
PORT_STATE_FORWARD: None}
return timer[self.state]

class Port (object) :
#
def _get_next_state(self):
next_state = {PORT_STATE_DISABLE: None,
PORT_STATE_BLOCK: None,
PORT_STATE_LISTEN: PORT_STATE_LEARN,
PORT_STATE_LEARN: (PORT_STATE_FORWARD
if (self.role is ROOT_PORT or

self.role is DESIGNATED_PORT)

else PORT_STATE_BLOCK),
PORT_STATE_FORWARD: None}

return next_state[self.state]

642 D0O0O00O0OO0OOOO

ORyu 00000000000 O000DO0O OpenFlow 1.30000000000000000000 (sim-

ple_switch_stp_13.py) 0 M 00000000000 0O0OOOOODOOO0OODOOODOOOOODOOOO
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O_CONTEXTSO O OO

O000000oo0oooooooo STPOOO0O0OD0OOO0ODOOO0O CONTEXTOOODOOOO

from ryu.lib import stplib

# ...

class SimpleSwitchl3 (simple_switch_13.SimpleSwitchl3) :
OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]

CONTEXTS = {'stplib': stplib.Stp}

coooooo

STPOOOODODO set_config() 0000000000 O0OOOODODOOODOOOOOOOOODOOO
goooooogoooo

OpenFlow 0O OO o0 000

dpid=0000000000000001 | bridge.priority | 0x8000
dpid=0000000000000002 | bridge.priority | 0x9000
dpid=0000000000000003 | bridge.priority | 0xa000

0000000 dpid=0000000000000001 O OpenFlow 000000000 IDOOOOOOOOOOOOO
ooooooobboooooooooog

def _ init__ (self, =xargs, xxkwargs):
super (SimpleSwitchl3, self).__init__ (xargs, =**xkwargs)
self.mac_to_port = {}
self.stp = kwargs|['stplib']

# Sample of stplib config.

# please refer to stplib.Stp.set_config() for details.

config = {dpid_lib.str_to_dpid('0000000000000001") :
{'bridge': {'priority': 0x8000}},
dpid_lib.str_to_dpid('0000000000000002") :
{'bridge': {'priority': 0x9000}},
dpid_lib.str_to_dpid('0000000000000003") :
{'bridge': {'priority': 0xa000}}}

self.stp.set_config(configqg)

STPOOOOOO

O00o0o00oooooooooooo STPO000O0O00OOO0OODOO0ODOO0ODOOO0OODO0OoDOoOd
oooooon

STPOCOO0O0O000O0000 stplib.EventPacketInO0OOOO0OOOOOOOCOBPDULODOOCOO
gobooooooooboboobooooooboooooobobobobooooooobobOoboo

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']
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0000000000000 D0OD0O0000 (stplib.EventTopologyChange) DOOOOOOOOO
MACOOOOOOOOODOOODOOODOOODOOOoODoOO

def delete_flow(self, datapath):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

for dst in self.mac_to_port [datapath.id].keys () :
match = parser.OFPMatch (eth_dst=dst)
mod = parser.OFPFlowMod (
datapath, command=ofproto.OFPFC_DELETE,
out_port=ofproto.OFPP_ANY, out_group=ofproto.OFPG_ANY,
priority=1, match=match)
datapath.send_msg (mod)

@set_ev_cls (stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler (self, ev):
dp = ev.dp
dpid_str = dpid_lib.dpid_to_str (dp.id)
msg = 'Receive topology change event. Flush MAC table.'
self.logger.debug (" [dpid=%s] %s", dpid_str, msgqg)

if dp.id in self.mac_to_port:
self.delete_flow (dp)
del self.mac_to_port[dp.id]

O000000000D0000 (stplib.EventPortStateChange) 000000000 0OOOOOOO
gbooooogoooog

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)
def _port_state_change_handler (self, ev):
dpid_str = dpid_lib.dpid_to_str(ev.dp.id)
of_state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}
self.logger.debug (" [dpid=%s] [port=%d] state=%s",
dpid_str, ev.port_no, of_statel[ev.port_state])

goooooboobooooogooooooobooobbbooooooobLDbobobbbbbooooUUog
gobobooooooooboooboboboboooooooooobooboboboboooooon

6.5 000

gobooboooboobooobooboobobooboobobuoobooboboobboOon
s hubEvent 000 0O00O0D0OOCO0OOOCOODOOOO

e hubTimeout 0 00000000000 0O0OOOO
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IGMPOOOOOO

OO0000ORysOOOO IGMPODOOOODOOOODOOOODODOOODOOOO

71 IGMPOOOOOO

711 IGMPO OO0

IGMP(Internet Group Management Protocol) 0 0 000000000000 OCCOCOOOO0O0O0O0O0O00O00OO
Oo0ooooooooooo

gobooboobbooboobooobooboobbooboobbobbooboobbooboo
OO0O0O0O0OoOoOoODoOooOoODDoOOoODDOODODOOO0IGMP Query Messagel D 00 0000000000000
gobobooooooooboooboboboooboobooooboboboboooooDoboboboboboo
00000000000 0000O0000O0DIGMP Report Messagell OO0 0 O0O0O0O0O0O0O0O0OOOOOO
gobooooboobooooboboobooobnobooboooobobDooboboooboboDbOooo
gobgoobogboboobdooboooobooboobbooboobbobobooboobbooboo
0000000000000 00000O0O0OIGMP Leave MessageDl DO OO0 O0OOO0OOOOOOOOO
gobgooboobobooboobboobobooboobobobobooboobbooboobbooboo
gooooboogoo

goooobobobbbooooooooooobobobobbbooooooooobobobbbbbooooooo
gboboooogoboboboboooooobooboboboboooboobooobogon
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%]
225.0.0.1%81%

192.168.1.0/24 &
192.168.3.0/24~

IGMP Report : IGMP Report
(225.0.0.1) (225.0.0.1)
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

FELIESYIC
L7y

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

712 0000000000 IGMPOOOOOOOOOO

iGMPOOOOOOOOOOODOOOOOOOOOOOCOOOOOOOOOOOOOOOOO0O0OO0O0oO

gobooboboooboobooobooboooboobbooonoo

OoooooooooooooMACOOOOOODOOOOOOOOOL200000 MACOODOOOOO
oooooooobooboooooooooboooobobo0ooooooooboooDbOooooDobooooooooDbog
00000000ooo0O00000o0oooo0O00000ooooL2000000000000000

cooboooooboobooobooooboooooo
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FELLEBYIC

.0/24

192.168.1.1 192.168.1.2

(FLFF+R b

K

192.168.1.3

iGMPO 0000000000000 00000O0O0O0OO0OOODOOOOOOOOOODO0OO0O0000 IGMP
Report Message 0 L2 000000000 O0sncop0 00000000000 O0O0OCOOO0O0OOOCODOOO
coobooooboooooooooooooboooooooooooooooooooOoooooooonogd

cooooooobooooobooooooOoooobOboOoboOoboOoOooboooooOboOoOobOboOoobooOoOoOoooDooa
ooooooo

99



O70IGMPOODOOOO

[FE]
225.0.0.15z 1
92.168.1.0/24

(+E]
225.0.0.1%61% ~IGMP_Report
eth2~ (225.0.0.H

ethl ===Vl cth3

-

IGMP Report
(225.0.0.1)

.1.0/24

192.

192.168.1.1 192.168.1.2 192.168.1.3

RLFF¥R b
TW—F$MEZ M)

225.0.0.1%¢
D> ILFFv R

FELEEBYIC
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FELIEEBYIC
IRIX

192. .1.0/24

192.168.1.1 192.168.1.2 192.168.1.3

(RLFF¥R b
TW—T$MER M)
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72. RyuOooooooooono

IGMPOOOOO0O0OODO L200000000000000000O0OOOO0O00O0OOOOO0OO0ODOO
000 IGMP Report Message 0 0 00 O0O0O000C0O0O0O0 1000 IGMP Report Message 10000000
0000000000 IGMP Leave Message 1000000000 00D0O0O00ODOOO0ODOOOOODOOO
O0000000000000000 IGMP Leave Message D00 0000000000000 OOOOOO
oo0odoo0oooIiGMPODOOOOOOOOOUOOODOODOODOOOUOOOOOODOODO IGMP
oo0ooooooooooooooooooo

72 RypuO0o0oooooooon

IGMPOOOOOOOOOO OpenFlow D OOOOOOOCORyuD IGMPOOOODOOCOOOODOODOOO
oooooood

00o0ooooDomoooooooooo I GMPOO000OOO0DOOOOOODOOODOOOOOODODOO
00000000 Oodpid=0000000000000001 D0 OD0OCOOOO0DOOOOOUOOOOOOUOOODOOOOO
200000000000000000O000DOO00DOO00O0ODOoDOOoDOOOn

0000 simple_switch_igmp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER
from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vl_3

from ryu.lib import igmplib

from ryu.lib.dpid import str_to_dpid

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

from ryu.app import simple_switch_13

class SimpleSwitchIgmpl3 (simple_switch_13.SimpleSwitchl3) :
OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]
_CONTEXTS = {'igmplib': igmplib.IgmpLib}

def _ init__ (self, =xargs, **kwargs):
super (SimpleSwitchIgmpl3, self).__init__ (xargs, =*xkwargs)
self.mac_to_port = {}

self._snoop = kwargs['igmplib']
self._snoop.set_querier_mode (
dpid=str_to_dpid('0000000000000001"), server_port=2)

@set_ev_cls (igmplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']

pkt = packet.Packet (msg.data)
eth = pkt.get_protocols (ethernet.ethernet) [0]

dst = eth.dst
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src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info ("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port [dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.OFPActionOutput (out_port) ]

# install a flow to avoid packet_in next time

if out_port != ofproto.OFPP_FLOOD:
match = parser.OFPMatch (in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.OFP_NO_BUFFER:
data = msg.data

out = parser.OFPPacketOut (datapath=datapath, buffer_ id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)
datapath.send_msg (out)

@set_ev_cls(igmplib.EventMulticastGroupStateChanged,
MAIN_DISPATCHER)
def _status_changed(self, ev):
msg = {
igmplib.MG_GROUP_ADDED: 'Multicast Group Added',
igmplib.MG_MEMBER_CHANGED: 'Multicast Group Member Changed',
igmplib.MG_GROUP_REMOVED: 'Multicast Group Removed',
}
self.logger.info("%s: [%s] querier:[%s] hosts:%s",
msg.get (ev.reason), ev.address, ev.src,
ev.dsts)

O00: O000000OCOO0000DOOCOO0O0O0ooODOO VLC(http://www.videolan.org/vic/) OO O OOOOVLCOOO
00000000000 00000000000000O00000000000000

721 0000000

IGMPOOODOO0DOOOODOOODDOOODOOOOOOOOoOODOOn
vMOOOOOOOOOOOOoOODOoOOoO0oOooOooooogooooooooooooooooo

000 Mininet 0000000000000000O000O00OOO
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72. RyuOooooooooono

hlsl h2sl h3sl

hlsl-ethO h2sl+ethO h3sl-ethO

hls2-ethO ethO h3s2-eth0
(192.168.1.1/24 3.1.2/24) .168.1.3/24)

hls2 h2s2 h3s2

mnUJO0000000000000000O000000

gobood d ud

topo linear,2,3 200000000000000
ooooooo
(Cooooos300o0o0o0ooon
0ooo)

mac oo 00000000 MACODOO
oooooo

switch ovsk OpenvSwitchO OO OO

controller remote OpenFlow 000 OO0OOO0DOO0O
ooooooo

X oo xterm 00000

cooooooboooboogo

$ sudo mn --topo linear,2,3 --mac —--switch ovsk --controller remote -x

**xx Creating network

*x% Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*%xx Adding hosts:

hlsl hls2 h2sl h2s2 h3sl h3s2

*x% Adding switches:

sl s2
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*x% Adding links:

(hlsl, sl1l) (hls2, s2) (h2sl, sl) (h2s2, s2) 3s ¢ (h3s2, s
*x% Configuring hosts

hlsl hls2 h2sl h2s2 h3sl h3s2
**xx Running terms on localhost:10.0

*%xx Startin ontroller
*x*% Starting 2 switches

sl s2
*x% Starting CLI:

ta
mininets>

net000000000O000O0O0OO0O0O00O0

mininet> net

hlsl hlsl-ethO:sl-ethl

hls2 hls2-eth0O:s2-ethl

h2sl h2sl-eth0O:sl-eth2

h2s2 h2s2-eth0:s2-eth2

h3sl h3sl-eth0O:sl-eth3

h3s2 h3s2-eth0:s2-eth3

sl lo: sl-ethl:hlsl-ethO sl-eth2:h2sl-ethO sl-eth3:h3sl-ethO sl-eth4:s2-eth4
s2 lo: s2-ethl:hls2-eth0 s2-eth2:h2s2-eth0 s2-eth3:h3s2-eth0 s2-eth4:sl-eth4
cO

mininet>

722 IGMPUOOUOOOOOO
Ryud IGMPOOOOO00000D0O00000 IGMPvIN200000000000000000 IGMP v3
000000000000000000000000000000 xtermOO0O00000000O

host: hlsl:

# echo 2 > /proc/sys/net/ipv4/conf/hlsl-eth0/force_igmp_version

host: h1s2:

/proc/sys/net/ipv4/conf/hls2-eth0/force_igmp_version

host: h2s1:

# echo 2 > /proc/sys/net/ipvéd/conf/h2sl-eth0/force_igmp_version

host: h2s2:

/proc/sys/net/ipv4/conf/h2s2-eth0/force_igmp_version

/proc/sys/net/ipv4/conf/h3sl-eth0/force_igmp_version

host: h3s2:

5

# echo 2 > /proc/sys/net/ipv4/conf/h3s2-eth0/force_igmp_version
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723 IPOOO000O0O0

Mininet 00 0000000000000 IPO00O00O00O000000000000000000000O
ooooooooooOooooOoOoooOoOoooo POOO0O0ODOOODOOOOOD

host: hlsl:

addr del 10.0.0.1/8 dev hlsl-ethO
addr add 172.16.10.10/24 dev hlsl-ethO

addr 10.0.0.2/8 dev hls2-eth0
addr 192.168.1.1/24 dev hls2-ethO

addr 10.0.0.3/8 dev h2sl-ethO
addr 172.16.20.20/24 dev h2sl-eth0

addr 10.0.0.4/8 dev h2s2-eth0
addr 192.168.1.2/24 dev h2s2-ethO0

5/8 dev h3sl-ethO

30.30/24 dev h3sl-ethO

10.0.0.6/8 dev h3s2-eth0
192.168.1.3/24 dev h3s2-ethO

724 000000000O0ODOOO

goooooo iGMpOOOOOOOOOOODOODODOOOOOOOOOOOOOCOOOOO

host: hlsl:

# ip route add default via 172

host: h1s2:

# ip route add default via 192.

host: h2s1:

# ip route add default via 172.
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host: h2s2:

# ip route add default via 192.

host: h3s1:

# ip route add default via 172.

host: h3s2:

7.2.5 OpenFlow O OO OO0 OO

OO0O00O OpenFlow OO OOOO0O 13000000000000000O00ODO0O0O0O s1O0s20 xterm OO
gbooooood

switch: s1 (root):

# ovs-vsctl set Bridge sl protocols=OpenFlowl3

switch: s2 (root):

# ovs-vsctl set Bridge s2 protocols=OpenFlowl3

726 00000000000

Oooooooooo0oooo0 RywOoOooODOOOOOOOOOOOOOOOOOOOOODOOOOO
Oc00xterm 0000000000

controller: cO (root):

# ryu-manager ryu.app.simple_switch_igmp_13

loading app ryu.app.simple_switch_igmp_13

loading app ryu.controller.ofp_handler

instantiating app None of IgmpLib

creating context igmplib

instantiating app ryu.app.simple_switch_igmp_13 of SimpleSwitchIgmpl3

instantiating app ryu.controller.ofp_handler of OFPHandler

0000000000 s1000000000000IGMP Query Message D000 O0O000000OOCOOO
gboboooooboobobobobooooooooooo

controller: cO (root):

[querier] [INFO] started a querier.
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OOoOoOoOoe0O0O 10 IGMP Query Message DO DO OO DO OO OIGMP Report Message 0 0 000000
00o000o0o0o00oOo0o0oO0oU0Oo0oO0oU0oO0DOO0oUO0DO0OULOO0DO0OUDOODOOUOODOOUO

o0o0oo0ooo0ooooooooooIGMPOOOOOO0OOOOOOOOOODOOO

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=4 IGMP received. [QUERY]

00000000000 0000000 s10000000 IGMP Query Message 00 OO0 s20000 4
OOOOOOOO0OOO0O0O0O00000s200000 IGMP Query Message 1000000000000

O0: 000000000 O0O000000O0O00C0O00000 IGMP QueryMessage D0 O0O0O0O0O0O0O0O0COOOOO
0000000 60000000O0C000 IGMP QueryMessage OOOOO0O0OO0O

727 00000000000ODOOO

o0o000o000oooooo0o00o0oooooooooOovLCOOoooooooooooooooooo
OOOCOCOOOOOOCOOOOOVLCO IGMPReportMessage OO OO0O0O

000 h1s20 225.001 0000000000

000000 hs200000000000000000225.0010000000000000000000
OOVLCOOOO his2 00 IGMP Report Message D 0 0 00 00O

host: h1s2:

# vlic-wrapper udp://@225.0.0.1

O000 20000 h1s2000 IGMP Report Message D 0 OO 1 0000000000 O0OOOOOO
0225.0010 0000000000000 10000000D0O0O0OOOOO0O0

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]
Multicast Group Added: [225.0.0.1] querier:[4] hosts:[]

Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts: [
[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP re red. [REPORT
[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT

]

1
]
]

OO000000boOoogs20000
* IGMP Report Message OO0 10000000

« J000O0O0O0O0OOOOO225.00. 100000000000 00O0O0O0O0O0O0O0OOOODOOOODODOO
ooooOoO0o4000000000D0
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- 000000000 0O0OO225.00.100000000000000000000 1000000000

OO0000000VLCODOOOO IGMPReport Message 0 30000000000000000000O0O
ogod

0000000006000 10 IGMPQueryMessage 000000000000 ODOOOOODOOOODOOO
OCOOCOOCOOO0ODO h1s20O000O0O IGMP Report Message 1 D000 00O

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=4 IGMP received. [QUERY]

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]

cooooooobooboooboooooooooooooooOooooboOooon

switch: s1 (root):

# ovs-ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cookie=0x0, duration=827.211ls, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=827.211ls, table=0, n_packets=14, n_bytes=644, priority=65535,ip,in_port
=4,nw_dst=225.0.0.1 acti CONTROLLER: 65509

cookie=0x0, duration=843.887s, table=0, n_packets=1l, n_bytes=46, priority=0 actions=
CONTROLLER: 65535

cooood

- 0J00200000000000000 22500.1000000000000000000400000
s2000000

000400000 s2000 225.00.1000000000O0O0O0O0OOO Packet-InO 0O
J0000000000000 Table-miss 0000000
O30000000000bOoooooooo
000000 s200000000000oooooogoooooog

switch: s2 (root):

# ovs—ofctl -O openflowl3 dump-flows s2
OFPST_FLOW reply (OF1l.3)

(x
cookie=0x0, duration=1463.549s, table=0, n_packets=26, n_bytes=1196, priority=65535, ip,
1 )

id=0x2) :

actions=CONTROLLER: 65
0, duration=1463.548s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,

in_port=1,nw_dst=225.0.0

225.0.0.1 actions=output:1l
cookie=0x0, duration=1480.221s, table=0, n_packets=26, n_bytes=1096, priority=0 actions=
CONTROLLER: 65535

0000 s200

000 10000 h1s2000 225.00.1000000000000000 Packet-In 00
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- 000400000000 225001 000000000000000000 10000 h1s20000
od

000000000 00000 Tableemiss D0 00000

O300000000000000O0oo0o0o

000 h3s20 225.001 0000000000

000000 wK3s200000000000000225.001000000000000000000000
VLCOOOO h3s2 00 IGMP Report Message D 0 0 0000

host: h3s2:

# vlic-wrapper udp://@225.0.0.1

0000 20000 h3s2000 IGMP Report Message 0 000 3 0000000000000000
0225.0.0100000000000000000000 100000030000000000000000O0

controller: cO (root):

NFO] Sw=0000000000000002 PORT=3

29

1[I 3 IGMP received. [REPORT]
Multicast Group Member Changed: [225.0.0. querier: [4] hosts:[1, 3]

1( 3

1l 3

[snoop

NFO] Sw=0000000000000002 PORT= [REPORT]
NFO] Sw=0000000000000002 PORT=3 [REPORT]

[snoop] [I
I

[snoop

coooooooboobooobooOoooooobooooOoOooOoOoooboOooon

switch: s1 (root):

# ovs-ofctl -O openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cook %0, duration=1854.016s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=1854.016s, table=0, n_packets=31, n_bytes=1426, priority=65535, ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=1870.692s, table=0, n_packets=1l, n_bytes=46, priority=0 actions=
CONTROLLER: 65535

gobgoobooobdoobooooboobbooboobboobg
0000000 s2000000000000DODO0O0ODOUOODOOOO

switch: s2 (root):

# ovs—ofctl -O openflowl3 dump-flows s2
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=1910.703s, table=0, n_packets=34, n_bytes=1564, priority=65535, ip,
in_port=1,nw_dst=225.0.0.1 actions= NTROLLER: 65509

cookie=0x0, duration=162.606: table=0, n_packets=5, n_bytes=230, priority=65535,ip,in_port

=3,nw_dst=225.0.0.1 actions
cookie=0x0, duration=162.606 a , n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,

nw_dst=225.0.0.1 actions=output:1l, output:3
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cookie=0x0, duration=1927.375s, table=0, n_packets=35, n_bytes=1478, priority=0

CONTROLLER: 65535

oooOos200
« 000 10000 his2000 225.00.1000000000000000 Packet-In0O 0O
- 00030000 h3s2000 225.001000000000000000 Packet-In0 O

«J0D0 400000000 225001 000000000000000000 10000 h1s20000
O0OC0O 30000 h3s2000000

0000000000000 TableemissO O OO OO0

O400000000000000C0C0CC0C0CO

000 h2s20 225.0.0.20 000000000

000000 h22000000000000000000000000225.002000000000000
OOOOCCOOOO0OvVLCOOOO h2s200 IGMP Report Message O OO OO0

host: h2s2:

L)

# vlic-wrapper udp://@225.0.0.2

O000 s20000 h2s2 000 IGMP Report Message 0 0O 0 20 000000000000 0O0O0O
0225.0.0200000000000000000000 2000000000000000A0

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT]
Multicast Group Added: [225.0.0.2] querier:[4] hosts:[]

Multicast Group Member Changed: [225.0.0.2] querier:[4] hosts: [
[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT
[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT

2]

]
]

gobooboobbooboobooobooboobbooboon

switch: s1 (root):

# ovs-ofctl -O openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):
cookie=0x0, duration=2289.168s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4
cookie=0x0, duration=108.374s, table=0, n_packets=2, n_byt
nw_dst=225.0.0.2 actions=CONTROLLER:65509
cooki x0, duration=108.375s, table=0, n_packets=0, n_bytes=0, priority=65535,ip, in_port=2,

nw_dst=225.0.0.2 actions=output:4

cookie=0x duration=2289.168s, table=0, n_packets=38, n_bytes=1748, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509
cookie=0x0, duration=2305.844s, table=0, n_packets=2, n_bytes=92, priority=0 actions=

CONTROLLER: 65535
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oooood

- JO00200000000000000 225.00100000000000000000040000A0
s2000000

000400000 s2000 225.002000000000000000 Packet-In 00O

OoO0200000000000000 225002000000000000000000400000
2000000

- 000400000 s2000 225.00.10000CC0C00C0O00O0O0O0O0O Packet-In0O0O
00000000000 000 Table-miss D0 00000
Osoooo0oo0o00000000O0O0COOOO
ogooCoOoOo0o s200000000000000000O0O0O0O00O00O

switch: s2 (root):

# ovs-ofctl -O openflowl3 dump-flows s2
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cookie=0x0, duration=2379.973s, table=0, n_packets=41, n_bytes=1886, priority=6553

in_port=1,nw_dst=225.0.0.1 actions ONTR 09

cookie=0x0, duration=199.178s, able= _I8 ts=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=631.876s, table=0, n_packets=12, n_bytes=552, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=199.178s, table=0, n_packets=5, n_bytes=230, priority=65535,ip, in_port
=2,nw_ds 25.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=631.876s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.1 action utput:1, output:3

cookie=0x0, duration=2 6.645s, table=0, n_packets=43, n_bytes=1818, priority=0 actions=
CONTROLLER: 65535

oooOOs200

OO0 10000 h1s2000 225.001 000000000000000 Packet-In O O

- 000400000000 225.002000000000000000000 20000 h2s20000
od

-« 00030000 h3s2000 225.00.1000000000C000000 Packet-In0O0O

« 00020000 h2s2000 225.0.02000000000000000 Packet-In0 O

000400000000 22500.1000000000000000000 10000 h1s20000
OO0 30000 h3s2000000

0000000000000 TableemissO O OO OO0

OeO0O0OO0OOOOOOOOOOOOOODOO
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000 h3s10 225.001 0000000000

000000 W3s100000000000000225.00.1000000000000000D00000DO0OVLC
OOO0O h3sl OO0 IGMP Report Message 0 00O OO0

host: h3s1:

# vlic-wrapper udp://@225.0.0.1

000 h3s100000 s200000000000000000IGMPOOOOOOODOOOOOOOOO
goooooooooo iMpOOOOOOOOOOOODOO

cooobooooobobooobooooooooooooooooooooon

switch: sl (root):

# ovs-ofctl -O openflowl3 dump-flows sl
_FLOW reply (OF1.3) (xid=0 3
0x0, duration=12.85s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
5.0.0.1 actions=output:3,output:4
0, duration=626.33s, table=0, n_packets=10, n_bytes=460, priority=65535,ip,in_port
=4,nw_dst=225.0.0.2 actions=CONTROLLER:65509
cookie=0x0, duration=12.85s, table=0, n_packets=1l, n_bytes=46, priority=65535,ip,in_port=3,
nw_dst=225.0.0.1 actions=CONTROLLER:65509
x0, duration=626.331s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,

5.0.0.2 actions=output:4

cookie=0x0, duration=2807.124s, table=0, n_packets=46, n_bytes=2116, priority=65535,ip,

in_port=4,nw_dst=225.0.0.1 actions TROLLER: 65509
cookie=0x0, duration=2823.8s, table=0, n_packets=3, n_bytes=138, priority=0 actions=

CONTROLLER: 65535

goobgogo

000200000000000000 225001000000000000000000 30h3s100
Oo0o00 400000 2000000

- 000400000 s2000 225.002000000000000000 Packet-In 00

OO0 30h3s1000 225.00.1000000000000000 Packet-In0O 0O

Ooo0200000000000000 225002000000000000000000400000
s2000000

- 000400000 s2000 225.00.10000CC0C00C0O0C0O0O0O0O0O Packet-In0O0O
J0000000000000 Tableemiss DO O0O0O0O00

O60000000DO0DOOOODODOOOO

728 0000000000

0000000000000 000 Ks1 0000000 0000000O000O0O0O00000OOODOOO
0225.0010 000000000000
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host: h2s1:

# vlic-wrapper sample.mov —--sout udp:225.0.0.1 —--loop

000022500100 000000000000000000 h1s20h3s20h3s1 000000000000
vLCOOOOO0oO0OooO0O000000o00o0000000000000225.00200000000 h2s200
ooooooooood

729 000000000OOOOOO

00do00d0O00oDO0oDO0oO0o0O00O0DU0ooDObObOO0OoDUOCObDOOO VLcoooopuoood
VLC O IGMP Leave Message D OO OO QOO

000 h1s20 225.001 00000000000

OO0 h1s200000 VLCO Cul+COOOO0ODODODOCOODOOOO 20000 h1s2000 IGMP Leave
Message 1000 1000000000000 O0O0O0OO225.00.10000000000000000000O
O 100000000000ooogoooooo

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP re ived. [LEAVE]

Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[3]

O000000ooogs20000
« 000 100 IGMP Leave Message D 000000
- J0000000000OO225.00.1000000000000000000003000000000

O0OOOCCOODOOIGMP Leave Message 1 0 0000000000000 O0O00O225.0.0.1000000000
OO000O0O00D00OO0O01000030000000000D0000D00C00OIGMP Leave Message 0000
o000 1000oo00oooooo

cooooooboobooobooooooooooooOooOooOooobooOooon

switch: s1 (root):

# ovs—ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) x1d=0x2) :

, table=0, n_packets=1047062, n_bytes=1421910196, priority

(
ie=0x0, duration=1565.13s

ip,in_port=2,nw_dst=225.0.0.1 actions=output:3, output:4
cookie=0x0, duration=2178.61ls, table n_packets=36, n_bytes=1656, priority=65535,ip,in_port
=4,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=1565.13s, table=0, n_packets=27, n_bytes=1242, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2178.611ls, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,

nw_dst=225.0.0.2 actions=output:4

113



O70IGMPOODOOOO

cookie=0x0, duration=4359.404s, table=0, n_packets=72, n_bytes=3312, priority=65535, ip,

in_port=4,nw_dst=225.0.0.1 actions= TROLLER: 65509
cookie=0x0, duration=4376.08s, table=0, n_packets=3, n_bytes=138, priority=0 actions=
CONTROLLER: 65535

coooooobooooooooOoOOoOoOoOboOoOobooOoOoOooooa
000000 s20000000000ooooooogoooooog

switch: s2 (root):

# ovs—ofctl -O openflowl3 dump-flows s2
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=2228.528s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=2661.226s, table=0, n_packets=46, n_bytes=2116, priority=65535, ip,
in_port=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2228. 0, n_packets=39, n_bytes=1794, priority=65535, i
in_port=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, durat =548.063s, table=0, n_packets=486571, n_bytes=660763418, priori

ip,in_port=4,nw_dst=

cookie=0x0, duration=4425 5s, table=0, n_packets=78, n_bytes=3292, priority=0 actions=
CONTROLLER: 65535

ooooOs200

- 000400000000 22500200000000000000000020000 h2s20000
od

- 00030000 h3s2000 225.001000000000000000 Packet-In0 O
- 00020000 h2s2000 225.002000000000000000 Packet-In0O 0O

000400000000 225.00.100000000000000000030000 h3s20000
od

J0000000000000 Table-missJOOO0O0O00
0s50000000000000000000000D00000COO
- 000 10000 h1s2000 225.00.1000000C00000000O0O Packet-In0O 0O

OooooooooOoO0ooooOoooO0o0ooOoooOobooboOono22s00100000000000000 1000
O hls2000000000000000000

000 h3s20 225.001 00000000000

OOoOO0OO 3200000 VLCO Chvl+COOCOCOOOOOO0O0000s20000 h3s2000 IGMP
Leave Message 0 000 30000000000000000O0O2250010000000000000000O
ocooo3b0o0000000000000O0O0bOOOOO

controller: cO (root):
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[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [LEAVE]

Multicast Group Removed: [225.0.0.1] querier:[4] hosts:[]

00000000000 s20000

e 000 300 IGMP Leave Message 1 0 00O OO

- J00000000000225.00.10000000000000000000000O0O0O0O00O0O0OAO
oooooooo
gobooboobbooboobbooobooboobbooboon

switch: s1 (root):

# ovs—-ofctl -O openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cookie=0x0, du ion=89.891s, 5=7902 3 5=107 3234, priority=65535,ip,
in_port=2,nw_dst 0.0.1 actions=output:3

cookie=0x0, duration=3823.61ls, table=0, n_packets=64, n_bytes=2944, priority=65535,ip,in_port
=4,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=3210.139s, s=2530, priority=65535,ip,

0x0, duration=3823.467s,

nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=6021.089s, table=0, n_packets=4, n_bytes=184, priority=0 actions=
CONTROLLER: 65535

oooood

000200000000000000 225001000000000000000000 30h3s100
oooo

- 000400000 s2000 225.002000000000000000 Packet-In 00

OO0 30h3s1000 225.00.1000000000000000 Packet-In0O 0O

OoO0200000000000000 225002000000000000000000400000
2000000

J0000000000000 Tableemiss DO O O0O000
0OS50000000000000000000000000000O0O
- 000400000 52000 225.00.1000000000000000 Packet-In 00O

oo0oo0o0oO0o00O0O00O0000O000o0oO0O00O000cO00o000n0 2250010000000 000O
000400000 s2000000000000000000

oooOCOOOO0 s20000000000000000000000O00O

switch: s2 (root):

115



O70IGMPOODOOOO

# ovs—ofctl -O openflowl3 dump-flows s2
OFPST_FLOW reply (OF1.3) (xid=0x2):
cookie=0x0, duration=4704.052s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,

nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=4704.053s, table=0, n_packets=53, n_bytes=2438, priority=65535, ip,
in_port=2,nw_dst=225.0.0.2 actions TROLLER: 509
cookie=0x0, duration=6750.068s, table=0, n_packets=115, n_bytes=29870, priority=0 actions=

CONTROLLER: 65535

0000 s200

- 000400000000 225.002000000000000000000 20000 h2s20000
ood

- 00020000 h2s2000 225.002000000000000000 Packet-In0O0O

J0000000000000 Tableemiss D0 00000
0300000000000000000000D00000000O0O

00030000 h3s2000 225.00.1000000000000000 Packet-In 00

- 000400000000 225001 000000000000000000 30000 h3s20000
od

coooboodooboooobooooooooooooon

73 Ry 00 IGMPOOOOOOOOOOO

OpenFlow 000000000 IGMPOO0OOO0ODOOOODOOOOOOOOODOOODO

iGMPOOODOOOCOIGMPOOCOODOOOCODOOCODOOCOOpenFlow O Packet-InO0O0OO0O0O0O
OO00OC0OC0OO0OD0O0OO0OO0OPacke-nODO00O0OOODOOOOODOOOOOOIGMPOOODODOODOO

- 00000O0OO0ODIGMPOODDOOOOO

* IGMP Report Message O O O IGMP Leave Message O O O

- J0000000O0DDOO0ODODOIGMPOODOOOODOO
00o00o0o0o0oooooOoooOoooooOooon

goboobodobobooboobooooboobodbboboboobbobbooboobbooboo
oboboooooooogo

IGMP Report Message 0D 000 0000000000000 000000000000000O000OO0OO
gbobooooobooboboboboooooooboboboboooboobooo

IGMP Leave Message 0 0 0 0 00 0000000000000 O000000OOODOOOO0OODOO IGMP
QueryMessage 0 O0O0O0O0OOOCOCOOOOOOOOOOOOOOOOOOOOOO0O0O0O0O0O0O0O0O0OO
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cooooooooooooon

IGMP Leave Message 0 0 00 000000000000 0O0O0OO0OOOO0OOOO0OOOOODOOOODO
0000 IGMP Query Message 1 0 00000000 OCOOO IGMP Report Message OO0 OO OO0 O0OOO
O0000O0O0OIGMPReportMessage 0000 0000000000000 O0O0O0O0O0O0O0O0O0O0O00O00OO
gobooboobobooboooboooboobooobooboobDbooboobbooboobnbo

OO0D0O0D0O0O00O0000O000O0 IGMPReportMessage 10000000000 OOOOOOOOOO
O00000o0o0o0o0o00ooDoooo00ooooooooOd IGMP Report Message D OO0 OO0 OO
ooooooooooo

O00000000000000000 IGMP LeaveMessage 0 D0 0000000000000 O0000O00OO
00000000000 0000000000000D0O0 IGMP Leave Message 10000000000
gooOoOoOoOoOoOoOoOoOoOOOOOOOOOOOOODOODOOODOOOCOOOOO IGMP Leave Message O
OOOOOOOOOO0OO0OO0O0000000 IGMP Leave Message 00000000000 0O0O0O0O00O00O0O

0000000000000 00o0Do0o0oo0oooDoo0ooooooo IGMPOOOODOOOO
gboboooooboobobobobooooooooobobo

OO00o0oooiGMPOOOOOOO0ODOOOOOOOOD IGMPOOO0ODOOOOODOOODOOOOOOO
oboobooooobooboboboboooooon

IGMPOOOOO0O0OOOODO
«OO00O0O0DOOO
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IGMPOOOO0OO0OO0ODOOOOODOOO0OODOOOOODOO0O0ODUOO0ORyWOOOOOOOOOOOOO
ryuw/lib/igmplib.py

ryu/app/simple_switch_igmp_13.py

731 IGMPOO0O0O0O0ODOO0OOOOOOO

ocoooooooooooIicGMpPOOOOOODOOOOOOOOCOOOOOOOOOOOOOOOOOOO
oooooooooooooooooboooobobooooooooooOooobobooobooooooDooo

gobooboooboobbooooboo

cooooooboobooobooooOooooobOboOoOoooOoobooOooobooOoOooOooOoOoOooDnn

def _ _init_ (self):
"""initialization."""
super (IgmpLib, self).__init__ ()
self.name = 'igmplib'

self._querier = IgmpQuerier ()
self._snooper = IgmpSnooper (self.send_event_to_observers)

cooooooobooooobooooooOoboobobOoOoOoOoOoOoOoooOoboOoOoOboOoOoboboOooobooOoOoOoooDooag
ooobooooboooboooooooooooooooo

def set_querier_mode(self, dpid, server_port):
"""set a datapath id and server port number to the instance
of IgmpQuerier.

Attribute Description

dpid the datapath id that will operate as a querier.
server_port the port number linked to the multicasting server.

nun

self._querier.set_querier_mode (dpid, server_port)

gooboobodobobooboooooobooboobbooboobbobbooboobboobOoo
gbobooooobooboboboboooooogooo

@set_ev_cls (ofp_event .EventOFPStateChange, [MAIN_DISPATCHER, DEAD_DISPATCHER])
def state_change_handler (self, evt):
"""StateChange event handler."""
datapath = evt.datapath
assert datapath is not None
if datapath.id == self._querier.dpid:
if evt.state == MAIN_DISPATCHER:
self._querier.start_loop (datapath)
elif evt.state == DEAD_DISPATCHER:
self._querier.stop_loop()
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Packet-In O O

oooooooooooooooooooIicgMPOOOOOO0O0O0 IGMPOOOOOOOODOOODOOOOO
ooiGMPOOO0O0OOOO0O0OOOO0O0DOOOOOOOOO0O0OOO0OO0O0OOO000OO0000O0O000O
coooooooboooobooooooOooooOoocoOoooOoobooOooobooOoooOooOooOoooboboOooon

@set_ev_cls (ofp_event .EventOFPPacketIn, MAIN_DISPATCHER)
def packet_in_handler(self, evt):
"""PacketIn event handler. when the received packet was IGMP,
proceed it. otherwise, send a event."""
msg = evt.msg
dpid = msg.datapath.id

req_pkt = packet.Packet (msg.data)
req_igmp = req_pkt.get_protocol (igmp.igmp)
if reg igmp:
if self._querier.dpid == dpid:
self._querier.packet_in_handler (req_igmp, msg)
else:
self._snooper.packet_in_handler (req_pkt, req_igmp, msg)
else:

self.send_event_to_observers (EventPacketIn (msg))

0000000000000 Packet-ln 000000000 IGMPOOOOOOOOODOOOOODOOOOO

def packet_in_handler(self, req_pkt, req _igmp, msg):
"""the process when the snooper received IGMP."""
dpid = msg.datapath.id
ofproto = msg.datapath.ofproto
if ofproto.OFP_VERSION == ofproto_vl_0.OFP_VERSION:
in_port = msg.in_port
else:
in_port = msg.match['in_port']

log = "SW=%s PORT=%d IGMP received. " % (
dpid_to_str (dpid), in_port)

self.logger.debug (str(reqg_igmp))

if igmp.IGMP_TYPE_QUERY == req_igmp.msgtype:
self.logger.info(log + "[QUERY]")
(req_ipv4, ) = req pkt.get_protocols (ipvé4.ipv4)
(req_eth, ) = reqg_pkt.get_protocols(ethernet.ethernet)
self._do_query(req_igmp, req ipv4, req eth, in_port, msg)

elif (igmp.IGMP_TYPE_REPORT_V1 == req igmp.msgtype or

igmp.IGMP_TYPE_REPORT_V2 == req_igmp.msgtype) :

self.logger.info(log + " [REPORT]")
self._do_report (reqg_igmp, in_port, msg)

elif igmp.IGMP_TYPE_LEAVE == reg_ igmp.msgtype:
self.logger.info(log + "[LEAVE]")
self._do_leave(req_igmp, in_port, msg)

elif igmp.IGMP_TYPE_REPORT_V3 == req_igmp.msgtype:
self.logger.info(log + "V3 is not supported yet.")

self._do_flood(in_port, msg)
else:
self.logger.info(log + "[unknown type:%d]",
req_igmp.msgtype)
self._do_flood(in_port, msgqg)

0000000000000 Packet-nOOO0ODOOOOOIGMPOOODODOOODOOOODOOOODDOO
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def packet_in_handler (self, req _igmp, msg):

"""the process when the querier received IGMP."""

ofproto = msg.datapath.ofproto

if ofproto.OFP_VERSION == ofproto_vl_0.OFP_VERSION:
in_port = msg.in_port

else:
in_port = msg.match['in_port']

if (igmp.IGMP_TYPE_REPORT_V1 == req_igmp.msgtype or

igmp.IGMP_TYPE_REPORT_V2 == req_igmp.msgtype) :

self._do_report (req_igmp, in_port, msg)

elif igmp.IGMP_TYPE_LEAVE == reg_igmp.msgtype:
self._do_leave(reg_igmp, in_port, msg)

O00000000000000 IGMP Query Message 00 O

oooooo0ooooooooooooooO0ooooOoooooooooO0oo@mooooo IPOOO
0Mo0000oMACOOOOOOOOOO0OO0O0O00O0O00000000000000000000000
coooomoobobooooboooooooooooooooooobobooobooOoobooOo0ooomoOoooooag
ooobooooboooobooonoooo

OOOCCOOOCOOOOOOOIGMP QueryMessage 10 0000000000000 0000O0O0O00O00O0O
ooooo

OoO0oOoOOOoOOOoOoOOoOoOOCOOOOCOOOOOOCOOD IGMP QueryMessage 000000000
00000000000 0O00O00OOoggOgg IGMPReportMessage D00 OO OOOOODOOOOOO

def _do_query(self, query, iph, eth, in_port, msg):
"""the process when the snooper received a QUERY message."""
datapath = msg.datapath
dpid = datapath.id
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

# learn the querier.
self._to_querier[dpid] = {
'port': in_port,
'ip': iph.src,
'mac': eth.src

# set the timeout time.
timeout = igmp.QUERY_RESPONSE_INTERVAL
if query.maxresp:

timeout = query.maxresp / 10

self._to_hosts.setdefault (dpid, {})
if query.address == '0.0.0.0":
# general query. reset all reply status.

for group in self._to_hosts[dpid].values():

group|[ 'replied'] = False
group|['leave'] = None
else:
# specific query. reset the reply status of the specific
# group.
group = self._to_hosts[dpid].get (query.address)
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if group:
group|['replied'] = False
group['leave'] = None
actions = [parser.OFPActionOutput (ofproto.OFPP_FLOOD) ]

self._do_packet_out (
datapath, msg.data, in_port, actions)

# wait for REPORT messages.
hub.spawn (self._do_timeout_for query, timeout, datapath)

O0o0ooooooooooo IGMP Report Message 0 0

OO0DO0O0O0O000O000000O000C00OO0ODO0ODO0ODOO0OO0O IGMP Report Message 00000
goboobooboboobdooboooobooboobbooboobbobboobboobbooboo
gboooooooooog

00000000000 0000000 IGMPReportMessage D0 0000000 O0O000DOOOOOOO
gobooooogooooboboooooobooooobobobobobboooooDoboboboboboo
goboobooobooboooobooboobboon
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def _do_report(self, report, in_port, msg) :
#
self._to_hosts.setdefault (dpid, {})
if not self._to_hosts[dpid].get (report.address) :
self._send_event (
EventMulticastGroupStateChanged (
MG_GROUP_ADDED, report.address, outport, []))
self._to_hosts[dpid].setdefault (
report.address,

{'replied': False, 'leave': None, 'ports': {}})
# set a flow entry from a host to the controller when
# a host sent a REPORT message.

if not self._to_hosts[dpid] [report.address] ['ports'].get (

in_port) :

self._to_hosts[dpid] [report.address] ['ports'][
in_port] = {'out': False, 'in': False}

self._set_flow_entry (
datapath,
[parser.OFPActionOutput (ofproto.OFPP_CONTROLLER, size)],
in_port, report.address)

if not self._to_hosts[dpid] [report.address] ['ports'] [
in_port]['out']:
self._to_hosts[dpid] [report.address] ['ports'][
in_port] ['out'] = True

if not outport:
self.logger.info("no querier exists.")

return
# set a flow entry from a multicast server to hosts.
if not self._to_hosts[dpid] [report.address] ['ports']|[

121



O70IGMPOODOOOO

in_port]['in']:
actions = []
ports = []
for port in self._to_hosts[dpid] [report.address] ['ports']:
actions.append(parser.OFPActionOutput (port))
ports.append (port)
self._send_event (
EventMulticastGroupStateChanged (
MG_MEMBER_CHANGED, report.address, outport, ports))
self._set_flow_entry(
datapath, actions, outport, report.address)
self._to_hosts[dpid] [report.address] ['ports'] [

in_port]['in'] = True
# send a REPORT message to the querier if this message arrived
# first after a QUERY message was sent.
if not self._to_hosts[dpid] [report.address] ['replied']:
actions = [parser.OFPActionOutput (outport, size)]
self._do_packet_out (datapath, msg.data, in_port, actions)
self._to_hosts[dpid] [report.address] ['replied'] = True

0000000O00ooooO IGMP Report Message D OO0 OO0 OoooQ

IGMP Query Message D 0 00000000 IGMPReport Message D0 0000000 O0OOOOOOOO
cooooOoooO0oo0oOoo0ooO0oOooOO0OOoO0ooO0OO0ODOO00O0O00OO00O000O00 IGMP Report
Message 1 0 0000000 OIGMP Report Message 00000 00000000000000O0O0

0000000000000 0000CO00000D0O00O00000 IGMP Report Message 0000000
oooooooooooooooooboobooobo0ooooooooboooDbooooDoboOoooooooDbog
cooobobodooooooooocoOoooOooobooOooooOoOoOoOOoOoooboboOoooon

def _do_timeout_for_query(self, timeout, datapath):
"""the process when the QUERY from the querier timeout expired."""
dpid = datapath.id

hub.sleep (timeout)
outport = self._to_querier[dpid] ['port']

remove_dsts = []
for dst in self._to_hosts[dpid]:
if not self._to_hosts[dpid] [dst]['replied']:

# 1f no REPORT message sent from any members of

# the group, remove flow entries about the group and

# send a LEAVE message if exists.
self._remove_multicast_group (datapath, outport, dst)

remove_dsts.append (dst)

for dst in remove_dsts:
del self._to_hosts[dpid] [dst]

def _remove_multicast_group(self, datapath, outport, dst):
"""remove flow entries about the group and send a LEAVE message
if exists."""

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

dpid = datapath.id
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self._send_event (
EventMulticastGroupStateChanged (
MG_GROUP_REMOVED, dst, (1)
self._del_ flow_entry (datapath, dst)
for port in self._to_hosts[dpid] [dst] ['ports'
dst)
= self._to_hosts[dpid] [dst] ['leave']

outport,
outport,

self._del flow_entry(datapath, port,
leave
if leave:

1s

if ofproto.OFP_VERSION == ofproto_vl_0.OFP_VERSION:

in_port leave.in_port

else:

in_port leave.match['in_port']

actions
self._do_packet_out (
datapath,

leave.data, in_port,

O000000o0O0o0o0oo0 IGMP Leave Message

oooobooobooobooboOoboboobobobOoon
oooboboobooobooboobuooboobooo

[parser.OFPActionOutput (outport) ]

actions)

aug

00000000 IGMP Leave Message 0 OO OO
000 IGMP Query Message D 000000000

O0000000000000000000000000 IGMP Report Message(Leave 00 )00000000O

cooooooo

def _do_leave(self, leave, in_port, msg):

"""the process when the snooper received a LEAVE message."""

datapath msg.datapath
dpid datapath.id

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

# check whether the querier port has been specified.
if not self._to_querier.get (dpid) :

self.logger.info("no querier exists.")
return

#
#
self._to_hosts.setdefault (dpid,

self._to_hosts[dpid].setdefault (

leave.address,

save this LEAVE message and reset the
that received this message.

{H

{'replied': False, 'leave': None,

self._to_hosts[dpid] [leave.address] ['leave']

self._to_hosts[dpid] [leave.address] ['ports'] [in_port]

'out': False, 'in': False}

#

create a specific query.

timeout igmp.LAST_MEMBER_QUERY_INTERVAL
res_igmp igmp.igmp (
msgtype=igmp.IGMP_TYPE_QUERY,

maxresp=timeout » 10,

csum=0,
address=leave.address)

res_ipv4 ipvd.ipv4 (
total_length=len (ipv4.ipv4())
proto=inet.IPPROTO_IGMP, ttl=1,

src=self._to_querier([dpid] ['ip'],

condition

'ports’':

of the port

{1
= msg
= {

+ len(res_igmp),
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dst=igmp.MULTICAST_IP_ALL_HOST)
res_ether = ethernet.ethernet (
dst=igmp.MULTICAST_MAC_ALL_HOST,
src=self._to_querier[dpid] ['mac'],
ethertype=ether.ETH_TYPE_TIP)
res_pkt = packet.Packet ()
res_pkt.add_protocol (res_ether)
res_pkt.add_protocol (res_ipv4)
res_pkt.add_protocol (res_igmp)
res_pkt.serialize ()

# send a specific query to the host that sent this message.
actions = [parser.OFPActionOutput (ofproto.OFPP_IN_PORT) ]
self._do_packet_out (datapath, res_pkt.data, in_port, actions)

# wait for REPORT messages.
hub.spawn (self._do_timeout_for_ leave, timeout, datapath,
leave.address, in_port)

00000O0ooOooooooo IGMP Report Message(Leave D0 ) 00O 0O ODO00OO0OO

IGMP Leave Message 0 0 0 0O 0O IGMP Query Message 1 0 00000 OO O IGMP Report Message O O O
0000oo0o000ooO000ooO000oo0O000ooO00o0o0oo0O000oOo0O000oO0O00bOoDO0O00n
0000000 IGMPReportMessage 1 DO 0000000000000 O00O0OO0O0O0O0OO0OO

0000000000000000000000000000000 IGMP Report Message 0 000000
coooooooooboooobOoboOoocoboooobOOobOobOoboOoboOoOoOobDOobOOobOOoOoboOooooa
ooooooobooboooooooooooobobo0oooboo0oooboooooOoooooOoOooDboOoOoDoboOo

cooboooobooooooooooOooooboOoboobooOooooOoboOooobOoOoobooOooobooOoOooooDooa
oooooooobooooooooooooobobo0oooooooooooDboooooboooooooooDog
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def _do_timeout_for_leave(self, timeout, datapath, dst, in_port):
"""the process when the QUERY from the switch timeout expired."""
parser = datapath.ofproto_parser
dpid = datapath.id

hub.sleep (timeout)
outport = self._to_qgquerier[dpid] ['port']

if self._to_hosts[dpid] [dst] ['ports'] [in_port]['out']:
return

del self._to_hosts[dpid] [dst] ['ports'] [in_port]

self._del flow_entry(datapath, in_port, dst)

actions = []

ports = []

for port in self._to_hosts[dpid] [dst]['ports']:
actions.append (parser.OFPActionOutput (port))
ports.append (port)

if len(actions):
self._send_event (
EventMulticastGroupStateChanged (

124



73. RywO OO IGMPOOODOOOOOOODO

MG_MEMBER_CHANGED, dst, outport, ports))
self._set_flow_entry(
datapath, actions, outport, dst)
f._to_hosts[dpid] [dst] ['leave'] = None

else:
self._remove_multicast_group (datapath, outport, dst)
del self._to_hosts[dpid] [dst]

def _remove_multicast_group(self, datapath, outport, dst):
"""remove flow entries about the group and send a LEAVE message
if exists."""

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

dpid = datapath.id

self._send_event (
EventMulticastGroupStateChanged (
MG_GROUP_REMOVED, dst, outport, []))
self._del_flow_entry(datapath, outport, dst)
for port in self._to_hosts[dpid] [dst] ['ports']:
self. _del flow_entry(datapath, port, dst)
leave = self._to_hosts[dpid] [dst]['leave']
if leave:
if ofproto.OFP_VERSION == ofproto_vl_0.OFP_VERSION:
in_port = leave.in_port
else:
in_port = leave.match['in_port']
actions = [parser.OFPActionOutput (outport) ]
self._do_packet_out (
datapath, leave.data, in_port, actions)

0000000000000 0 IGMP Query Message 000000

O000000000000006000 10 IGMPQueryMessage 10 0000000000000 O00OO

O0OOO0DOODDO IGMPReportMessage 1 000000000000 O0OOO

def _send_query(self):
""" send a QUERY message periodically."""

timeout = 60

ofproto = self._datapath.ofproto

parser = self._datapath.ofproto_parser

if ofproto_vl_0.OFP_VERSION == ofproto.OFP_VERSION:
send_port = ofproto.OFPP_NONE

else:
send_port = ofproto.OFPP_ANY

# create a general query.

res_igmp = igmp.igmp (
msgtype=igmp.IGMP_TYPE_QUERY,
maxresp=igmp.QUERY_RESPONSE_INTERVAL x 10,
csum=0,
address='0.0.0.0")

res_ipv4d = ipvd.ipv4 (
total_length=len (ipv4.ipv4()) + len(res_igmp),
proto=inet.IPPROTO_IGMP, ttl=1,
src='0.0.0.0",
dst=igmp.MULTICAST_TIP_ALL_HOST)

res_ether = ethernet.ethernet (
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dst=igmp.MULTICAST_MAC_ALL_HOST,
src=self._datapath.ports|[ofproto.OFPP_LOCAL] .hw_addr,
ethertype=ether.ETH_TYPE_TIP)

res_pkt = packet.Packet ()

res_pkt.add_protocol (res_ether)

res_pkt.add_protocol (res_ipv4)

res_pkt.add_protocol (res_igmp)

res_pkt.serialize ()

flood = [parser.OFPActionOutput (ofproto.OFPP_FLOOD) ]

while True:

# reset reply status.

for status in self._mcast.values() :
for port in status.keys():

status[port] = False

# send a general query to the host that sent this message.
self._do_packet_out (

self._datapath, res_pkt.data, send_port, flood)
hub.sleep (igmp.QUERY_RESPONSE_INTERVAL)

# QUERY timeout expired.
del_groups = []
for group, status in self._mcast.items():
del_ports = []
actions = []
for port in status.keys():
if not status|[port]:
del_ports.append (port)
else:
actions.append (parser.OFPActionOutput (port))
if len(actions) and len(del_ports):
self._set_flow_entry(
self._datapath, actions, self.server_port, group)
if not len(actions):
self._del flow_entry(
self._datapath, self.server_port, group)
del_groups.append (group)
if len(del_ports):
for port in del_ports:
self._del flow_entry(self._datapath, port, group)
for port in del_ports:
del status|[port]
for group in del_groups:
del self._mcast[group]

rest_time = timeout - igmp.QUERY_RESPONSE_INTERVAL
hub.sleep(rest_time)

O000ooooooooooo IGMP Report Message O 0

cooooooooooooooooOoocoOoboOoOoOooOoOoooOoboOoOooOboO0oobOboOoobooOoOoooOooDooa
IGMP Report Message 0000 0000000000000 00000O0000O00O00000000O0O00OO
cooooooboooobooocoOooOooOooboooooao

def _do_report (self, report, in_port, msg):
"""the process when the querier received a REPORT message."""
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datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

if ofproto.OFP_VERSION == ofproto_vl_0.OFP_VERSION:
size = 65535

else:
size = ofproto.OFPCML_MAX

update = False
self._mcast.setdefault (report.address, {})
if in_port not in self._mcast[report.address]:

update = True
self._mcast[report.address] [in_port] = True
if update:

actions = []

for port in self._mcast [report.address]:
actions.append(parser.OFPActionOutput (port))
self._set_flow_entry(
datapath, actions, self.server_port, report.address)
self._set_flow_entry(
datapath,
[parser.OFPActionOutput (ofproto.OFPP_CONTROLLER, size)],
in_port, report.address)

0000000O0Do0ooooo IGMP Report Message 0 D00 O00OoooQ

IGMP Query Message 00 0000000000 IGMP Report Message 1 0000000 OO0O0OOOO0ODOO
IGMP Report Message 1 0 00000000000 OCO0O0ODOOOOOODOOO0OOOOO0OOOOOODO
o0o0oooo0o0oooOo0o0oooO00oooO00ooOoO00o0oOO00ooOO00bOoO0O00ODO0O00n

ooo

def _send_query(self):
n

while True:
# reset reply status.
for status in self._mcast.values() :
for port in status.keys():
status[port] = False

# send a general query to the host that sent this message.
self._do_packet_out (

self._datapath, res_pkt.data, send_port, flood)
hub.sleep (igmp.QUERY_RESPONSE_INTERVAL)

# QUERY timeout expired.
del_groups = []
for group, status in self._mcast.items():
del_ports = []
actions = []
for port in status.keys():
if not status|[port]:
del_ports.append (port)
else:
actions.append (parser.OFPActionOutput (port))
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if len(actions) and len(del_ports):
self._set_flow_entry(
self._datapath, actions, self.server_port, group)
if not len(actions):
self._del_flow_entry(
self._datapath, self.server_port, group)
del_groups.append (group)
if len(del_ports):
for port in del_ports:
self._del flow_entry(self._datapath, port, group)
for port in del_ports:
del status|[port]
for group in del_groups:
del self._mcast[group]

rest_time = timeout - igmp.QUERY_RESPONSE_INTERVAL
hub.sleep (rest_time)

0000000000000 0 IGMP Leave Message 00 O

00000000000 0oU0o0ooo0o0oooo0oDooO0oooOoU IGMP Leave Message D 0000
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def _do_leave(self, leave, in_port, msg):
"""the process when the querier received a LEAVE message."""
datapath = msg.datapath
parser = datapath.ofproto_parser

self._mcast.setdefault (leave.address, {})
if in_port in self._mcast[leave.address]:
self._del flow_entry (
datapath, in_port, leave.address)
del self._mcast[leave.address] [in_port]
actions = []
for port in self._mcast[leave.address]:
actions.append (parser.OFPActionOutput (port))
if len(actions):
self._set_flow_entry(
datapath, actions, self.server_port, leave.address)
else:
self._del_flow_entry (
datapath, self.server_port, leave.address)

732 0000O0oooooo

ORyu O0DDDOOOO0OO0O0O0O00O0O00 OpenFlow 13000 IGMPOOOOOODODDOOOOOO
(simple_switch_igmp_13.py) 0 DI 0 0000000000000 O0O0O0OOOOOOOOODOOODOOODOOO
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73. RywO OO IGMPOOODOOOOOOODO

O_CONTEXTSO O OO

ryu.base.app_manager.RyuApp O 0000 Ryu 000000000 _CONTEXTSOOOOOODOOOOO
RywO0O0O0O0OO0O0O0O0OO0O0O0OO0OO0OOO0OOOOOO0O000000000000000000000000O0
OO00OCODIGMPOOUOOOODOUODOOO IgmpLibO00O0ODOigmplib00000O0O0O0O_CONTEXTSO
doooooood

from ryu.lib import igmplib

# ...

class SimpleSwitchIgmpl3 (simple_switch_13.SimpleSwitchl3):
OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]

_CONTEXTS = {'igmplib': igmplib.IgmpLib}

O_CONTEXTSOOOUOOOOOODODOOODOOO _init__ ODOO0ODO kwargsOODOOOODODOOODOOO
gbooooood

def _ init__ (self, =xargs, xxkwargs):
super (SimpleSwitchIgmpl3, self).__init__ (*args, xxkwargs)

elf.mac_to_port = {}
self._snoop = kwargs['igmplib']

goboobogoo

O_CONTEXTSOOOOOO IGMPOOOOOOOOOOOODOOOOO0O0ODOOOD MRy O0OOOOOO
gooooopoooooooooooooooooooooooooooIGMPO 000000 oOoooog
000 set_querier mode() 00 0000000000000 0O0O0O0O0OOOODOO

gooog (o ag
dpid str_to_dpid(‘0000000000000001*) | OOOCOOOOOOOOODOOOO ID
server_port | 2 goboobdooboobooboobooobbooboo

goOoOoOooooooooo IDOdooooo0000000000100 OpenFlow 00O O O0OOOOOOOOOODOOO
gooooooooooooboooooo 2000000 bOOooOoOooooooooooooooo

def __ _init__ (self, =xargs, x*xkwargs):
#
self._snoop = kwargs['igmplib']
self._snoop.set_querier_mode (
dpid=str_to_dpid('0000000000000001"), server_port=2)

cooooooooooooon

ooogooooooodgooooooooIGMP O ODDOOODODUODODOODOD IGMPOOOOOO
OO0OO00 Packet-In 00O DODODO EventPacketIn 000D DODODODODODOOOOODOOOOO
0CO0o00O00O0O0OO0O0OC0CDO00OCDODU0U0UO0ODORywO00ODODODOODOOOOODUOOODOO
ryu.controller.handler.set_ev_clsUO0O0O00O0O0OOOOOO
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O70IGMPOODOOOO

@set_ev_cls (igmplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match(['in_port']

ocooiGMP O ODODODODOOOOOOOOOOOUOUUOUOUOOOUOUOOMWODMODODUODUODOOOd
EventMulticastGroupStateChanged DU UOO0O0OO0ODOODOOOOODDODOOOOOOOODDODO
ooooooog

@set_ev_cls (igmplib.EventMulticastGroupStateChanged,
MAIN_DISPATCHER)
def _status_changed(self, ev):
msg = {
igmplib.MG_GROUP_ADDED: 'Multicast Group Added',
igmplib.MG_MEMBER_CHANGED: 'Multicast Group Member Changed',
igmplib.MG_GROUP_REMOVED: 'Multicast Group Removed',
}

self.logger.info("%s: [%s] querier:[%s] hosts:%s",
msg.get (ev.reason), ev.address, ev.src,
ev.dsts)

goooooolGMpOOOOOOOOOOOOOODOOODOOOODOOOOOOOOOOOOOOOOOO
ooooiGMPOOOOO0O0OOOOOOOOOOOOOODOOOOODOOOOOOOOOOOO
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0 80

OpenFlow O 0O 00O O

O0000OOpenFlow OO0 000000000 DOO0ODOOOODOO0ODOOOOOODODOOOOOODODOO
oooooo

81 000
0000000000 00oooooooO0ODOpenFlow 00 O0O0O0O0OODODODOOOOOOOOOOO
OOOpenFlow 1.000 120000000O0penFlow 1.300 40000000000000000O0O

OO000000O000OOpenFlow 0000000 O0OOOO0OOOOOOOODOO OpenFlow 1.3 0 Match
gbooooooooobooobon

MatchoOOoooOO ad
in_port dodooooooooa
in_phy_port goooooooooooo
metadata goooo0o0oO0oooooooooooooooogog
eth_dst Ethernet 000 MACO D OO
eth_src Ethernet 0000 MACODOODO
eth_type Ethemet OO0 OO OODOO
vlan_vid VLAN ID
vlan_pcp VLAN PCP
ip_dscp IP DSCP
ip_ecn IP ECN
ip_proto [POOOOOOOO
ipv4_src Ipva00O0OIPOOODO
ipv4_dst Ipva0D0O IPOODOO
tcp_src TCPOODODODODODO
tep_dst TCPOOOOOOOO
udp_src UDPODODOODOOODODO
gooooogoo
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080 OpenFlow O OO OO

TABLE 81 -000000000OO

MatchoOQOGOQOO

od

udp_dst

ubPOOO0OO0OOOOO

sctp_src SCTPOOOOOOOOO
sctp_dst SCTPOOODOOOOO
icmpv4_type ICMP O Type
icmpv4_code ICMP O Code

arp_op ARPOODOOOO

arp_spa ARPOOOO IPODODOO
arp_tpa ARPOOOOOOIPOOODO
arp_sha ARPOOOO MACOOODO
arp_tha ARPOODOODOO MACOOOO
ipv6_src IPv6 0000 IPODODODO
ipv6_dst Ipv6OOO IPOOCDOO
ipv6_flabel IPv6 0000000

icmpv6_type

ICMPv6 O Type

icmpv6_code

ICMPv6 O Code

ipv6_nd_target IPv6000000000000O0O0O0O0OOOOO

ipv6_nd_sll Ipv6O00000O0OCOOOOOOOOOOOOOOOODO
ipv6_nd_tll Ipv6O00O0O0C0OOOOOO0OOOOOUOOOODOODOOOOOOO
mpls_label MPLSOOOO

mpls_tc MPLSODOODOODOODOOO (TC)

mpls_bos MPLS O BoSO OO

pbb_isid 802.1ah PBB O I-SID

tunnel_id gddodooooooood

ipv6_exthdr Ipv6 0000000000 0OOOO

MACOOOOO IPOOOODOOOO0OOOOOOOOOOOOOOOOOOODOOOOOOOOOO

82 n0UInooooonO

goobobbooooooboooooobobobbooooobbbooooobbbbooooo bbbboooo
gboboooood
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83. JOOOUO

gobooooobgoo

gg

Goto Table (O O)

OpenFlow 1.1 00 0000000000000 0000000O0O00O00OO
GotoTable DO O O0ODOOO0ODOOOODOOOODOOOODOOODOO
00j0oo00ooo0o0ooooOoooocmooo 1ooogoooogo
VLAN-ID200 0000000000 2000000000000000
oooboobooo

ooboboooo IboooboOoboOoboo IbOoboDOooDOobOOoDODbDODbO
gogoo

Write Metadata (OO OO O)

oobooOooooOooooboOoobooooooOboOooono

Write Actions (O O)

oobooooooooooboooooooooboOooboOooooooon
oooooooobooooboooooooooboooboooooooo
ooooocooo

Apply Actions (0D OO ODO)

ooooooooOooooboooobooooOoOOoOoOoOboOoOoboOoooo

Clear Actions (DO 0 0O0O)

obooooooooobobooOoboooobooooooooo

Meter (DO ODOO)

ooboooooobooooboooooooo

RyvwO0O0OO0OO0O0O0OOOOOOOODOOOOOOOOOOOOOCOOCOOO

e OFPInstructionGotoTable

e OFPInstructionWriteMetadata

* OFPInstructionActions

e OFPInstructionMeter

Write/Apply/Clear Actions O OOPFInstructionActions D 0 0000000000000 O0O0O0O0O0O0O0O0O0O0O

O0: Write Actions 1 0 0 0000000000000 000O0COO0OOO0OO0O0O0O OpenvSwitchOOOOODODOOOO
0000 Apply Actions 000000000 OO0ODOOpen vSwitch2.1.0 000 Write Actions 000 000000C0O0O

ooo

83 00000

OFPActionOutput 0 O 0O 0O OPacket-Out 000000 FlowMod DO O OO OO0 OOOOOOOOOOOO
OO00OOO00DOOo0ODOCO00OO00OO00DO0O0OO00DOOU0DOOO0OCO0O0DOO0ODODOOO0O (max_len)
gooboobodobobooboobooooboobooobooboobDbooboobboobOoobbo
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080 OpenFlow O OO OO

0 gd

OFPP_IN_PORT gooooooogoood

OFPP_TABLE gooodoooooooboooooo

OFPP_NORMAL 00000 L2/L300000ooon

OFPP_FLOOD 0000000000000 0000000000 VLANOODOODOOOO
O000ooO0oooooooon

OFPP_ALL go0000O0OO0O0OO0OO0OO0OOO0OOOoOooooooog

OFPP_CONTROLLER | OOO0OO0OO Packet-InOD OO0 O0OOD0ODOOOOO

OFPP_LOCAL gooodooooooobooooboon

OFPP_ANY Flow Mod(delete) 0 O O 0 0O O Flow Stats Requests 0 0 0000000000
00000000000O00ooo0o0oooo0ooooooooooooon
g

max_len 0 00 O00OO0O0O0OPacket-in 000000000 OODOOOODOOOCDOOODOOODOOO
OFPCML_NO_BUFFEROOOOOOOOpenFlow OO OODOOOOOOOOOOODODODO O Packet-In OO
obobooooooobobobooo
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090

ofproto 0 0 00O

0000 RyuD ofproto 00000000000 OOOO

9.1 00O

ofproto 000000 OpenFlow 0 0 00000000000 O0O0O0O0O0O0O0O0O0O0O0O0OOOOOOO

92 0000000

O OpenFlow D0O OO0 (DOD0O0OO XY)OOOOOOOOOOODO (ofproto_vX Y)OOOOOODOOO
O (ofproto_vX_Y_parser) 0O O0O00OOD0OO OpenFlow OO OOD0OOOOOOOOOOOODOOOOO
OpenFlow 1.3 000000000000

OpenFlowOOOUOO | ODOD0OOOOO oobooooooon

1.3x ryu.ofproto.ofproto_vl_3 | ryu.ofproto.ofproto_v1_3_parser

9.21 0000000

cooobodoboooobooooooooooooooobooooooooooooaon

oo oo

OFP_VERSION oo0ooooooooog
OFPP_xxxx ooooo

OFPCML_NO_BUFFER | 0000000000000 O00OOO
OFP_NO_BUFFER ooooooogd
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090 ofproto0 0000

922 000000 oog

000000000000 OpenFlow DO ODOO0OOO0O0ODOOOOODOOOODOOOOOODOOOODOOO
coooboooooboooooboooooooOooOboOobOoOooOoOoooOoOoOoOoOOo00obOboOoobooOoOoOoOooDOoOoad
ooo

ooo od

OFPHello OFPT_HELLOOOODOO
OFPPacketOut | OFPT_PACKET OUTOOOOO
OFPFlowMod | OFPT_FLOW_MOD OOOCOO

O0O000000000000 OpenFlow 0000000000000 0O0O0O0O0OO0O0OO0O0O0OO0OOOO
goboooooobooobobooobobooobobobobooobobooboboboobobOobOobo
gobogobooobooboo

ooo goad
OFPMatch ofp_match
OFPInstructionGotoTable | ofp_instruction_goto_table

OFPActionOutput ofp_action_output

93 00OOoogag

9.3.1 ProtocolDesc 0 0 [0

O0OOO0O OpenFlow D00 0000000000000 OOODODOODOOOOO _init_ O datapath 00O
0000000 (@MOUO0O0000o00oOo0O0oO0 batapathODO00)O0O0O0O0O0O0O0OOOOOODOO

from ryu.ofproto import ofproto_protocol
from ryu.ofproto import ofproto_vl_3

dp = ofproto_protocol.ProtocolDesc (version=ofproto_vl_3.0FP_VERSION)

932 0000000000

Ryuofproto 000000 APIODOO00DODOO00DOOOOOODODOOOOOODOOODDOOOOOODOO
obooboooogog

O0: O0O0OOpenFlow 1.0000000000000O0O0C0OOOO0OR0140 2000)

Oooooo python 0O OO0
MACODOOO | ‘00:03:47:8c:al:b3’
IPva0000 ‘192.0.2.1°

IPpv6 0000 2001:db8::2’
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93. JO0OOoooQo

933 D00 ooooooooon

gooboobooobuooboooboobooobuoobbobobuooboo

OO000C0CO0O0O00D0O OpenFlowDOOOOOOOODOOOOODOOOODODOOODOOOODOCpythond
gboboooooboobobobo_0obobobooouobobbrype_00bO0DbOO0OODOO

from ryu.ofproto import ofproto_protocol
from ryu.ofproto import ofproto_vl_3

dp = ofproto_protocol.ProtocolDesc (version=ofproto_vl_3.0FP_VERSION)
ofp = dp.ofproto
ofpp = dp.ofproto_parser

actions = [parser.OFPActionOutput (port=ofp.OFPP_CONTROLLER,
max_len=ofp.0FPCML_NO_BUFFER) ]
inst = [parser.OFPInstructionActions (type_=ofp.OFPIT_APPLY_ ACTIONS,

actions=actions) ]
fm = ofpp.OFPFlowMod (datapath=dp,
priority=0,
match=ofpp.0OFPMatch (in_port=1,
eth_src='00:50:56:c0:00:08"),

instructions=inst)

O0: O0000000000000000000 import 0000000000000 O0OO OpenFlowOOOOOODO
00000000000 0OO0OOO0OO0ODOOO00 ProtocolDesc 0000000 DO ofproto, ofproto_parser 1 0 000000
oooooooo

934 000000000 0OOOOO

goboobboobobuoobooboboobooobboo
OO0 OFPPacketh DO OOCODO pidd match 0000000 pinmatchO00000000O0OOCO

OFPMatch 00000000 TLVOOOOOOOOOODOOOOOOOOOOO

print pin.match['in_port']

9.3.5 JSON

000000000000 jsondumps 0000000000000 sonloads 00000000000 0OO
cooboooooboboooboooooboboo

O0O: O0O00OOpenFlow 1.00000000000O000OOR0140 2000)

import json

print json.dumps (msg.to_Jjsondict ())
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090 ofproto0 0000

936 U000 (Woo)

gooboobodoboboobooboobobooboobbooboobbobbooboobboobOoo
oooooOoOoooooOooDOoO0O0ooOoOooooOoO0O0oDOoO0OOoRywOOOOO0ODOOODOOODODOOO
googo

O00oooooOooooooooa
1. ryu.ofproto.ofproto_parserheader 1 00 0000000000000 O00O0OO

2. 1.0000 ryu.ofproto.ofproto_parsermsg 0 000000000 0OOOO

93.7 0000 OoOoOo(uoooon)

cooboooobooooobooooooboooboobooOooooOooooOoboOoOooboboOoobooOooobooOoOooooDooa
ooooooooooooobo0oooo0oooooooDOoOrRywd0DOOooooOOoOooDOOOOoDOOOd
oooo

cooooooooooooooo
1.000000000000 serialize00000O0ODOO
2. 000000000000 bf0000OO0O0O

len’ 00 0000000000000 DO0DOOOO0OOOOO serialize0000000000O0OOO
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0100

Joooooodd

OpenFlow O Packet-In 0 Packet-Out 000 0000000000000 0O0OODOOOOOOOOOOO0OO
OCO00O0O0O0ORywOOOOOODOOOOOOOODOOODOOODOOOODOOODOOODODOOO
gobooboobbooboobbooboobboooboon

101 OOoO0OoOoOoO

1011 00000000000

RywO0O0OO0O0O0O0O0O0OOOOOOOOODOOOOOOOOOOOOOOOOOCOOODO

oOooo0O0o0oDOOoobOoOo0oOoDbOooOOO0OoOobO0O0bOOoOo0oOoDbDOobObOOoDOoOoDOoO APIDODDOO
oooboooooon

e arp
* bgp

* bpdu

* dhep

* ethernet
* icmp

e icmpv6
* igmp

* ipv4

* ipv6

e llc
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0100000000000

* lldp
* mpls
* ospf
* pbb
* sctp
* slow

* tcp

e vlan

.Vrrp

0000000000000 _init_ 0000000000 RFCOODOOO0O0O0O0OO0O0O0O0O00O00000O
oo0oO00O0O0O0O00DD0OO000000000000000000000000 0O Otype O 0 OPython built-in
0000000000000 00000 __init_ 000000tpe O0O0O0O00O0_OOOOODO

O0D000__init_ 0000000000000 00O00D00D00000000000R0 version=40000
goooooon

from ryu.lib.ofproto import inet
from ryu.lib.packet import ipv4

pkt_ipv4 = ipv4.ipv4 (dst='192.0.2.1",
src='192.0.2.2",
proto=inet .IPPROTO_UDP)

print pkt_ipv4.dst
print pkt_ipv4.src
print pkt_ipvé4.proto

1012 000000ODO0OO0O0O

RywsOOOOOOOOOO APIOOOOOOOO0ODOOCOOOOOOCOOOOOOOOOOOOCOOO
cooooooooogd

oooooog pythonO O ooOQO
MACODOOO | ‘00:03:47:8c:al:b3’
Ipvda0O0O0ODO ‘192.0.2.1°

Ipv6 0000 2001:db8::2’
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101. 0OO0OOOOO

10.1.3 0000000 (0O0)

O000000000000000 pythonOOOO0OOOODODOOODO
ooo0oooOoooooooooo
1. ryu.lib.packet.packetPacket 0000 DO O0O0O0O0O0O0O0O (dataODO0O0OO0DOOODOOOOOOO)

2.1.00000000 get_protocol 00000 DO0O0O0O0ODODOO0ODOOOOOODOOODOOONO
god

pkt = packet.Packet (data=bin_packet)
pkt_ethernet = pkt.get_protocol (ethernet.ethernet)
if not pkt_ethernet:
# non ethernet
return
print pkt_ethernet.dst
print pkt_ethernet.src
print pkt_ethernet.ethertype

1014 DO00O0O0O0O(QOOOOO)

python 000000000000 O0DOO0OOOOOOOOOODOO
O00oo0oooO0oooooooooo
1. ryu.lib.packet.packetPacket 00000 000O0O0OOCOCO
2. 0000000000000000000D00O00 (ethernet, ipv4, ...)
3.1. 00000000 add_protocol 00D O00ODOODOO0O 20000000000
4, 1.00000000 serialize 000000000000 DOOOOO

0000000000000 000DOO000C000DOO0DOO000DODO0O0DOO serializeOOOO
gboooooobooboboboooooooboobobobobooo

pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=...,
dst=...,
src=...))
pkt.add_protocol (ipv4.ipv4 (dst=...,
src=...,
proto=...))
pkt.add_protocol (icmp.icmp (type_=...,
code=...,
csum=...,
data=...))
pkt.serialize()
bin_packet = pkt.data

Scapy U0 OOOO APIDO0ODOOOOOOOOOOOODOOODOOOOODOO
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0100000000000

e = ethernet.ethernet (...)
i = ipvd.ipv4d (...)

=
Il

udp.udp(...)
pkt = e/i/u

10,2 000000 OoOOd

0000000000000 0ping0000000DO0DOOOO0DODOOOOODOO

ARP REQUEST 0O ICMP ECHO REQUEST O Packet-InO0 00000000 Packet-Out D OO0 O0OOIPO
00000 _init 000000000 0OOOO0O0ODOO0OO

from ryu.base import app_manager

from ryu.controller import ofp_event
from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vl_3

from ryu.lib.packet import packet
from ryu.lib.packet import ethernet
from ryu.lib.packet import arp
from ryu.lib.packet import ipv4
from ryu.lib.packet import icmp

class IcmpResponder (app_manager.RyuApp) :
OFP_VERSIONS = [ofproto_vl_ 3.0FP_VERSION]

def _ _init__ (self, xargs, =**kwargs):
super (IcmpResponder, self)._ _init__ (*args, xxkwargs)
self.hw_addr = 'Oa:ed:1c:dl:3e:44"
self.ip_addr = '192.0.2.9"'

@set_ev_cls (ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def _switch_features_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

actions = [parser.OFPActionOutput (port=ofproto.OFPP_CONTROLLER,
max_len=ofproto.OFPCML_NO_BUFFER) ]
inst = [parser.OFPInstructionActions (type_=ofproto.OFPIT_APPLY ACTIONS,

actions=actions) ]
mod = parser.OFPFlowMod (datapath=datapath,
priority=0,
match=parser.OFPMatch (),
instructions=inst)

datapath.send_msg (mod)

@set_ev_cls (ofp_event .EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

port = msg.match['in_port']
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10.2.

gooboobogo

def

def

def

pkt = packet.Packet (data=msg.data)
self.logger.info ("packet-in %$s" % (pkt,))
pkt_ethernet = pkt.get_protocol (ethernet.ethernet)
if not pkt_ethernet:
return
pkt_arp = pkt.get_protocol (arp.arp)
if pkt_arp:
self._handle_arp(datapath, port, pkt_ethernet, pkt_arp)
return
pkt_ipv4 = pkt.get_protocol (ipv4d.ipv4)
pkt_icmp = pkt.get_protocol (icmp.icmp)
if pkt_icmp:

self._handle_icmp (datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp)

return

_handle_arp(self, datapath, port, pkt_ethernet, pkt_arp):
if pkt_arp.opcode != arp.ARP_REQUEST:
return

pkt = packet.Packet ()

pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))

pkt.add_protocol (arp.arp (opcode=arp.ARP_REPLY,

f.hw_addr,

src_ip=self.ip_addr,

dst_mac=pkt_arp.src_mac,
dst_ip=pkt_arp.src_ip))
self._send_packet (datapath, port, pkt)

_handle_icmp(self, datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp)
if pkt_icmp.type != icmp.ICMP_ECHO_REQUEST:
return

pkt = packet.Packet ()

pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))

pkt.add_protocol (ipv4.ipv4 (dst=pkt_ipvéd.src,

src=self.ip_addr,
proto=pkt_ipv4.proto))
pkt.add_protocol (icmp.icmp (type_=icmp.ICMP_ECHO_REPLY,
code=icmp.ICMP_ECHO_REPLY_CODE,
csum=0,
data=pkt_icmp.data))
self._send_packet (datapath, port, pkt)

_send_packet (self, datapath, port, pkt):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

pkt.serialize()

self.logger.info ("packet-out %s" % (pkt,))

data = pkt.data

actions = [parser.OFPActionOutput (port=port) ]

out = parser.OFPPacketOut (datapath=datapath,
buffer_id=ofproto.OFP_NO_BUFFER,
in_port=ofproto.OFPP_CONTROLLER,
actions=actions,
data=data)

datapath.send_msg (out)
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0100000000000

O0: OpenFlow 1.200000Packet-n 000000 matchOOOOOO0O0O0OO0OOO0O0O0OOOOOOOOOOOO
ooooooOooOoooOoOoOoOoOoOoOoOOOCcOO0O0OOOOOOCOOO0OO0OOOOOCOCOOOOOOoOODOOOCOOOn
000 OpenvSwitchOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
00000000000 LINCOOOOOOoOoOOOoOoooooooooo

OO0 ping-c300000000C0C0OCOODOO

EVENT ofp_event->IcmpResponder EventOFPSwitchFeatures
switch features ev version: 0x4 msg_type O0x6 xid 0xb63c802c OFPSwitchFeatures (auxiliary_id=0,
capabilities=71,datapath_1d=11974852296259,n_buffers=256,n_tables=254)
ove onto main mode
EVENT ofp_event->IcmpResponder EventOFPPacketIn
ethernet (dst="ff:ff:ff:ff:ff:ff',ethertype=2054,src="'0a:e4: 43'), arp(dst_ip
.9',dst_mac="'00:00:00:00:00:00"',hlen=6, hwtype=1, opcode=1,plen=4,proto=2048, src_ip
='192.0.2.99',src_mac="0a:ed4:1c:dl:3e:43"), "\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
x00\x00\x00\x00\x00\x00"
packet-out ethernet (dst='Oa:e4d:1lc: :3e:43"',ethertype

dst_ip='192 2.99',dst_mac="'0a:ed: 3 43" ,hler

src_ip="'192.0.2.9"',src_mac="( ed:1c:dl: 44")
EVENT ofp_ av@nt—>1hmpRespond@r EventOFPPacketIn

(1 t='0a:ed:1 1:3e:44"',ethertype=2048, sr :ed:1c:d1l:3e:43"), ipv4 (csum
=47390,dst="'192.0.2.9"', flags=0, header_length=5, identification=3 ,offset=0, option=None, proto

packet-in ethernet

=1,sr 192.0._.99',toszO,totalflengtthé ttl1=255,version=4), icmp (code=0,csum=38471,data=echo
(data="'S,B\x00\x00\x00\x00\x00 3L) (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1lb\xlc\xld\xle\x1f !"#$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',1d=44565, seg=0), type
=8)

packet-out ethernet (dst='Oa:ed:1c:dl 43", e o >=204 sr 'Oa:ed:1c:dl: :44'), ipv4 (csum
=14140,dst='192.0.2.99', flags=0, hea c_length=5,identification=0, 0ffset=0, option=None, proto=1,
src='192.0.2.9',tos=0,total_length=84,tt1=255,version=4), icmp (code=0,csum=40519,data=echo (
data='S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1lb\xlc\xld\xle\x1f !"#$%&\"' () »+,—-./\x00\x00\x00\x00\x00\x00\x00\x00"',1d=44565, seg=0) , type
=0)

EVENT ofp_ex t—>IcmpResponder EventOFPP cetIn

packet—in ethernet (dst='0a:ed:1c:dl: ', ethertype=2048, src="0a:e4: ¢ B :43'), ipv4 (csum
=47383,dst="'192.0.2.9"',flags=0,header_length=5,identification=32292, o0ffset=0, option=None, proto
=1,src='192.0.2 )',tos=0,total_length=84,tt1=255,version=4), icmp (code=0,csum=12667,data=echo
(data="T,B\x00\x00\x00\x00\x000\x17? (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1lb\xlc\x1d\xle\x1f !"#$%&\"' () *+,—./\x00\x00\x00\x00\x00\x00\x00\x00"', id=44565, seqg=1) ,type
=8)

packet-out ethernet (dst='Oa:e4:1c:dl:3e:43',ethertype=2048, src="'0a:e4d: dl: :44'), ipv4 (csum
=14140,dst="192.0.2.99"',flags=0, header_length=5,identification=0,0ffset=0, option=None, proto=1,
src='192.0.2.9"', s=0,total_length=84,ttl1=255,version=4), icmp (code=0,csum=14715,data=echo (
data="T,B\x00\x00\x00\x00\x000\x17? (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1lb\xlc\x1d\xle\x1f !"#$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00",1d=44565, seg=1), type
=0)

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet (dst='0Oa:e4: : :3e:44"'",ethertype=2048, src= red: :3e:43"), ipv4 (csum
=47379,dst="'192.0.2.9', flags=0, header_length=5,identification ,offset=0, option=None, proto
=1,src='192.0.2.99',tos=0,total_length=84,tt1=255,version=4), 1cmp(cude:0,csum: 6863, data=echo
(data='U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1lb\xlc\xld\xle\x1f !"#$%&\"' () »+,—-./\x00\x00\x00\x00\x00\x00\x00\x00"',1d=44565, seg=2), type

packet-out ethernet (dst='Oa:ed:1c:dl:3e:43',ethertype=2048,src="'0a:ed:1c:dl:3e:44"'), ipv4 (csum
:14140,dst:'194.0.2.99',flagS:O,headeI_le 5, ident 1Ilcatlon:0,ofrset:O,optiﬂn:None,protD:l,
src='192.0.2.9',tos=0,total_length=84,tt1=255,version=4), icmp (code=0,csum=28911,data=echo (
data='U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1lb\xlc\xld\xle\x1f !"#$%&\"' () *»+,—-./\x00\x00\x00\x00\x00\x00\x00\x00",1d=44565, seg=2) , type
=0)
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10.2. DOOOOOOOO

IPOO0O0OC0O0OO0O0DO0O0O0O0DO0O00O00OOpenFlow 000000000 MITUOOODOOOODOOO
goooooooOoOoOOOOOOOOOOOODOOODODOOORyu00000000000000000
gooOoo/oC0O0OO0O0O0O0O0OO0O0000OO0DOOOOOOOOOOOOOOOODO APIOOOOOO00OO0
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0110

OF-ConfigO 0O OO O

OO0000ORyu0OOOOD0OO OF-Config 00000000 DDOO0ODDOOODOOOOO

11.1 OF-Config O OO QOO

OF-Config 0 OpenFlow D0 00000000000 OOOOOONETCONFRFC624) 00000000
0000oo0o00oo0o00ooOo000oo0o00ooOo00oOoDOo0o0oOoDOoooooono
OpenFlow 000 ONFOOOOOOODOOOOOOOOOOOOOOOOOOOO
https://www.opennetworking.org/sdn-resources/onf-specifications/openflow-config

0000000 OF-Configl.1.1 000000000

OO0: OO0 OpenvSwitch 0 OF-Config0 00O O0O0O0O0OO0OO0O0O0O0O0O0O0O0OOODOOOVSDBOOOOOOOOOO
O0OO0OOOOOF-ConfigO0OOOOOOOCOOOOpenvSwitchd OVSDBOOOOOOOOOOOOOOOCOOOOO
ooO

OovSDBOOOOOO REC70470000000000000000000 OpenvSwitchOOOOOOOOOOOOODO
OO0OF-Config 00000000000 OO0OO0OOOO0OOOODO OpenFlowOOOOOOOO0OOO0OO0O0OOOOOOOO

11.2 0000000

11.2.1 ryu.lib.of_config.capable_switch.OFCapableSwitch 0 0 O

NETCONFOOOOOOOOOOOOOoOoooO

from ryu.lib.of_config.capable_switch import OFCapableSwitch

11.2.2 ryu.lib.of_config.classes D 0000

OO0000 pythonOOOOO0ODOOO0ODOOOODOOOODOOODOOODODOOO
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https://www.opennetworking.org/sdn-resources/onf-specifications/openflow-config

0110 OF-ConfigO 0000

O00: O0O0OO0O0O00O OF-Config 1.1.1 O yang specification D 0 grouping 0 00000000000 COOCOO
0 00. OFPortType

import ryu.lib.of_config.classes as ofc

113 000

1131 00000000

SSHOOOOOOOOOOoOoOoOoOooooOoOoO0O0OOunknown_host cb00O0O0O0O0 SSHOOOOOODO
cooobodooobooooboooooooOoooboboOoobooOooooooooOobocOoOooDooOoOoobooo

sess = OFCapableSwitch (
host="'localhost',
port=1830,
username="'linc',
password="'linc',
unknown_host_cb=lambda host, fingeprint: True)

11.3.2 GET

NETCONF GET O 00D OO0OQOCO0OO0OODOOOOODOOODOOODO O O /resources/port/resource-id O
/resources/port/current-rate 0 0 0 0 0 00O

csw = sess.get ()
for p in csw.resources.port:
print p.resource_id, p.current_rate

11.3.3 GET-CONFIG

NETCONF GET-CONFIGOOOOOOOOOOoOOoOOooooo

O0: rmumming 00000 NETCONFOOOOODODOOOODODOOODOOOODOODOOODODODOOOODOODO
startup(0 000000000000 O0O00ODO)0O candidate(CO0OO0)00000000O0O0O0OOOCODOO

0000 DO0O DO /resources/port/resource-id O /resources/port/configuration/admin-state 0 0 0 0 0 0 O

csw = sess.get_config('running')
for p in csw.resources.port:
print p.resource_id, p.configuration.admin_state
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11.3. OO0

11.3.4 EDIT-CONFIG

NETCONF EDIT-CONFIGOOOOOOOOODOOOO0O0OO0O0O0O00OOGET-CONFIGO OO OOoogood
OO0 EDIT-CONFIGOOOOOOOOODOODODODOO

O0: 0000000 EDIT-CONFIGOOOOOOOOOOO0O0O0OO0O0O0O000O0O0O0O0O000O0OO00000000

0 000 0 O 0d fresources/port/configuration/admin-state 0 down 0000000

csw = sess.get_config('running')

for p in csw.resources.port:
p.configuration.admin_state = 'down'
sess.edit_config('running', csw)
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0120

Jooooood

OO0O0ODORESTOOODODODOOODOOOOOOOOOODOODODOODODOOOO

121 0000000 OOOoooO (IPv4)

goooooooooooooooooosiooooooooooooooooooooooon

hl

[P:10.0.0.1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

1211 0000

OO0 MininetOOODOOODOODOODOOOOOOOOOOOOOOOOOOOOOODODOO

$ sudo mn --topo single,3 —--mac —--switch ovsk —--controller remote -x

*x% Creating network
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012000000000

*xx Adding controller
Unable to contact the remote controller at 127.0.0.1:66

*x% Adding hosts:

hl h2 h3

*x% Adding switches:

sl

*x% Addir links:

(hl, sl1) (h2, sl1l) (h3, sl)

*x% Configuring hosts

hl h2 h3
*%%x Running terms on localhost:10.0
*x% Starting controller
Starting 1 switches
sl

*%xx Starting CLI:

mininet>

gobooboobbd xtermODOO0O0O0OOOO0OOO0ODOOOO

mininet> xterm cO

mininet>

00000000 OpenFlow DO0OOOO0 130000000

switch: s1 (root):

# ovs-vsctl set Bridge sl protocols=OpenFlowl3

00000000000 xterm OO rest_firewall 0O OO O0OO0OO

controller: cO (root):

# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ry ntroller.ofp_handler of OFPHandler
(2210) wsgi starting up on http://0.0.0.0:8080/

RyvsO0O0O0O0O000O0O0O0O0O0OOOOOOOOOOODOODOOOOOO

controller: c0O (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

1212 0000000

firewal 000 0000000000000 0D000DO0D0O00O0OD0O0O0OO0O0OOD0O00O0OODN (enable)
ooooo

152



121. DO0O00OOOOOOOO0 (IPv4)

O0: O00O0O0O00O000 RESTAPIOOOOOOOOORESTAPIOOOOOOOOOOOOO

Node: c0 (root):

# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": {

"result": "suc

"details": "firewall running."

"status": "enable",
"switch_id": "0000000000000001"

O0: RESTOOOOOOOOOOOOOOOOOOOOOOOOO

h1 00 h200 ping0 0000000000000 O0O0OOO00OO0O0O0O0O0O0OOOOOO0OOOOO0OOO
oooooooo

host: hl:

# ping 10.0.0.2

PING 10.0.0.2 2 6(84) bytes of data.
~C

-—— 10.0.0.2 ping statistics —--—-

20 packets transmitted, 0 recei 1, 100% packet loss, time 19003ms

goboobooobooboboooboon

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocke
=2048,src="'00:00:00:00:00:01"), ipv4
identification=0, off =0,optio Jone v ,total_length=84,ttl=64,

~_length=5,

version=4), icmp (code=0,csum=55644,data=echo (data='K \xaeR\x00 0\x00\x00=\xc6\r\x00\x00\
x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\xla\xlb\xlc\xld\xle\x1f !"#$
S&\' () *+,-./01234567"',1d=6952, seg=1) , type=8)

1213 00000

h10 h2000 ping00000000O0O0O0OOOOODOOODOOOOOOOOOOOOCOOOOO

gooooooOoooooooooooo IboooOOOOOOO
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ugno ug 00000 |00 | (Doo D)
10.0.0.1/32 | 10.0.0.2/32 | ICMP oo |1
10.0.0.2/32 | 10.0.0.1/32 | ICMP oo |2

Node: c0 (root):

# curl -X POST -d '{"nw_src": "10.0.0.1/32", "nw_dst":

http://localhost:8080/firewall/rules/0000000000000001

"switch_id": "0000000000000001",
"command_result": [
{

"result":

"details":

"success",

"Rule added. rule_id=1"

# curl -X POST -d "10.0.0.2/32",
http://localhost:8080/firewall/rules/0000000000000001
[

"{"nw__ Weg "nw_dst": "10.0.0.1

"switch_id": "0000000000000001",
"command_result": [
{
"result":
"details":

"success",

"Rule added. rule_id=2"

goboobodobobooboobbooboobbooboon

switch: s1 (root):

# ovs—ofctl -O openflowl3 dump-flows sl
OFPST_FLOW reply (OF1.3) (xi 0x2) :

cookie=0x0, duration=823.705s, table=0,
=NORMAL

2 n_packets=10, n_bytes=420,

cookie=0x0, duration=542.472s, n_bytes=1960,

CONTROLLER:1
cookie=0x1,
=10.0.0.1,nw_dst=10.0.0.2

table=0, n_packets=20,

2
28

duration=145.05s, table=0, n_bytes=0,
actions=NORMAL
265s, table=0,

actions=NORMAL

n_packets=0,

n_bytes=0,

oyic@

duration=118.

n_packets=0,

cookie=0x2,
=10.0.0.2,nw_dst=10.0.0.1

"10.0.0.2/32",

priority=1, icmp, nw

"nw_proto": "ICMP"}'

"nw_proto": "ICMP"}'

priority=65534,arp actions

priority=0 actions=

_Src

priority=1,icmp,nw_src

O00h20 k30000ping0 000000 IPV40O00000000O0O00OO0O0DOOOOODOOO

ugno ug 00000 | o0 | (Doo ID)
10.0.0.2/32 | 10.0.0.3/32 | any oo
10.0.0.3/32 | 10.0.0.2/32 | any oo | 4

Node: c0 (root):
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121. DO0O00OOOOOOOO0 (IPv4)

# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32"}' http://localhost:8080/
firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",

"details": "Rule added. : rule_id=3"

# curl -X POST -d '{"nw_src": .0.0. 3 "nw_dst": "10.0.0.2/32"}"' http://localhost:8080/
firewall/rules/00000000000
[

"switch_id": "000000
"command_result": [
{
"result": "success",

"details": "Rule added. : rule_id=4"

coooOoooobobooobooooooooooOoboOooooOooonn

switch: s1 (root):

OFPST_FLOW reply (OF1l.3) (xid=0x2):
cookie=0x3, duration=12.724s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src=10.0.0.2,
nw_dst=10.0.0.3 actions=NORMAL
ookie=0x4, duration=3.668s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src=10.0.0
nw_dst=10.0.0.2 actions=NORMAL
cookie=0x0, duration=1040.802s, table=0, n_packets=10, n_bytes=420, priority=65534,arp
actions=NORMAL

cookie=0x0, duration=759.569s, ] 5=20 4 5 )60, priority=0 actions=
CONTROLLER:

ookie=0x1, n 2.147: 0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src

=10.0.0.1,ny

cookie=0x2, duration=335.362s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_s
=10.0.0.2,nw_dst=10.0.0. ions=NORMAL

gobooboobbooboobooooba

h20 h3000 pingICMP) 00 O0O0O0O0O0O0O0OODOOOOOOCOOCOCOOOOOOO0O0O0O0O0O0 1000
oooooooooo

(0oo) | 000 oo 00000 |00 | (oo D)
10 10.0.0.2/32 | 10.0.0.3/32 | ICMP 0o
10 10.0.0.3/32 | 10.0.0.2/32 | ICMP oo |6

Node: c0 (root):
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# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32", "nw_proto": "ICMP", "
actions": "DENY", "priority": "10"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{

"result":

"details": . : rule_id=5"

# curl -X POST -d '{"nw_src": "10.0.0.3/32", "nw_dst": "10.0.0.2/32", "nw_proto": "ICMP", "
actions": "DENY", "priority": "10"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",

"details": "Rule added. : rule_id=6"

goboobodobobooboobbooboobbooboon

switch: s1 (root):

# ovs—ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):
x3, duration=242.155s, table=0, n_packets=0, n_bytes priority=1,ip,nw_src
.2,nw_dst=10.0.0.3 actions=NORMAL
cookie=0x4, duration=233.099s, tab , n_packets=0, n_bytes=0, priority=1, 1
=10.0.0.3,nw_dst=10.0.0.2 actions=NORMAL
cookie=0x0, duration=1270.233s, table=0, n_packets=10, n_bytes=420, priority=65534,arp
actions=NORMAL
x0, duration=989s, table=0, n_packets n_bytes=1960, priority=0 actions=CONTROLLER

(e}
)
Z

84s, tab 0, n_packets=0, n_bytes=0, priority=10,icmp,nw_src

actions=CONTROLLER:128

.578s, table=0, n_packets=0, n_bytes=0, priority=1, icmp,nw_src
.1,nw_dst=10.0.0.2 actions=NORMAL

duration=14.523s, table=0, n_packets=0, n_bytes=0, priority=10, icmp,nw_src
actions=CONTROLLER:128
4.793s, tabl ] =t n_bytes=0, priority=1,icmp,nw_s
actions=NORMAL

1214 00000

goboobooobbooboooboo

Node: c0 (root):
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# curl http://localhost:8080/firewall/rules/0000000000000001

[

"access_control_list": [

{
"rules":
{

"priority":
"dl_type":
"nw_dst":
"nw_src":
"rule_id":

"actions":

"priority":
"dl_type":
"nw_dst":
"nw_src":
"rule_id":

"actions":

1,
"IPv4",
10.0.0.3",
10.0.0.2",
3,

"ALLOW"

1,
"Ipv4",
10.0.0.2",
10.0.0.3",
4,

"ALLOW"

.000ooooooooooo (1Pvd)

"priority
"dl_type":
"nw_proto":
"nw_dst":
"nw_src":
"rule_id":

"actions":

"priority
"dl_type":
"nw_proto":
"nw_dst":
"nw_src":
"rule_id":

"actions":

".

"priority
"dl_type":
"nw_proto":
"nw_dst":
"nw_src":
"rule_id":

"actions":

".

"priority
"dl_type":
"nw_proto":
"nw_dst":
"nw_src":
"rule_id":

"actions":

10,
"IPv4",
"ICMP",
10.0.0.3",
10.0.0.2",
5,
"DENY"

1,
"IPv4",

"ICMP",
10.0.0.2",
10.0.0.1",
1,
"ALLOW"

10,
"Ipv4",
"ICMP",
10.0.0.2",
10.0.0.3",
6,
"DENY"

1,
"IPv4",
"ICMP",
10.0.0.1",
10.0.0.2",
2,
"ALLOW"




012000000000

i
"switch_id": "0000000000000001"

IP:10.0.0.1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

hle—h2
ICMP: 3F8]
Z Db W

ICMP: EEHT
Z DM 75 A]

IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

h1 OO h20 ping0 000000000000 OODOCO0ODODOO0ODOOOOping0OOOOOO

host: hl:

# ping 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_reg=1l ttl=64 time=0. ms

64 /tes from 10.0.0.2: icmp_reg=2 ttl=64 time=0. ms
64 bytes from 10.0.0.2: icmp_reg=3 ttl=64 time=0. ms
64 bytes from 10.0.0.2: icmp_reg=4 ttl=64 time=0. ms

h100 h200 ping0 0000000 firewal OOOOOO0OOO0O00O0O0OO0 KOO K20 wgetOOOODO
cooooooooooooboboooobooooon

host: hl:

# wget http://10.0.0.2
--2013-12-16 15:00:38-- http://10.0.0.2/
Connecting to 10.0.0.2:80... "C

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst='00:00:00:00:00:02"', ethertype
=2048,src="'00:00:00:00:00:01"), ipv4 (csum=4812,dst='10.0.0.2"',flags=2,header_length=5,

identification=5102, offset=0, option=None,proto=6,src="10.0.0.1"',tos=0,total_length=60,ttl=64,
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121. DO0O00OOOOOOOO0 (IPv4)

version=4), tcp(ack=0,bits=2,csum=45753,dst_port=80,0ffset=10,option="'\x02\x04\x05\xb4\x04\x02
\x08\n\x00H:\x99\x00\x00\x00\x00\x01\x03\x03\t"', seq=1021913463, src_port=~, 4,urgent=0,

window_size=14600)

h20 h3000 ping00000000000000000000000O0 h200 h30 ssh000000O0O
0000000000000000000000 (WO sshd00D00000O0000ssh000000000
00)0

host: h2:

# ssh 10.0.0.3

ssh: connect to host 10.0.0.3 port 22: Connection refused

h200 h30 ping0 00000000000 firewalJOOOOO0O0O0O0O0O00O0OO0O0OOOOO

host: h2:

# ping 10.0.0.3
PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.
.3 ping statistics —---
0 received, 100% packet loss, time 7055ms

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst='00:00:00:00:00:03"', ethertype
=2048, sr 00:00:00:00:02"'), ipv4 (csum 3,dst="'10.0.0.3"',flags=2, header_length=5,
identificat 0,0ffset=0, option=None, proto=1,src='10.0.0.2"',tos=0,total_length=84,ttl1=64,
version=4), icmp (code=0,csum=35642,data=echo (data="\r\x12\xcaR\x00\x00\ )\x00\xab\x8b\t\x00\
00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\xla\xlb\xlc\xld\xle\x1f !"#$
\"()x+,-./01234567',1d=8705, seg=1) , type=8)

v
X

1215 00000

“rule_id:5”’000rule_id:6” 00000000000

Node: c0 (root):

# curl -X DELETE -d '{"rule_id": "5"}' http://localhost:8080/firewall/rules/0000000000000001

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule deleted. : ruleID=5"

{ DELETE -d '{"rule_id": "6"}' http://localhost:8080/firewall/rules/0000000000000001
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"switch_id": "0000000000000001",

"command_result": [

{
"result": "success",

"details": "Rule deleted. : ruleID=6"

hl

[P:10.0.0.1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

hle—h?2
ICMP: ZF7]
Z Db HEHT

IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

00000000020 3000 pingICMP) 0000000000000 000Oping00000O0OO
ooooooooboooooo

host: h2:

# ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0.0. icmp_reg=1 ttl=64 time=0.841
64 bytes from 10.0. icmp_r > tt1=64 time=0.036
64 bytes from 10.0. icmp_reg=3 ttl=64 time=0.026

64 bytes from 10.0.0.3: icmp_reg=4 ttl=64 time=0.033
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12.2. 000000000000 (IPvé)

122 000000000000 (IPv4)

OOO0OO0OVLANOOOOOOOOOOOOOOoOOoOoOooooooooooooooooosioooo
oooooooobboooooooooooooooooooooboboooDboOoo

hl h3

[P:10.0.0.1 VLAN_ID: 2 IP:10.0.0.3 VLAN _ID:
MAC:00:00:00:00:00:01 110

:00:00:03

IP:10.0.0.2 VLAN_ID: 2 IP:10.0.0.4 VLAN_ID:
MAC:00:00:00:00:00:02 110
MAC:00:00:00:00:00:04

1221 0O0OO

O0O0000000o0oO0oo0OO0OO0OMmminet00000000000O0O0O0DOO0CO xxermOOOOOOOOOO
ooooooobooboooooooooboboooobboooooooooog

S sudo mn —-topo single,4 —--mac —--switch ovsk —--controller remote -x
xxx Creating network

*x% Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
xx* Adding hosts:

hl h2 h3 h4

*x% Adding switches:

sl

%% Adding links:

(hl, sl1) (h2, s1) (h3, sl) (h4, sl)

*x% Configuring hosts

hl h2 h3 h4

*x% Running terms on localhost:10.0

*x% Starting controller

*x% Starting 1 switches
sl
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*%xx Starting CLI:

mininet> xterm cO

mininet>

gooOoOoOOOoOoOOoOOoOoOoOoooooo VLANIDODOOODOODO

host: hl:

Elelela 10.0.0.1/8 dev hl-ethO
link hl-ethO name hl-eth0.2 type vlan id 2
10.0.0.1/8 dev hl-eth0.2
dev hl-eth0.2 up

10.0.0.2/8 dev h2-ethO

link h2-eth0 name h2-eth0.2 type vlan i
10.0.0.2/8 dev h2-eth0.2

dev h2-eth0.2 up

10.0.0.3/8 dev h3-ethO

link h3-ethO name h3-eth0.110 type vlan id 110
10.0.0.3/8 dev h3-eth0.110

dev h3-eth0.110 up

0.4/8 dev h4-ethO

h4-eth0 name h4-eth0.110 type vlan id 110
10.0.0.4/8 dev h4-eth0.110
dev h4-eth0.110 up

OO0OO0OoOoOoQO OpenFlowDOOOOOO 130000000

switch: s1 (root):

3

# ovs-vsctl set Bridge sl protocols=OpenFlowl

00000000000 xtermO O rest_firewall 00000000

controller: cO (root):

# ryu-manager ryu.app.rest_firewall
loading app ryu.app.rest_firewall
loading app ryu.controller.ofp_handler
instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_fi all of Res rewallAPI
FPHandler
(13419) wsgi starting up on ht
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RyvsO0O0O0O0O000O0O0O0O0O0OOOOOOOOOOODOODOOOOOO

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

1222 0000000

firewall 0 0 O (enable) DO O OO

Node: c0 (root):

# curl —-X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"0000000000000001",

"command_result": {

"switch_id":

"result": "success",

"details": "firewall running."

# curl http://localhost:8080/firewall/module/status

"enable",
"0000000000000001"

"status":

"switch_id":

1223 00000

vlan_id=2 0 10.0.0.0/80 000000 pingdCMPOOOO)000000O00O0OOCOOO00OO0OOODOOO
cooboooobobooobooooooOoobooboOoOooOooOooonn

(00O) | VLANID | 00O 00 00000 |00 | (0o0 D)
1 2 10.0.0.0/8 | any ICMP oo |1
1 2 any 10.0.0.0/8 | ICMP oo |2

Node: c0 (root):

# curl -X POST -d '{"nw_src": "10.0.0.0/8", "nw_proto":
firewall/rules/0000000000000001/2
[

"ICMP"}' http://localhost:8080/

"0000000000000001",
"command_result": [

{

"switch_id":

"result": "success",

"vlan_id": 2,

"details": "Rule added. : rule_id=1"
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# curl -X POST -d '"{"nw_dst": "10.0.0.0/8", "nw_proto": "ICMP"}' http:

firewall/rules/0000000000000001/2
[

"switch_id": "0000000000000001",

"command_result": [
{
"

"result": su

"vlan_id": 2,

"details": "Rule added. : rule_id=2

1224 0O0O0O0O

goboobooobbooboooboo

Node: c0 (root):

# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

{
"access_control_list": [
{
"rules": [
{

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"dl_vlan": 2,
"nw_src": "10.0.0.0/8",
"rule_id": 1,

"actions": "ALLOW"

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"nw_dst": "10.0.0.0/8",
"dl_vlan": 2,
"rule_id": 2,

"actions": "ALLOW"

I

"vlan_id": 2

1y
"switch_id": "0000000000000001"

//localhost:8080/
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123. 0000000000000 (IPv6)

00000000000 vlan_id=2000 h1 000000 vlan_id=2000 h20000ping000000O00O0
cooobooooobooooobooooooooooboboooon

host: hl:

# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_reg=1l ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_re ttl=64 time=0.

[ee]
)

e}

64 bytes from 10.0. icmp_reqg=3 time=0.

~ N oo W

o B O
SN

64 bytes from 10.0.0.2: icmp_reg=4 time=0.

vilan_id=1100 0000 h30 400000000000 00000000ping0000000D0OOOO

host: h3:

# ping 10.0.0.4
PING 10.0.0.4 (10.0.0.4)

-—— 10.0.0.4 ping statistics —--—-

6 packets transmitted, 0 received, packet loss, time

gobooboobbooboobboooboo

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst='00:00:00:00:00:04",ethertype
24, s '00:00:00:00:00:03"), vlan(cfi=0,ethertype=2048,pcp=0,vid=110), ipv4 (csum=9891,dst

='10.0.0.4"',flags=2,header_length=5,identification=0, 0ffset=0, option=None, proto=1, src

='10.0.0.3",tos=0,total_length=84,ttl1=64,version=4), icmp (code=0,csum=58104,data=echo (data="\

xb8\xa9\xaeR\x00\x00\x00\x00\xce\xe3\x02\x00\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\

x18\x19\xla\xlb\xlc\xld\xle\x1f !"# ./01234567"',1d=7760, seqg=4) , type=8)

123 0000000000000 (IPve)

ocoomoooooooooooog (ipv4)DoooooooooooooIpv6e00000OO0OODOOO
OoOslO000000000000000000000000000000O0000oO0o0o0o00
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hl

IP:fe80::200:ff:fe00:1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

IP:fe80::200:ff:fe00:2 IP:fe80::200:ff:fe00:3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

1231 0000

OO000o0o00oooooooooonD (pv4)o0000OMininet 10000000 OOO

$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x
*

*%x Creating network
*x% Adding controller
Unable to contact the remote controller at 127.0.0.1:6633
*%xx Adding hosts:
hl h2 h3
*x% Adding switches:
sl
*x% Adding links:
(hl, s1) (h2, sl1) (h3, sl)
*x% Configuring hosts
hl h2 h3
**x Running terms on localhost:10.0
**xx Starting controller
*x% Starting 1 switches
sl
*%xx Starting CLI:

mininet>

gobooboobbd xtermODOO000O0OO0O0O0OO0O0DOOOO

minin

mininet>

OOO0OO0O0OO0OCQO OpenFlowDOOOQOOOO 130000000

switch: s1 (root):
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# ovs-vsctl set Bridge sl protocols=OpenFlowl3

00000000000 xtermO O rest_firewall OO0 00000

controller: cO (root):

# ryu-manager ryu.app.rest_firewall
loading app ryu.app.rest_firewall
loading app ryu.controller.ofp_handler
instantiating app None of DPSet

ating context dpset

ating context wsgi

ntiating app ryu.controller.ofp_handler of OFPHandler
wsgi starting up on http://0.0.0.0:8080/

RyvsO0O0O0O0O0O00O0O0O0O0O0OOOOOOOOOOODOODOOODOOO

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

1232 0000000

firewall 0 OO (enable) 0O OO0

Node: c0 (root):

# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": {

"result": "s s

"details": "firewall running."

"status": "enable",
"switch_id": "0000000000000001"

1233 00000

h1O h2000 ping0 0000000000000 0000O0OOO0OOOOOOOOOOOOOOO

0000o00oooOoOoooOoOoooo Ibooogoooooo
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ooo 0o oooo | O (0ODO (©o)
O O ID)
fe80::200:1f:fe00:]1 fe80::200:ff:fe00:2 ICMPv6 a 1 Unicast message (Echo)
O
fe80::200:1f:fe00:2 fe80::200:ff:fe00:] ICMPv6 ad 2 Unicast message (Echo)
O
fe80::200:f:fe00:1 ff02::1:£f00:2 ICMPv6 O 3 Multicast message (Neighbor
O Discovery)
fe80::200:1f:fe00:2 ff02::1:ff00:1 ICMPv6 O 4 Multicast message (Neighbor
O

Discovery)

Node: c0 (root):

# curl -X POST -d
nw_proto":

[

"switch_id":

"ICMPv6"}'

'{"ipv6_src":

"0000000000000

"command_result": [

{

"result":

"details":

# curl -X POST -d
nw_proto":

[

"switch_id":

"ICMPv6"}'

"success",

"Rule added.

Ao

'{"ipv6_src

"0000000000000

"command_result": [

{

"result":

"details":

# curl -X POST -d
": "ICMPVE"}'
[

"switch_id":

"success",
"Rule added.

'{"ipv6_src": "

"0000000000000

"command_result": [

{

"result":

"details":

# curl -X POST -d
": "ICMPv6"}'

http://localhost:8

"success",

"Rule added.

'{"ipv6_src": "

oo1",

"fe80::200:ff:fel0O:1",
http://localhost:8080/firewall/rules/0000000000000001

rule_id=1"

fe80::

oo1i",

rule_i

fe80

oo1",

200:ff:fe00:2

00:ff:fe00:1",
http://localhost:8080/firewall/rules/0000000000000001

rule_id=3"

feB80::200:ff:fe00:2",
080/firewall/rules/0000000000000001

"ipve_dst":

"ipv6_dst":

"ipve_dst":

"ipv6_dst":

"fe80::200:ff:fe00:2", "

"fe80::200:ff:fe00:1", "

http://localhost:8080/firewall/rules/0000000000000001

"ff02::1:££00:2", "nw_proto

"ff02::1:££00:1",

"nw_proto
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123. 0000000000000 (IPv6)

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=4"

1234 00000

coooboocoooooooooboooo

Node: c0 (root):

# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"switch_id": "0000000000000001",
"access_control_list": [
{
"rules": [
{

"ipve_dst": "fe80::200:
"actions": "ALLOW",
"rule_id": 1,
"ipv6_src": "fe80::200:
"nw_proto": "ICMPv6",
"dl_type": "IPvée",
"priority": 1

"ipve_dst": "fe80::200:
"actions": "ALLOW",
"rule_id": 2,
"ipve_src": "fe80::200:
"nw_proto": "ICMPv6",
"dl_type": "IPvée",
"priority": 1

"ipve_dst": "ff02::1:££f00:
"actions": "ALLOW",

"rule_id": 3,

"ipv6_src": "fe80::200:ff:fe00:1",
"nw_proto": "ICMPv6",

"dl_type": "IPve",

"priority": 1

"ipve_dst": "ff02::1:££f00:
"actions": "ALLOW",
"rule_id": 4,

"ipv6_src": "fe80::200:ff:fe00:2",




012000000000

"nw_proto": "ICMPve",
"dl_type": "IPve",

"priority": 1

h1 OO h20 ping0 0000000000 OCOOODOOCO0ODODOO0ODOOOOping0OOOOOO

host: hl:

# ping6 -I hl-eth
PING fe 200:f
64 bytes from

()

f:£fe00:2) from £fe80::200:ff:fe00:1 hl-eth0: 56 data bytes
: fe : icmp_seg=1 ttl=64 time=0
:fe00:2: icmp_seg=2 ttl=64 time=0.0
3 ttl=64 time=0.
64 bytes from 0322008 :£e00:2: icmp_seg=4 ttl=64 time=0.

64 bytes from

N NN O

64 bytes from :fe00:2: icmp_seg=

host: hl:

# ping6 —-I hl-ethO f 2 8
PING ::200:£f£:£fe00:: 0 from fe8 200:f£f:£fe00:1 hl-ethO: 5¢

:200:ff:fe00: - Destination unreachable: Address unreachable

Hh
()

h
(0]
c oo

From
From 3¢ :ff:£fe00: i . 2 Destination unreachable: Address unreachable

ff:fel00: i ¢ 3 Destination unreachable: Address unreachable

ing statistics -—-

ransmitted, received, +3 errors, 100%

gobooboobbooboobboooboo

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst='33:33:££:00:00:03"', ethertype
=34525,src="'00:00:00:00:00:01"), ipv6(dst='£ff02::1:£ff00:3"',ext_hdrs=[],flow_label=0,hop_limit

=255,nxt=58,payload_length=32,src="'£fe80::200:ff:£fe00:1"',traffic_class=0,version=6), icmpvo6 (

code=0, csum=31381, data=nd_neighbor (dst='£e80::200:f£f:£fe00:3"', option=nd_option_sla (data=None,
hw_src='00:00:00:00:00:01"', length=1),res=0), type 35)

124 000000000000 (IPv6)

oooOdIpv600000O0O000O0OVLANOODOOOOOOOOOOOOOOOOOODOOOOOO
oooooOoOosilogoboooooooobbooooooooooooobooooooooDboOoooDoooOoo
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12.4. 000000000000 (IPve)

hl h3

IP:fe80::200:ff:fe00:1 IP:fe80::200:ff:fe00:3
VLAN_ID: 2 VLAN ID: 110
MAC:00:00:00:00:00:01 MAC:00:00:00:00:00:03
T T

IP:fe80::200:ff:fe00:2 IP:fe80::200:ff:fe00:4
VLAN ID: 2 VLAN ID: 110
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:04

1241 0O0O0O

000000000 oooooon (IPv4)000000Mininet0 0000000000

$ sudo mn --topo single,4 --mac --switch ovsk --controller remote -x

*x% Creating network

*x% Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x% Adding hosts:

hl h2 h3 h4

**x Adding switches:

sl

*x% Adding links:

(hl, s1) (h2, sl1) (h3, sl) (h4, sl)
*x% Configuring hosts

hl h2 h3 h4

**x Running terms on localhost:10.0
*x% Starting controller

x*x Starting 1 switches

« Starting CLI:

mininet> xterm cO

mininet>

O00000000000000000 VLANIDODOODOOOO
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host: hl:

addr del fe80::200:ff:fe00:1/64 dev hl-ethO
link link hl-eth0O name hl-eth0.2 type vlan id 2

addr add fe80::200:ff:fe00:1/64 dev hl-eth0.2
link set dev hl-eth0.2 up

host: h2:

addr ::200:££:£fe00:2/64 dev h2-ethO

link link h2-ethO name h2-eth0.2 type vlan id 2
addr fe80::200:£ff:fe00:2/64 dev h2-eth0.2

link dev h2-eth0.2 up

host: h3:

addr fe80::200:££:£fe00:3/64 dev h3-ethO

link link h3-ethO name h3-eth0.110 type vlan id 110
addr fe80::200:ff:£fe00:3/64 dev h3-eth0.110

link dev h3-eth0.110 up

addr fe80::200:ff:fe00:4/64 dev hd-ethO

link link h4-eth0 name h4-eth0.110 type vlan id 110
addr fe80::200:£ff:£fe00:4/64 dev h4-eth0.110

link dev h4-eth0.110 up

OO0OO0O0OoOOoQO OpenFlowDOOOOOOO 130000000

switch: s1 (root):

# ovs-vsctl set Bridge sl protocols enFlowl3

00000000000 xterm OO rest_firewall DO 000000

controller: cO (root):

# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_hand

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(13419) wsgi starting up on http://0.0.0.0:8080/

RywsOOOOOO0OODOOODOODOODOOOOODODOODODODOODODOOO

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall
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1242 0000000

firewall 0 0 O (enable) DO O OO

Node: c0 (root):

# curl —-X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": {

"result": "st

"details": "firewall running."

# curl http://localhost:8080/firewall/module/status

[

"status": "enable",
"switch_id": "0000000000000001"

1243 00000

vlan_id=2 0 fe80::/64 0000000 pingdCMPv6 O OO DO)OOOODODOODOOOOOOOOOOOOO
cooboooobobooobooooooOoobooOoboOoOooOooOooonn

(DO0OD) | VLANID | DDOO 00 |0000O0 |00 | (ooo D)
1 2 fe80::200:1f:fe00:1 | any | ICMPv6 oo |1
1 2 fe80::200:1f:fe00:2 | any | ICMPv6 oo |2

Node: c0 (root):

# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:1", "nw_proto": "ICMPv6"}' http://localhost
:8080/firewall/rules/0000000000000001/2
[

"command_result":
{
"details": "Rule added. : rule_id=1",
"vlan_id": 2,
"result": "success"
}

:| 4
"switch_id": "0000000000000001"

# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:2", "nw_proto": "ICMPv6"}' http://localhost
:8080/firewall/rules/0000000000000001/2
[
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"command_result": [
{

"details": "Rule added. : rule_id=2",

"vlan_id":

"result":

i
"switch_id": "0000000000000001"

1244 00000

gobgooboobbooboobo

Node: c0 (root):

# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"switch_id": "0000000000000001",

"access_control_list": [
"vlan_id":
"rules": [
{

"actions": "ALLOW",
"rule_id": 1,
"dl_vlan": "2",
"ipv6_src": "fe80::200:£ff:£e00:
"nw_proto": "ICMPv6",
"dl_type": "IPve",

"priority": 1

"actions": "ALLOW",

"rule_id": 2,

"dl_vlan": "2",

"ipve_src": "fe80::200:ff:£fe00:2
"nw_proto": "ICMPv6

"dl_type": "IPve",

"priority": 1

0000000000 Ovlan_id=2000 h1 000000 vlan_id=2000 h20000ping000OCOO0O
gbobooooobooboboboboooooogooo

host: hl:

hl-eth0.2 fe80::200:f
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12.5. RESTAPIO DO

from £fe80::200:ff:fe00:1 hl-eth0.2:

from fe80::200: :fe00:2: icmp_seg=1l ttl=64 time=0.
from fe80::200: :£e00:2: icmp_seg=2 ttl=64 time=0.

[©)NNe)

from £e80::200:ff:fe00:2: icmp_seqg=3 ttl=64 time=0.
from fe80::200: :fe00:2: icmp_seg=4 ttl=64 time=0.

~J o

vlan_id=11000000 h30 4000000000000 00000O00ping000000O0000O0OO

host: h3:

# ping h3-eth0.110 £fe80::200:ff:£fe00:4
PING fe80: 3 8 : 4 e80:: 0:ff:fe00:4) from fe80::2 :ff:fe00:3 h3-eth0.1]

From fe80::200:ff: :3 icmp_seqg=1 Destination unreachable: Address
From fe80:: (ff: :3 icmp_seg=2 Destination unreachable: Address

From fe80:: 3 8 00:3 icmp_seqg=3 Destination unreachable: Address

- fe80::200:ff:fe00:4 ping statistics ——-

4 packets transmitted, 0 received, +3 errors, 100% 5 S i 3014ms

goboobooobbooboobooboooboo

controller: cO (root):

rnet (dst="'33:33:££:00:00:04"', ethertype
4525,pcp=0,vid=110), ipv6(dst="f£02::1:
payload_length=32, s fe8 200:ff:£fe00
75,data=nd_neighbor (dst=" fe

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethe
33024,src="'00:00:00:00:00:03"), vlan(cfi=0,ethertype=3
£f£f00:4',ext_hdrs=[],flow_label=0,hop_limit=255, nxt=58
g3

8,
',traffic_class=0,version=6 icmpvé (code=0, csum=313
’ - ’ i ’
i

fe00:4', option=nd_option_sla (data=None,hw_src='00:00:00:00: 3',length=1), res

gobooboobobooboobobooboobobooboobbooobo

12.5 REST APIO O

0000000 rest_firewallO RESTAPIOOOOO

1251 0000000000000 0O0O

oooo | GET
URL /firewall/module/status
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012000000000

1252 000000000 O0Oooooo

good PUT
URL /firewall/module/{op}/{switch}
—op: [ “enable” | “disable” ]
—switch: [ “all” [0 0 00O ID]
od d00oooooogordisable 00000 O0OnO

1253 0000000

oooo GET

URL [firewall/rules/{switch}[/{vlan}]
—switch: [ “all” [0 0 00O ID]
—vlan: [ “all” IVLAN ID]

oo VLANIDOOOODODOoOOoODOoOO

1254 DO0O0O0OO

gooao

POST

URL

/firewall/rules/{switch }[/{vlan}]
—switch: [ “all” 100 OO ID]
—vlan: [ “all” IVLAN ID]

goo

priority:[ 0 - 65535 ]

in_port:[ 0 - 65535 ]

dl_sre:”<xX:XX:XX:XX:XX:XX>"
dl_dst:”<xX:XX:XX:XX:XX:XX>"

dl_type:[ “ARP” | “IPv4” | “IPv6” ]
NW_Sre:”<xxXX.XXX.XXX.XXX/XXx>"
nw_dst:”<XXX.XXX.XXX.XXX/XX>"

IPVv6_sre:” <xXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX: XXX
ipv6_dst:” <XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX: XX
nw_proto”:[ “TCP” | “UDP” | “ICMP” | “ICMPv6” ]
tp_src:[ 0 - 65535 ]

tp_dst:[ 0 - 65535 ]

actions: [ “ALLOW” | “DENY” ]

g

cOooooooOoOoOO0 IbOoO0oOooOooooono
ooooog
VLANIDOOOODODOODOODO
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12.5. RESTAPIO DO

1255 000000

oooo DELETE

URL /firewall/rules/{switch }[/{vlan}]
—switch: [ “all” [0 0 00O ID]
—vlan: [ “all” IVLAN ID]

oono rule_id:[ “all” | 1 - ... ]

od VLANIDOOOOOoOOoooood

1256 0000000 OOOOOOOO

gogd GET
URL /firewall/log/status

125.7 00000000000 OOOO

oooo PUT
URL /firewall/log/{op}/{switch}
—op: [ “enable” | “disable” ]
—switch: [ “all” [0 O 00O ID]
oo 00000000000 %nable’ 00000000
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0130

HRERE

OO0OO0OORESTOOOOODOOODOOOODOOODDOOODOOOOO

131 0000000000000

coooooooooooooboooooo@oOo)ooooDOODOODOOODOOOCODOOObOO0OO0

goboobboooboobboooboon

h2
S2

o switch _id:
0000000000000002

sl

switch_id: S3
0000000000000001 switch id:
0000000000000003
!
h3
IP;: 172.16.20.10 IP: 192.168.30.10

13.1.1 0000

OO0 Mininet 0000000000 0mn 0000000000 O00ODODOO0ODODOOODOO
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goood g EEN

topo linear,3 | 30 0000000000000 00OOOOO
mac od 00000000 MACOODOOOOOOO
switch ovsk Open vSwitchO OO OO

controller remote | OpenFlow OO0 0O0O0O0OOOOCOOOCOCOOOO
X go xterm J O 000

cooooooboooboogo

$ sudo mn —--topo linear,3 --mac —--switch ovsk —--controller remote -x
*x% Creating network
*x% Adding controller

Unable to contact the remote controller at

*x% Adding hosts:

*x% Adding links:

(hl, sl1) (h2, s2) (h3,

*x*% Configuring hosts

hl h2 h3

*%xx Running terms on localhost:10.0
*x% Starting controller

**xx Starting 3 switches

sl s2 s3

*%xx Starting CLI:

mininet>

goboobogbbd xtermODOO0O000OO00O0OO0ODOOOO

0000000000000 OpenFlow DO0OOOO0 130000000

switch: sl (root):

# ovs-vsctl set Bridge sl protocols=OpenFlowl3

switch: s2 (root):

# ovs-vsctl set Bridge s2 protocols=0OpenFlowl3

switch: s3 (root):

# ovs-vsctl set Bridge s3 protocols=OpenFlowl3

obobooooooooooboobOobobooobo IPObD0ObDOOODOOOOO IPODODODODODOODODO

host: hl:

# ip addr del 10.0.0.1/8 dev hl-ethO

# ip addr add 172.16.20.10/24 dev hl-ethO
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host: h2:

# ip addr del 2/8 dev h2-eth0

# ip addr add 10.10/24 dev h2-eth0

host: h3:

addr del

addr add

O00000o00o0oon xteem OO rest_router 1 0 OO0 0000

controller: cO (root):

# ryu-manager ryu.app.rest_router
loading app ryu.app.rest_router
p_handler

loading app ryu.controller.of
EiSEl=

instantiating app None of D
creating context dpset
creating context wsgi
instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_ha r of OFPHandler
(2212) wsgi starting up on http://0.0.0.0:8080/

RywO0O0O00000O00O0O0O0O0O0O0O0OOOOOOOOOOOODOOO

controller: cO (root):

[RT
[RT
[RT
[RT
[RT
[RT

INFO] switch_id=0000000000000003: S SW config for TTL error packet in.
INFO] switch_1d=0000000000000003:
INFO] switch_1d=0000000000000003:
INFO] switch_1id=0000000000000003:
INFO] switch_id=0000000000000003: Start cyclic routing table update.
INFO] switch_id=0000000000000003: Join as router.

ARP handling (p t in) flow [

® O
ot

n n n

)
o

default route (drop) flow [cookie=0x0]

11
11
11
11
11
11

]
]
]
]

O000oo0ooo3000oooooooooood

1312 0000000

goboobboobooooboo

000000 s1000000172.16.20.1/24000172.1630.30240 0000000

O0O: O0DDO0OO0OO0O0000 RESTAPIODOOOOODOOOOORESTAPIDDOOOOOODOODOD

Node: c0 (root):

L2 switching (normal) flow [cookie=0x0

# curl -X POST -d '{"address":"172.16.20.1/24"}"' http://localhost:8080/router/0000000000000001

"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",
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"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "172.16.30.30/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{
"result": "success",
"details": "Add address [address_id=2]"

O0: RESTOOOOOOOOOOOOOOOOOOOOOOOOO

OOOOCO0O0OD0O s2000000172.16.10.1/24013 172.16.30.1/2411 192.168.10.1/240 000000 0O

Node: c0 (root):

# curl -X POST -d '{"address":"172.16.10.1/24"}"' http://localhost:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{
"result": "success",
"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "172.16.30.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{
"result": "success",
"details": "Add address [address_id=2]"

# curl -X POST -d '{"address": "192.168.10.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{
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"result": "success",

"details": "Add address [address_id=3]"

O0OO0O0C0OO0OD s$3000000192.168.30.1/240 00 192.168.10.20240 0000000

Node: c0 (root):

# curl —-X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000003

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "192.168.10.20/24"}"' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=2]"

ocooooIlpOCOOOCOOOOOOOO0OOO0OO0O0O0O0O0O00O0O0O0O0O0O0O0O0O0O0O0O0O0O0O000O0

host: hl:

# ip route add default via 172

host: h2:

# ip route add default via 172

host: h3:

# ip route add default via 192.

1343 00000000000

gobooboooboobboooboon
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000000 sl000000000000000 s20000000

Node: c0 (root):

# curl -X POST -d '{"gateway": "172.16.30.1"}' http://localhost:8 router/0000000000000001
[

"switch_id": "00000000000000OC0O1",
"command_result": [
{
"result": "success",
"details": "Add route [route_id=1]"

OO0 s200000000000000s10000000

Node: c0 (root):

# curl -X POST -d '{"gateway": "172.16.30.30"}"' http://localhost:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success"

’
"details": "Add route [route_id=1]"

000 s300000000000D000 s20000000

Node: c0 (root):

# curl -X POST -d '{"gateway": "192.168.10.1"}"' http://localhost:8080/router/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [

{

"result": "success",

"details": "Add route [route_id=1]"

1314 00000000

OO0 20000000 s3000000 (192.16830.024)00000000000O0ODO0O0O0O0O0O

Node: c0 (root):
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# curl -X POST -d '{"destination": "192.168.30.0/24", "gateway": "192.168.10.20"}' http://
localhost:8080/router/0000000000000002
[
{
"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",

"details": "Add route [route_id=2]"

h2

172.16.10.0/24

172.16.30.1/24 " 11192.168.10.1/24
172.16.30.0/24

172.16.30.30/2 92.168.10.20/24

e
S 1653

1/24 =

—
¢

1315 0000000

coooooobooooboooooooo

Node: c0 (root):

# curl http://localhost:8080/router/0000000000000001
[
{
"internal_network": [
{
"route": [

{

"route_id": 1,
"destination": "0.0.0.0/0",

"gateway": "172.16.30.1"
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] 4

"address": [

{
"address_id": 1,
"address": "172.16.20.1/24"

"address_id": 2,

"address": "172.16.30.30/24"

"switch_id": "0000000000000001"

# curl http://localhost:8080/router/0000000000000002
[

"internal_ network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.30"

"route_id": 2,
"destination": "192.168.30.0/24",
"gateway": "192.168.10.20"

] 4
"address":

{
"address_id": 2,

"address": "172.16.30.1/24"

"address_id": 3,
"address": "192.168.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000002"

# curl http://localhost:8080/router/0000000000000003
[

"internal_network": [

{
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"route": [
{
"route_id": 1,

"destination": 0 .0.0/0",

"gateway": 92.168.10.1"

"address_id": 1,
"address": "192.168.30.1/24"

o)

"address_id": 2,

"address": "192.168.10.20/24"

"switch_id": "0000000000000003"

O00000ping00000000000000000NR200 K30 ping0000000000000O0OO
ooooooooon

host: h2:

# ping 192.168.30.10

PING 192.168.30.10 (192.168.30.10) 56(84) bytes of d .

64 bytes from 192 5 ] ttl=62 8

64 bytes from 192. .30. H . ttl=62 time=0.402
64 bytes from 192.168. . g 3 ttl=62 time=0.089
64 bytes from 192. .30.10: 2g=4 ttl=62 time=0.065

OO00h200 h O ping0 0000000000000 O00ODODOO0ODOOOOOOOO

host: h2:

# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) by of data.

64 bytes from 172.16 .10: i 5 i 3.2 ms
64 bytes from 172.16.20.10: icmp_reqg=2

64 bytes from 172.16.20.10: icmp_reg=3 ttl=62 time=0.057 ms
64 bytes from 172.16. .10: icmp_reg=4 ttl=62 time=0.048 ms

1316 OO0O0O0OO0O0O

000200000000 s30000000000DOO0O00OOOOd

Node: c0 (root):

# curl —-X DELETE -d '{"route_id": "2"}' http://localhost:8080/router/0000000000000002
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"switch_id":

"command_result": [
{

"result":

"details":

"Delete route

"0000000000000002",

"success",

[route_id=2]"

000 s200000000000000000000 s$30000000000000000O0O0000O0O0O0

coooo

Node: c0 (root):

# curl http://localhost:8
[

"internal_network":
{
"route":
{
"route_id":

"gateway":

] 4

"address":

{

"address_id":

2
"172

"address":

destination":

"172.

router/0000000000000002

[

1,
"0.0.0.0/0",
16.30.30"

’

.16.3

"address_id":

"address":

"192.168.10.1/24"

"address_id": 1,

"address":

"switch_id":

"172.16.10.1/24"

"0000000000000002"

OoOOOOping00000000000O0O0O0K200 h30OOOOOOOOOOOO0OO0OOO0O00O00O0O

ogobooboogo

host: h2:

# ping 192.168.30.10
PING 192.168.30.10

(192.168.30.10)

192.168.30.10 ping statistics ——-—

188



131. DO0000O0O0OOOOOOO

12 packets transmitted, 0 received, 100% packet loss, time 11088ms

1317 0000000

OO0O0s10000000000172.16.20.12400000000

Node: c0 (root):

# curl -X DELETE -d '{"address_id": "1"}' http://localhost:8080/router/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Delete address [address_id=1]"

O00s100000000000000000000s1 000000 IPOO0O0OOODONI172.16.20.1/240
coooboooooooooboboooon

Node: c0 (root):

# curl http://localhost:8080/router/0000000000000001
[

"internal_ network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "17°2
}
1,
"address": [
{
"address_id": 2,
"address": "172.16.30.30/24"

"switch_id": "0000000000000001"

OO0D0O0ODping00000C0O0ODOOOOCODOOK200 K O00KW ODOODOOOOOOOOOOOOOO
OO00slO000OO000DbO00ooooooooooDbobooon

host: h2:
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# ping 172.16.20.10
PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.
A

-—— 172.16.20.10 ping statistics —-—-—

19 packets transmitted, 0 received, 100% packet loss, time 18004ms

13.2 J00O0O0O0O0O0O0O00OD

OODOVLANDOODOOOOOOoOOoOoDOoooOooooooooooooooooooooo(@oo)ao
coooooooooooooOoOoOoOoO0oOoObOOoOobOOo0oOoOoOOOODObC0Ob0ObOOOOooon

hls2 h2s2
192.168.30.10/24 192.168.30.11/24

D=2 VLAN ID=110

sl

0000000000000002 3
0000000000000001 S

0000000000000003

r

= |
h2sl
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

13.21 0OO0OO

OO0 MininetOOODOOODOODO00mn O000000000O0O0O0O0OOOOOOOOO

ooooo O oo

topo linear,3,2 300000o0ooooooaoo
ooooooo
(OO0o0ooo 200000000
ooo)

mac EEN 00o0ooooo MACODOOO
oooooo

switch ovsk Open vSwitchO OO OO

controller remote OpenFlow 00 O0OO0OOO0DOO0O
goobooon

X oo xterm 00O 000
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cooooooboooboogo

$ sudo mn —--topo linear, 3,2 --mac —--switch ovsk --controller remote -x

*x*% Creating network

*x% Adding controller

Unable to contact the remote controller at 127.0.0.1:6
*x% Addi hosts:

hlsl hls2 hls3 h2sl h2s2 h2s3

*x% Adding switches:

sl s2

*%% Adding links:

(hlsl, sl1) (hls2, s2) (hls3, s3) (h2: sl) (h2s2,
*x*% Configuring hosts

hlsl hls2 hls3 h2sl h2s2 h2s3

*x% Running terms on loc

*x*% Starting controller

**x Starting 3 switches

sl s2 s3

*%xx Starting CLI:

mininet>

gobooboobbd xtermODOO0O0O0O0OO0OO0OO0ODOOOO

mininet> xterm cO

mininet>

0000000000000 OpenFlow DO OOOO0O 130000000

switch: s1 (root):

# ovs-vsctl set Bridge sl protocols=0OpenFlowl3

switch: s2 (root):

# ovs-vsctl set Bridge s2 protocols=OpenFlowl3

switch: s3 (root):

# ovs-vsctl set Bridge s3 protocols=0OpenFlowl3

0000000000000 0D0000 VLANIDOOOOOOOO IPOOOOOOOOOOO

host: hlsl:

elela 10.0.0.1/8 dev hlsl-ethO

link link hlsl-ethO name hlsl-eth0.2 type vlan id 2
addr 172.16.10.10/24 dev hlsl-eth0.2

link dev hlsl-eth0.2 up

host: h2s1:

10.0.0.4/8 dev h2sl-eth0
link h2sl-eth0 name h2sl-eth0.110 type vlan id 110

172.16.10.11/24 dev h2sl-eth0.110
dev h2sl-eth0.110 up

host: h1s2:
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10.0.0.2/8 dev hls2-ethO

link hls2-ethO name hls2-eth0.2 type vlan id 2
192.168.30.10/24 dev hls2-eth0.2

dev hls2-eth0.2 up

.0.5/8 dev h2s2-eth0

p link add i 2s2-eth0 name h2s2-eth0.110 type vlan id 110
addr add 1 o .11/24 dev h2s2-eth0.110
link : e eth0.110 up

10.0.0.3/8 dev hls3-ethO

link hls3-ethO name hls3-eth0.2 type vlan id 2
172.16.20.10/24 dev hls3-eth0.2

dev hls3-eth0.2 up

10.0.0.6/8 dev h2: thoO

link h2s3-eth0 name h2s3-ethO. 4 vlian id 110
172.16.20.11/24 dev h2s3-eth0.]

dev h2 th0.110 up

00000000000 xtermOO rest router 100000000

controller: cO (root):

# ryu-manager ryu.app.rest_router
loading app ryu.app.rest_router
loading app ryu.controller.ofp_handler
instantiating app None of DPSet
creating context dpset
eating context wsgi
instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2447) wsgi starting up on http://0.0.0.0:8080/

RysO0OOOO0OODOOODOODOODOODOOODODODOODOODOODODOO

controller: cO (root):

[RT
[RT
[RT
[RT
[RT
[RT

INFO
INFO
INFO
INFO
INFO
INFO

10 ]
10 ]
11 ] switch_id=0000000000000003: Set L2 switching (normal)
10 ]
10 ]
10 1

gooooooo300oo0O0O0O0O0b0oobooboobooboo

switch_1d=0000000000C S SW config for TTL error packet in.
switch_id=0000000000000003: S ARP handling (packet in)

switch_id=0000000000C 0] € default route (drop) flow [cookie=0x0]

switch_1d=000000000000 3: Start cyclic routing table update.
switch_id 0000000000 3: Join as router.
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13.22 0000000

goboobboobooooboo

oooOoOoO0s1000000172.16.10.1/2400010.10.10.1/24000000000000 VLANIDOOO
ooooooooboooon

Node: c0 (root):

# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router
/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "10.10.10.1/24"}"' http://localhost:8080/router
/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=2]"

# curl -X POST -d '{"address": "172.16.10.1/24"}"' http://localhost:8080/router
/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "10.10.10.1/24"}"' http://localhost:8080/router
/0000000000000001/110
[

"switch_id": "0000000000000001",
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"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=2]"

OO0O0OO0O0O0O0 s2000000192.168.30.1/2400010.10.10.2240 0000000

Node: c0 (root):

# curl —-X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "10.10.10.2/24"}"' http://localhost:8080/router

/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=2]"

# curl -X POST -d '{"address": "192.168.30.1/24"}"' http://localhost:8080/router
/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"
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# curl -X POST -d '{"address": "10.10.10.2/24"}' http://localhost:8080/router
/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=2]"

OO0O0OQ0Q0OQ0OD s3000000172.16.20.1/2400010.10.103/240 0000000

Node: c0 (root):

# curl -X POST -d '{"address": "172.16.20.1/24"}"' http://localhost:8080/router
/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost:8080/router
/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=2]"

# curl -X POST -d '{"address": "172.16.20.1/24"}"' http://localhost:8080/router
/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"




0130000

# curl -X POST -d '{"address": "10.10.10.3/24"}"'

/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",

"vlan_id": 110,

"details": "Add address [address_id=2]"

http://localhost:8080/router

oOo0ooo pPO0OO0O00ODOOO0ODOOO0ODOO0ODOOOOOOOOODOOOODDODOODOOOO

host: hlsl:

# ip route

host: h2s1:

# ip route default

host: h1s2:

# ip route default

host: h2s2:

# ip route

host: h1s3:

# ip route default 72.16.20.1

host: h2s3:

# ip route default

coooOooooboboooboooooon
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13.2. 000000000000

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=110

= \

b i KX o
hlsl h2s1 hls3 h2s3
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

13.23 0000000000000 0OO0O0O

gbobooooobooboboboboooobooogoogo
goOoO0COCOsl0O0000000ooo0ooooo 20000000

Node: c0 (root):

# curl -X POST -d '{"gateway": "10.10.10.2"}"' http://localhost:8080/router/0000000000000001/2
[
{
"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",
"vlan_id": 2,

"details": "Add route [route_id=1]"

# curl -X POST -d '{"gateway": "10.10.10.2"}"' http://localhost:8080/router
/0000000000000001/110
[

{
"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",
"vlan_id": 110,

"details": "Add route [route_id=1]"
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000 s20000000000000O0slO0O0O0OOO

Node: c0 (root):

# curl -X POST -d '{"gateway": "10.10.10.1"}' http://localhost:8080/router/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "s

"vlan_id":

"details": "Add route [route_id=1]"

# curl -X POST -d '{"gateway": "10.10.10.1"}' http://localhost:8
/0000000000000002/110
[

"switch_id": "00000000000¢
"command_result": [
{
"result": "success"
"vlan_id": 110,

"details": "Add route [route_id=1]"

’

000 s$300000000000000 s20000000

Node: c0 (root):

{ POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/router/0000000000000003/2

"switch_id": "000000
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add route [route_id=1]"

# curl -X POST -d '{"gateway": "10.10.10.2"}"' http://localhost:8
/0000000000000003/110
[
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"switch_id": "00000000000000C

"command_result": [

{
"result": "success",
"vlan_id": 110,
"details": "Add route [route_id=1]"

000000 20000000 3000000 (172.16.20024)000000000000000000
vlan_id=200000000000

Node: c0 (root):

# curl -X POST -d '{"destination": "172.16.20.0/24", "gateway": "10.10.10.3"}' http://
localhost:8080/router/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add route [route_id

13.24 0000000

coooooobooooboooooood

Node: c0 (root):

# curl http://localhost:8080/router/all/all

"internal network": [
{1,
{
"route":
{

"route_id": 1,

"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"

I
"vlan_id": 2,
"address": [
{
"address_id": 2,
"address": "10.10.10.1/24"
b
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"address_id": 1,
"address": "172.16.10.1/24"

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"

I
"vlan_id": 110,
"address": [
{
"address_id": 2,

"address": "10.10.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000001"
by
{
"internal_ network": [
{},
{
"route": [
{
"route_id": 2,
"destination": "172.16.20.0/24",
"gateway": "10.10.10.3"

"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"

1,
"vlan_id": 2,
"address": [
{
"address_id": 2,
"address": "10.10.10.2/24"

"address_id": 1,

"address": "192.168.30.1/24"

"route": [

{




gobooboooboo

"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"

1,
"vlan_id": 110,
"address": [
{
"address_id": 2,

"address": "10.10.10.2/24"

"address_id": 1,
"address": "192.168.30.1/24"

"switch_id": "0000000000000002"
bo
{
"internal_ network": [
{},
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"

1,
"vlan_id": 2,
"address": [
{
"address_id": 1,

"address": "172.16.20.1/24"

"address_id": 2,
"address": "10.10.10.3/24"

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"

1,
"vlan_id": 110,
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"

"address_id": 2,

"address": "10.10.10.3/24"
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"switch_id": "0000000000000003"

coobOoooboobobooOooooOooboooooooa

oo VLAN IPODOCOO coooo ocoooo
O ID ooo
sl 2 172.16.10.1/24, 10.10.10.2(s2)
10.10.10.1/24
sl 110 172.16.10.1/24, 10.10.10.2(s2)
10.10.10.1/24
s2 2 192.168.30.1/24, 10.10.10.1(s1) | 0 O:172.16.20.0/24, 00000
10.10.10.2/24 0:10.10.10.3(s3)
s2 110 192.168.30.1/24, 10.10.10.1(s1)
10.10.10.2/24
s3 2 172.16.20.1/24, 10.10.10.2(s2)
10.10.10.3/24
s3 110 172.16.20.1/24, 10.10.10.2(s2)
10.10.10.3/24

his1 OO his3 000 ping0 0000000000 vlan_id=20000000000000 s20 83000
gbobooooobooboboboboooogog

host: hlsl:

# ping 172.16.20.10
PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.
64 bytes from 172.16.20.10: icmp_reg=1 ttl=61 time=45.9 ms

64 bytes from 172.16.20.10: icmp_reg=2 ttl=61 time=0.257 ms
64 bytes from 172.16.20.10: icmp_reqg=3 ttl=61 time=0.059 ms
64 bytes from 172.16.20.10: icmp_reg=4 ttl=61 time=0.182 ms

h2s1 00 h2s3 000 ping0 0000000000 vlan_id=1100000000000000 s20 s300
gbobooooobooboboboboooooogoogon

host: h2s1:

# ping 172.16.20.11
PING 172.16.20.11 (172.16.20.11) 56(84) bytes of data.

-—— 172.16.20.11 ping statistics —--—-—

Q

8 packets transmitted, 0 received, 100% packet loss, time 7009ms
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hls2 h2s2

192.168.30.10/24 192.168.30.11/24

r L]
hlsl h2s1 hls3 h2s3
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

gobooboobobooboobbooboobbooboon

13.3 REST API OO

0000000 rest_ router 0 RESTAPIOOOOO

13.3.1 00000

oooo GET

URL /router/{switch}[/{vlan}]

—switch: [ “all” [0 0 00O ID]

—vlan: [ “all” IVLAN ID]

oo VLANIDOOOOOoOOOoooooo
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1332 0000000

good POST

URL /router/{switch}[/{vlan}]
—switch: [ “all” 100 OO ID]
—vlan: [ “all” IVLAN ID]

oog address:”<xXXX.XXX.XXX.XXX/XX>"

od doddddoooooooooooooooon
VLANIDOOOODODOoOODOO

13.33 00000000

ogood POST

URL /router/{switch}[/{vlan}]
—switch: [ “all” 100 OO ID]
—vlan: [ “all” IVLAN ID]

oood destination:”<xxX.XXX.XXX.XXX/XX>"
gateway:” <XXX.XXX.XXX.XXX>"

oo VLANIDOOOODODOoOOoODOO

1334 00000000000

oooo POST
URL /router/{switch}[/{vlan}]
—switch: [ “all” |00 0O O ID]
—vlan: [ “all” IVLAN ID]
oood gateway:” <xXX.XXX.XXX.XXX>"
oo VLANIDOOOODODOoOOoODOO

1335 0000000

oooo DELETE
URL /router/{switch}[/{vlan}]
—switch: [ “all” [0 0 O 0O ID]
—vlan: [ “all” IVLAN ID]
oono address_id:[ 1 - ... ]
od VLANIDOOOOOoOOoDooood
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13.36 D000 OO

oooo DELETE
URL /router/{switch}[/{vlan}]
—switch: [ “all” [0 0 00O ID]
—vlan: [ “all” IVLAN ID]
oono route_id:[ 1 - ... ]
od VLANIDOOOOOoOOoooood
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0 14 0

QoS

OO0OO0OORESTOOODODOO QoSOO0O0ODOOOOODDOODOOONn

141 QoSO OO

QoS(Quality of Service) 0 0 00 O0D0O000OO0COO0ODOOOO0OOCOODOODOOOOCOOGODOODOO
oooooooobooobooobOoooooobOooobooOoooOoobDOobOobobOoOobOobOoDoboOoDO
OpenFlow OOOOOOOOO QoSOODOOODOODO

142 000000 QoSOOOO

O0O000oo0oo0oooooo0do0Quene0 000000000 O0OODOOOOOOODOODOOO
OO0O0O000O0COOFS1IOwANOODOOOOOooooOoooooooooooooooooooooodg
goo

OFS1

WAN

congestion!!

1421 0O0OO

000 Mininet O0000000000mnO00000000000O00000OCDOO0OOO
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gooog 0 aad

mac od doo0ooooo MACOOODOODOoOOooo
switch ovsk Open vSwitchO OO OO

controller remote | OpenFlow D0 0000000 OOODOODOOO
X go xterm J 0000

goboobooooboobooo

$ sudo mn --mac —--switch ovsk --controller remote -x
**xx Creating network
*x% Adding controller

Unable to contact the remote controller at 127.0.0.1:6

*x* Adding hosts:
hl h2

*x% Adding switches:

sl

*%% Adding links:

(hl, sl1) (h2, sl)

*x*% Configuring hosts

hl h2

*%xx Running terms on localhost:10.0
*x*% Starting controller

**xx Starting 1 switches

sl

*%xx Starting CLI:

mininet>

gobooboobbd xtermODOOO0OO00OOO0OOO0ODOOOO

mininet> xterm cO

mininet>

OOO0O0OO0O0000000 OpenFlow 0000000 1300000000000VSDBOOOOOOOO
gooee3200000000O0O0OODOODODODODO

switch: s1 (root):

# ovs-vsctl set Bridge sl protocols=OpenFlowl3

# ovs-vsctl set-manager ptcp:6632

Oo00Mooooo0ooooooOn simple_switch_13.py000000Orest qos.py 0000000
O0000000000000000000000000Osimple_switch_13.py000000000 tableid:1 O
gobooboobboob

controller: cO (root)

# sed '/OFPFlowMod(/,/)/s/)/, table_id=1)/' ryu/ryu/app/simple_switch_13.py > ryu/ryu/app/

gos_simple_switch_13.py

# cd ryu/; python ./setup.py install

OO0OC0OO0OO0ODOO0OOO xterm OO0 rest_qosO qos_simple_switch_130 rest_conf_swittch OO OO O 000

controller: cO (root):
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# ryu-manager ryu.app.rest_gos ryu.app.gos_simple_switch_13 ryu.app.rest_conf_switch

loading app .app.rest_gos
loading app ryu.app.qgos_simple_switch_13
loading app ryu.app.rest_conf_ switch
loading app ryu.controller.ofp_handler
loading app ryu.controller.ofp_handler
loading app .controller.ofp_handler
instantiating app None of DPSet
creating context dpset
instantiating app None of ConfSwitchSet
creating context conf_switch
creating context wsgi
instantiating app ryu.app.rest_conf_switch of ConfSwitchAPI
instantiating app ryu.app.gos_simple_switch_ 13 of SimpleSwitchl3
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_gos of RestQoSAPI
519) wsgi starting up on http://0.0.0.0:8080/

RyvO0O0O0O0O0O0O0O0O0O0O0O0OOOOOODOOOOODOOOOOOOOO

controller: cO (root):

[QoS] [INFO] dpid=0000000000000001: Join gos switch.

coooooobooooboooooooo

14.2.2 Queue 0 0O

OO0O0OO0O0 QueweODOOODOODO

OooID | 00000 |ooO000o
0 500Kbps | -
1 (1Mbps) 800Kbps

O0: O00O0O0O00O0O00 RESTAPIODOOOOOOOORESTAPIOOOOOOOOOOOOO

goooovSbBOOOOOOOOOOOOOOOOO

Node: c0 (root):

# cur
/0000000000000001/0ovsdb_addr
#

1 -X PUT -d '""tcp:127.0.0.1:6632""' http://localhost:8080/v1.0/conf/switches

O000OQuene 00O DOOOOODO

# curl -X POST -d '{"port_name": "sl-ethl", "type": "linux-htb", "max_rate": "1000000", "
queues": [{"max_rate": "500000"}, {"min_rate": "800000"}]}"' http://localhost:8080/gos/queue
/0000000000000001

"switch_id": "0000000000000001",

"command_result": {

"result": "success",
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"details": {
"O": {

"config":

"max-rate": "500000"
}
I
"l |
"confi
"min-rate": "800000"

OO0: RESTOOOOOODOOOOOOODOOOOOOOOODOO

14.2.3 QoSO OO

goboobooboboobooboboooboo

(oo) | 0o 00000 | 00000 | Queue ID | (QoS ID)
1 10.0.0.1 | 5002 UDP 1 1

Node: c0 (root):

# curl -X POST -d '{"match": {"nw_dst": "10.0.0.1", "nw_proto": "UDP", "tp_dst":

actions":{"queue": "1"}}' http://localhost:8080/qos/rules/0000000000000001

[

"switch_id": "0000000000000001",
"command_result": [

{
1

"result": "success",

"details": "QoS added. : gos_id=1"

1424 0O0O000O0O

gobooobbooobuoobboooboon

Node: c0 (root):
# curl -X GET http://localhost:8080/gos/rules/0000000000000001

[

"switch_id": "0000000000000001",

"command_result": [

"qos": [

"5002"},

n
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"priority": 1,
"dl_type": "IPv4",
"nw_proto": "UDP",
"tp_dst": 5002,
"gos_id": 1,
"nw_dst": "10.0.0.1",

"actions": [

[
1

"queue": "1"

1425 0000

OO00C0ODiperf 00000000000 OKW ODOODOOOOOOODO UDPO 5001 0000 5002
O0O000000000h20000000000 h10OS0010000 1MbpsO UDPOOOOOOOKLO
50020000 IMbpsO UDPOOOOOOOOOCOOCOO

OO0: 000000000000 iperfthttp://iperf.fr/) D00 O00D0Oiperf 00 0000000000000 OO0OOOO
oooooooo

O00hlOR20000000000000000O0

mininet> xterm hl

mininet> xterm h2

Node: h1(1) (root):

# iperf -s -u -i 1 -p 5001

Node: h1(2) (root):

# iperf -s -u -i 1 -p 5002

Node: h2(1) (root):

# iperf -c 10.0.0.1 -p 5001 -u -b 1IM

Node: h2(2) (root):

# iperf -c 10.0.0.1 -p 5002 -u -b 1M
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Node: h1(1) (root):

port 5001 connected with 10.0.0.2 port 50375

Transfer Bandwidth Jitter Lost/Total Datagrams

60.3 KBytes 494 Kbits/sec 12.208 ms 4/ 42 %

4 datagrams received out-of-order

58.9 KBytes 482 Kbits/sec 12.53 5 0/ 41
KBytes 482 Kbits/sec 12.4¢ 0/ 41
KBytes 482 Kbits/sec 12.¢ 41
KBytes 482 Kbits/ 41

41

Q

]

3

o

N ©

(G2

o O O
oe°

= o

KBytes 482 Kbits/sec
KBytes 4.1 Kbits/sec
KBytes 35.3 Kbits/sec

N o

o O O
oe°

e o° ode e

o° o

KBytes
KBytes
KBytes
KBytes
KBytes
KBytes
KBytes 35.3 Kbits/sec
KBytes 3 Kbits/sec
KBytes
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KBytes 482 Kbits/
KBytes 482 Kbits/
KBytes 482 Kbits/sec
KBytes 482 Kbits/sec
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e
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o O O

O O
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KBytes 482 Kbits/sec

NN
o J o
o

KBytes / Kbits/sec

[Xe o)

KBytes 482 Kbits/sec

N

o O W

MBytes / Kbits/sec
4 datagrams

local 10.0.0.1 port 5002 connected with 10.0.0.2 port 60868
Interval Transfer Bandwidth Jitter Lost/Total Datagrams
.0- 1. 3 112 KBytes 917 Kbits/sec 88 0/ 78
2
3

o 0= 115 KBytes 941 Kbits/sec .168 5 0/ 80

0- 115 KBytes 941 Kbits/sec 0/ 80

0- 929 0/
4.0- 0/
.0- 0/
.0- 113 KBytes 0/
.0- 113 KBytes 0/
.0- 9. 5 115 KBytes 0/
2 0=10. 3 112 KBytes 0/
.0-10.8 ¢ 1.19 MBytes 0/
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S
e
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OO0O00oOoooooosooloo0noo0oo0ooooooooOon S00KbpsD OO OOOOOoOooOOQ
5002000000000000800kbps 0000 O0O0O0O0O0O0OOOOOOOODDOO
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14.3. DiffServ0 00 QoSO O OO

14.3 DiffServ 000 QoS OO OO

Oo0o0o0oooooooOoQeSOO0O0O0O0O0O0O000O0OOOOOO0O0OOOOOOOOOOOOCOOOO0
ooooooooboooooooooobooboooboOo0oooooooobobooooboooooobooooooooDbog
QoSOO0O00DO0OOODIffServ0 000000 DDOOODDOOOODOOOOODOOOOOOOOODOOO
00000 DiffServ 00 00000DiffServ00 IPOOO00 ToSOOOOOOO 60000 DSCPOOO
O00ODSCPOOOOOOODODO PHBOOOOOOOOODOOOQeSOOODODOOO

00000000000 00000000 (BO0O0)OFS10 Quene0O0O0000D0O0O0O0OODOODOOO
OOoO0oDoOOooFS200000COO0DO DSCpOOO0O0DOOODOOODOOOODOODOOOODOOODOO
OFS1 0 WANDOOOOODOOODOOOOOOOOOOOOOOOOOOOOoOoOoooooOo

1431 0000

OO0 MininetOOODOOODOODO00mn O000000000O0O0O0O0OOOOOOOOO

ooooo | o oo

topo linear,2 | 20000000000C0O00O0C0OODOOOOO
mac ud OO000oO00ooO MACOODOOOOOOO
switch ovsk Open vSwitch 0 00 0O

controller remote | OpenFlow OO0 00000 OOCOOOCOCOOOO
X od xterm 0O QOO0

gooboooboooobooooo

$ sudo mn --topo linear,2 --mac —--switch ovsk —--controller remote -x
*x*% Creating network

**x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x*% Adding hosts:

hl h2

**xx Adding switches:

sl

*x% Adding links:

(hl, sl) (h2, sl)

xxx Configuring hosts

hl h2

*x% Running terms on localhost:10.0

xxx Starting controller
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*x*% Starting 1 switches

sl
*%xx Starting CLI:

mininet>

gobooboobbdxterm O OO000O0O0O0O0OO0DOOOO

cterm cO

0000000000000 OpenFlow 0000000 1300000000000VSDBOOOOOOOO
gooee200000O0O0O0OOOODOOODODOO

switch: s1 (root):

# ovs-vsctl c prot

tocols=OpenFlowl3
# ovs-vsctl set-manager ptcp:6632

switch: s2 (root):

# ovs-vsctl set Bridge s2 protocols=OpenFlowl3

O000oo0d0OoOooOooooOo0oooOoUooo IPODCO0ODOOOUOOOO IPODOOODOOOOODOO

host: hl:

10.0.0.1/8 dev hl-ethO

172.16.20.10/24 dev hl-ethO

host: h2:

addr del 2/8 dev h2-ethO
addr add 10.10/24 dev h2-ethO

Uoo0mouoobobobd restrouterpy OO0 0OOO0Orest_ qos.py U0 O00DO0O0OO0OOOODOOOOO
OoOoOOoOOOO0OOODOOODOOOrest routerpy 100000000 tableid:100000000000000

controller: cO (root):
# sed '/OFPFlowMod(/,/)/s/0, cmd/1l, cmd/' ryu/ryu/app/rest_router.py > ryu/ryu/app/
gos_rest_router.py

# cd ryu/; python ./setup.py install

OO000D00O0D0000 xterm OO rest_qosd qos_rest_routerd rest_conf_switchO O OO O0OO0O

controller: cO (root):

# ryu-manager ryu.app.rest_gos ryu.app.qgos_rest_router ryu.app.rest_conf_switch
loading app ryu.app.rest_gos

loading app ryu.app.gos_rest_router

loading app ryu.app.rest_conf_ switch

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading o ryu.controller.ofp_handler

loading ryu.controller.ofp_handler
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stantiating app None
eating context dpset

instantiat app None of ConfSwitchSet

creating context conf_switch

creating context wsgi

itch of ConfSwitchAPI
app.qgos_rest_router of RestRouterAPI
controller.ofp_handler of OFPHandler
app.rest_qgos of RestQoSAPI

instantiating app

app
app

ryu.
instantiating ryu.
instantiating ryu.
instantiating

(4687)

app ryu.

wsgl starting up on http://0.0.0.0:8080/

RyvsO0O0O0O0O0O0O0O0O0O0O0O0OOOOOOOOOOODOOOOOOOOO

controller: cO (root):

[RT
[RT
[RT
[RT
[RT
[RT

] [INFO]
1
]
1
1
]
[QoS
1
]
1
1
]
1

INFO]
INFO
INFO
INFO
INFO

[ switch_1d=0000000000000002:
[

[

[

[

[

] [INF
[

[

[

[

[

[

1

switch_1d=0000000000000002:
switch_id=0000000000000002:
switch_1d=0000000000000002:
switch_1d=0000000000000002:
switch_1d=0000 )000000002:
] dpid=0000000000000002: Join
switch_1d=0000000000000001:
switch_id=0000000000000001:
switch_i1d=0000000000000001:
switch_1d=0000000000000001:
switch_1d=0000000000000001:
switch_i1d=0000000000000001:
] dpid=0000000000000001:

SW config for TTL error packet in
ARP handling (packet in) flow
L2 flow
flow

ic routing table update.

[cookie

switching (normal) [cook

default route (drop) [cookie=0x0]

Join as router.
gos switch.

Set

SW config £
ARP handlin

L2 switching

[RT
[RT
[RT
[RT
[RT
[RT

[Qo

INFO
INFO
INFO
INFO
INFO
INFO
[INF

or TTL error packet in.

g (packet in) flow [cookie=0x0]
flow [cooki 0]
flow

Start cyclic routing table update.

(normal)

default route (drop) [cookie=0x0]

in as router.

]
]
]
]
0
]
]
]
]
]
]
0]

Join gos switch.

coooooobooooboooooooo

14.3.2 Queue 0 O O

OOooID | 00000 |0o0ooo | oOo
0 1Mbps - Default
1 (1Mbps) 200Kbps AF3

2 (1Mbps) 500Kbps AF4

O0O: O0DDO0OO0OO0O0000 RESTAPIOOOODOOOOORESTAPIDDOOOOOOOODOD

ooooovSbBOOOOOOoOoOoOooooooooo

Node: c0 (root):

# curl -X PUT -d '"tcp:127.0.0.
/0000000000000001/0ovsdb_addr
#

http://localhost:8080/v1.0/conf/switches

OO0O0OC0QueneDOODOOOOODO

# curl -X POST -d

queues":

'{"port_name": "sl-ethl",
"1000000"}, {"min_rate":
localhost:8080/gos/queue/0000000000000001

"type": "linux-htb",
"200000"},

"max_rate": "1000000", "

[{"max_rate": {"min_rate": "500000"}]}"

http://
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"switch_id": "0000000000000001",
"command_result": {
"result": "success",
"details": {
"O0": |
"config": {
"max-rate": "1000000"
}
br
"1v: |
"config": {
"min-rate": "200000"
}
b
U273 {
"config": {
"min-rate": "500000"

OO0: RESTOOOOOODODOOOOOOODOOOOOOOODOO

1433 0O0O0O0OO

cooboooooboboobobooOooooOooboOooOoOooOoOooonn

# curl -X POST -d '{"address": "172.16.20.1/24"}"' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",
"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "172.16.30.10/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=2]"
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# curl -X POST -d '{"gateway": "172.16.30.1"}' http://localhost:8080/router/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{
"result": "success",
"details": "Add route [route_id=1]"

# curl -X POST -d '{"address": "172.16.10.1/24"}"' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",
"details": "Add address [address_id=1]"

# curl -X POST -d '{"address": "172.16.30.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",
"details": "Add address [address_id=2]"

# curl -X POST -d '{"gateway": "172.16.30.10"}"' http://localhost:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{
"result": "success",
"details": "Add route [route_id=1]"

ocooooIlpOCOOOCOOOOOOOO0OOOO0O0O0O0O0O00O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O00O0O0
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host: hl:

# ip route add default via 172.16.20.1

host: h2:

# ip route add default via 172.16.10.1

14.3.4 QoSO OO

O00o0oooo(sHoDSCPOO0NDODOODODOUDOODOODOOO

(000) | DSCP 000 ID | (QoS ID)
1 26(AF31) | 1 1
1 34(AF41) | 2 2

Node: c0 (root):

# curl -X POST -d '{"match": {"ip_dscp":
:8080/gos/rules/0000000000000001

"26"},

"switch_id": "0000000000000001",
"command_result": [
{
"result":

"details": : gos_id=1"

# curl -X POST -d '{"match": {"ip_dscp":
:8080/gos/rules/0000000000000001
[

DA}

"switch_id":

"0000000000000001",

"command_result": [

{
"result":

"details":

"success",

"QoS added. : gos_id=2"

"actions":

{"queue":

"actions": {"queue":

00000000 (s2)0D00000000000000000000

"1"}}' http://localhost

"2"}}' http://localhost

(0oo) | 00 00000 | 00000 | DSCP (QoS ID)
1 172.16.20.10 | 5002 UDP 26(AF31) | 1
1 172.16.20.10 | 5003 UDP 34(AF41) | 2

Node: c0 (root):
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# curl -X POST -d '{"match": {"nw_dst": "172.16.20.10", "nw_proto": "UDP", "tp_dst": "5002"},
"actions":{"mark": "26"}}' http://localhost:8080/gos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "QoS added. : gos_id=1"

# curl -X POST -d '{"match": {"nw_dst": "172.16.20.10", "nw_proto": "UDP", "tp_dst": "5003"},
"actions":{"mark": "34"}}' http://localhost:8080/gos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "QoS added. : gos_id=2"

1435 0000000

cooooooooooooocoooooa

Node: c0 (root):

# curl -X GET http://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"gos":
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 34,
"actions": [
{

"queue": "2"

1,
"gos_id": 2

"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 26,
"actions": [




"queue": "1"
}

1,
"qos_id": 1

# curl -X GET http://localhost:8080/gos/rules/0000000000000002
[
{
"switch_id": "0000000000000002",
"command_result": [
{
"gos": [
{
"priority": 1,
"dl_type": "IPv4",
"nw_proto": "UDP",
"tp_dst": 5002,
"gos_id": 1,
"nw_dst": "172.16.20.10",
"actions": [
{

"mark"™: "26"

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "UDP",
"tp_dst": 5003,
"gos_id": 2,
"nw_dst": "172.16.20.10",
"actions": [

{

"mark": "34"

14.3.6 OOO0O

O00000perf 0000O00000D0COOK O0OODOO0O0O0O0OOOOO UDPO 5001 0000 5002
oooos00300000000000hK20000000000 h1 0 50010000 1Mbps O UDP OO
O00O00hlOS50020000 300Kbps O UDPO OO OODOOKLI O 50030000 600Kbps O UDP OO
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coooooooood

OO00hO0Oooooo 20000000

mininet> xterm h2

mininet> xterm h2

Node: h1(1) (root):
-u —p °
-u —-p 5003 &
-u -i 1 5001
Server listening on UDP port 5001

Receiving 1470 byte datagrams
UDP buffer size: 208 KByte (default)

Node: h2(1) (root):

.20.10 -p 5001 -u

-p 5002 -u -b 300K

Client connecting to 172.16.20.10, UDP port 5002
Sending 1470 by datagrams
UDP buffer size: 208 KByte (default)

I

local 172.16.10.10 port 44077 connected with 172.16.20.10 port 5
Interval Transfer Bandwidth
0.0-10.1 sec 369 KBytes 300 Kbits/sec

Sent 257 datagrams

295 Kbits/sec

-p 5003 -u -b 600K

Client connecting to 172.16.20.10, UDP port
Sending 1470 byte dat ams
UDP buffer size: 208 KByte (default)

local 172.16.10.10 port 59280 connected with 172.16.20.

Interval Transfer Bandwidth
0.0-10.0 sec 735 KBytes 600 Kbits/sec
Sent 512 datagrams
Server Report:
0.0-10.0 sec 3! 4 600 Kbits/sec 5.401 ms

Node: h1(1) (root):
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local 172.16.20.10 port 5001 connected with 172.16.10.10 port 37329

Interval Transfer Bandwidth Ji er Lost/Total Datagrams
0. 1. 5 KBytes 976 Kbits/s
8 KBytes 964 Kbits/se
KBytes 717 Kbits/
KBytes 670 Kbits/
0 KBytes 541 Kbits/
KBytes 70.6 Kbits/
KBytes 70.6 Kbits/
KBytes 70.6 Kbits/
KBytes 82 Kbits/se 125.635 0/
KBytes Kbits/se 130.60¢ ] 0/
KBytes Kbits/sec 140.192 0/
KBytes Kbits/sec 144.4 0/
KBytes Kbits/sec 63.964 5 0/

KBytes Kbits/sec 26.721

KBytes Kbits/sec 9.396

3 KBytes Kbits/sec 0.956

9 KBytes Kbits/sec 0.820

3 KBytes Kbits/sec .741

18 KBytes Kbits/sec .839

19 MBytes Kbits/sec 0.981

o)
w

639 ms 0/

o
X ©

D
Q Q
o 0 o of

> 0.680 ms 0/

©

oy 0o
[\

=

c 5.¢ ms 0/
0/
0/
C .59 0/
89.9¢ 0/
108.364 0/

w N
)
[
Q

)
D

0w v
NG|
o

@

Q Q Q

JI)
Q
()

o)

)]
® O
Q

)

o U

® J o U W N
[0
[}
Q
o

o0 oo
P = — — — —

n n
D

@

(03]
()

9]
O

Q Q Q
Q Q Q

o

o W o

Q

7.
Q
8.
9 se
0

o°  o°

)

(03]
()

o

O O O O O o

9]

O
Q Q Q
o o o

)]
(]

O O ~ ~ ~ ~ ~ O O O O O
© o0 opP

° oo

(03]
()
o W .

J -
O s W N O
o
X

> O O

o
S

n »n

® O O

Q Q Q Q
o O

o

o 0 o of

0
o O
a

Q Q Q

w0

o O

o

°  o°

(03]
D

AF4A1 000000000000000000 S00Kbps OO OOOOOOOARIOOOOOOOOOODOO
000000 200Kbps OO OO OO0O0O0OOCOO0O0O0OOOCOOOO0OOOOOOODOOOO AFOOOO
0000000000000 0000000000000000000O0D0000O0000000O0 DiffServ
gooQoeSOODOOOOOOOOOOOOOOO

14.4 Meter Table 0O 0O OO QoSO O OO

OpenFlow 1.3 00 Meter Table O 0000 OpenFlow 0000000000 OO0OOOOODOOOOO
Meter Table 000 000000000000 O0O0O0O0ODOQOMeter Table 0O OO0 OO OpenFlow Switch
O ofsoftswitch13(https://github.com/CPgD/ofsoftswitch13) 00 0O 00O

O0: ofsoftswitch3 000000000000 0OOCOCOO0OO0OOOOOOOOOO O :(https:/github.com/CPgD/
ofsoftswitch13/wiki/OpenFlow- 1.3-Tutorial)

000000000 DiffServ0000 (DSOOOO)OOOOOOODOODOOODOOOOODOOOOOODS
ocooooooooOoooooo(@ooooOo)ooooooooooooooooooooDooood
coooooobooooooooooooobOo0oboobooOoooooOoooOOoOoOoOOoOoOobOoboOoOooOoDOoag
0000000000000 0000AFIOO0OODOO000 800Kbps JO0OODODOOOOO DSOODODOOO
0000 AF11 00000000 400Kbps 0000000000 OOO0O0O0ODOOOOOOOOOOOOO
AFI200000000000O0O0CO0OAFI2000000000000000O0CO0000O0OCOOO
oooooooo
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(Edge Router) Domain

OFS1
(Core Router)

Congestion!!

DS
Domain

1441 0000

OO0 MininetOOODOOOOODOODOOODOOOODO PythonOOOOOOOODODODO

OO000O0gos_sample_topology.py

from mininet.net import Mininet

from mininet.cli import CLI

from mininet.topo import Topo

from mininet.node import UserSwitch

from mininet.node import RemoteController

class SliceableSwitch (UserSwitch) :
def _ init__ (self, name, xxkwargs):
UserSwitch.__init__ (self, name, '', xxkwargs)

class MyTopo (Topo) :
def _ init_ ( self ):

"Create custom topo."
# Initialize topology
Topo.__init__ ( self
# Add hosts and switches
host01l = self.addHost ('hl")
host02 = self.addHost ('h2")
host03 = self.addHost ('h3"'")
switchOl = self.addSwitch('sl"')
switch02 = self.addSwitch('s2")
switch03 = self.addSwitch('s3")
# Add links
self.addLink (host01, switchO01)
self.addLink (host02, switch02)
self.addLink (host03, switch03)
self.addLink (switch01l, switch02)
self.addLink (switch01l, switch03)
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def run (net):
sl = net.getNodeByName ('sl")
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 1 80'")
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 2 120')
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 3 800')

def genericTest (topo) :
net = Mininet (topo=topo, switch=SliceableSwitch,
controller=RemoteController)
net.start ()
run (net)
CLI (net)
net.stop ()

def main () :
topo = MyTopo ()
genericTest (topo)

if name == '__main__ ':

main ()

O0: O0D0OD ofsoftswitch13 0 O OO0 O0O0O00O IMbps DO OODODODO

OO0 Oofsoftswitch13 0 0000000000000

S cd ofsoftswitchl3
$

gedit lib/netdev.c

lib/netdev.c:

644 if (ecmd.autoneg) {

645 netdev->curr |= OFPPF_AUTONEG;

646 }

647

648 — netdev->speed = ecmd.speed;

649 + netdev->speed = 1; /x Fix to 1Mbps link =*/

650

651 } else ({

652 VLOG_DBG (LOG_MODULE, "ioctl (SIOCETHTOOL) failed: %s", strerror(errno));
653 }

000 Oofsoftswitch13 000000000000

make clean

./boot.sh

$
$
$ ./configure
$ make

$

sudo make install

cooooooooooooo

$ curl -0 https://raw.githubusercontent.com/osrg/ryu-book/master/sources/qgos_sample_topology.

19

$ sudo python ./gos_sample_topology.py

Unable to contact the remote controller at 127.0.0.1:6633

mininet>

0000000000 xtermO 20000000000
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mininet> xterm cO

mininet> xterm cO

mininet>

Oo0MmoooOooo0oooo0oo0oOn simple_switch_ 13.py000000Orest qos.py 0000000
O0000000000000000000000000Osimple_switch_13.py000000000 tableid:1 O
ooooooooooooo

controller: cO (root)

# sed '/OFPFlowMod(/,/)/s/)/, table_id=1)/"' ryu/ryu/app/simple_switch_13.py > ryu/ryu/app/

gos_simple_switch_13.py

# cd ryu/; python ./setup.py install

OO0OC0OO0OO0ODOO0O0OO xterm OO0 rest_qosO qos_simple_switch_13 00000000

controller: c0O (root):

# ryu-manager ryu.app.rest_gos ryu.app.gos_simple_switch_13
loading yu.app.rest_qgos

loading je .app.gos_simple_switch_ 13

loading .controller.ofp_handler

loading app ryu.controller.ofp_handler

loading controller.ofp_handler

instantiating app None of DPSet

creating context dpset

instantiating app None of ConfSwitchSet

creating context conf_switch

creating context wsgi

instantiating app ryu.app.gos_simple_switch_13 of SimpleSwitchl3
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_gos of RestQoSAPI

2348) wsgi starting up on http://0.0.0.0:8080/

RysOOOOOO0OODOODOODOODODLOOOODODOODODODODOOO

controller: cO (root):

dpid=0000000000000003: Join gos switch.
dpid=0000000000000001: Join gos switch.

dpid=0000000000000002: Join gos switch.

14.4.2 QoS O [

ooooooooo sho DbScepOOOOOOOOOOOOOOODODODODOO

(0O0O0) | DSCP 000 ID | (QoS ID)
1 0 (BE) 1 1
1 12(AF12) | 2 2
1 10(AF11) | 3 3
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Node: c0 (root):

# curl -X POST -d '{"match": {"ip_dscp": "0", "in_port":
://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : gos_id=1"

# curl -X POST -d '{"match": {"ip_dscp": "10", "in_port":

http://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{
"result": "success",
"details": "QoS added. : gos_id=2"

# curl -X POST -d '{"match": {"ip_dscp": "12", "in_port":

http://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : gos_id=3"

# curl -X POST -d '{"match": {"ip_dscp": "O0", "in_port":
://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : gos_id=4"

# curl -X POST -d '{"match": {"ip_dscp": "10", "in_port":

http://localhost:8080/gos/rules/0000000000000001
[

"oy,

TRV},

T2W},

w3my

TZWR

"actions": {"queue":

"actions"

"actions": {"queue":

"actions": {"queue":

"actions": {"queue":

myny

n3mwyyr

npwyiyr

mgwyy

n3mwyye

http

http
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"switch_id": "0000000000000001",
"command_result": [

{
"result": "success"
"details": "QoS added. : gos_id=5"

# curl -X POST -d '{"match": {"ip_dscp": "12", "in_port": "3"}, "actions":{"queue": "2"}}'
http://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{
"result": "success"
"details": "QoS added. : gos_id=6"

OoOoOOoOoOoQoODoO (s20s3)00000000000000OCOO

(oo

056F [ 00010 @S]
T Tean T

: - ,rate:400000,prec_level:

# curl -X POST -d '{"match": {"ip_dscp": "10"}, "actions":{"meter": "1"}}' http://localhost
:8080/qos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success"
"details": "QoS added. : gos_id=1"

# curl -X POST -d '{"meter_id": "1", "flags": "KBPS", "bands":[{"type":"DSCP_REMARK", "rate":
"400", "prec_level™: "1"}]}' http://localhost:8080/gos/meter/0000000000000002

[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success"
"details": "Meter added. : Meter ID=1"




# curl -X POST -d '{"match": {"ip_dscp": "10"}, "actions":{"meter": "1"}}' http://localhost
:8080/gos/rules/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "QoS added. : gos_id=1"

# curl -X POST -d '{"meter_id": "1", "flags": "KBPS", "bands":[{"type":"DSCP_REMARK", "rate":
"400", "prec_level": "1"}]1}' http://localhost:8080/gos/meter/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "Meter added. : Meter ID=1"

1443 0000000

coooboooooooooocoooooo

Node: c0 (root):

# curl -X GET http://localhost:8080/gos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"actions": [
{

"queue" .o omqn

] 14
"in_port": 2,
"gos_id": 1

"priority": 1,
"dl_type": "IPv4",




"actions": [
{

"queue" . n3mn

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue" . momn

] 14

"gos_id": 3,
"in_port": 2,
"ip_dscp": 12

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue" .o omqn

] 14
"in_port": 3,
"qos_id": 4

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "3"

1,

"gos_id": 5,
"in_port": 3,
"ip_dscp": 10

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "2"

1,

"gos_id": 6,
"in_port": 3,
"ip_dscp": 12

14.4. MeterTableO OO OO QoSO OOO
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# curl -X GET http://localhost:8080/gos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"gos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 10,
"actions": [
{
"meter": "1"
}
1,
"gos_id": 1

"switch_id": "0000000000000003",
"command_result": [

{

"gos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 10,
"actions": [
{
"meter": "1"
}
1,
"gos_id": 1

1444 0000

OOO0OC0ODwperf 000000D0CO0O0O0O0NK OOODOO0OO0OO0O0CODOCO UDPO 50010000 5002
gooosoo300pooopoooooCoh20h3000000D0O0O00 hlO0000OOoOOOC0OOO0Oo0g
oooo
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O00OhlOh20200 K30 1000000000000000

mininet> xterm hl

mininet> xterm h2

mininet> xterm h3

mininet> xterm h3

Node: h1(1) (root):

# iperf -s -u -p 5001 &
# iperf -s -u -p 5002 &

# iperf -s -u -p 5003 &

O0o000ooO0ooooOoo AF1OoOOooo

Node: h2 (root):

# iperf -c 10.0.0.1 -p 5001

Client connecting to 10.0.0. UDP port 5001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 60324 connected with 10.0.0.1 port 5001
Interval Transfer Bandwidth
0.0-10.0 sec 979 KBytes 800 Kbits/sec
Sent 682 datagrams
Server Report:

650 KBytes 449 Kbits/sec 8.458 ms

.1 -p 5002 -u -b 600K

local 10.0.0.2 port 53661 connected with 10.0.0.1 port

Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:

0.0-10.0 sec 735 KBytes 600 Kbits/sec 7.497 ms

0.0-10.0 sec 6 datagrams received out-of-order

AF11 000000000000 400Kbps 0000000 DO0OO0O0ODOODOOOOOOODOODOODOOOO
gboboooooooogoobon

AF11 0000000000000 O000O00O0 AFMOOO0OOOO0OOOOO

Node: h2 (root):
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# iperf -c 10.0.0.1 -p 5001

Client connecting
Sending 1470 byte
UDP buffer size:

local 10.0.0.2
Interval
0.0-10.0 sec

I

4]
D]
4]
4] Sent 512 datagrams
4] Server Report:

4]

4] 0.0-10.0 sec

Node: h3(1) (root):

to 10.0.0.
datagrams
208 KByte

port 4
Transfer

735 KBytes

0.0-10.0 sec 66 KBytes

datagrams r

9358 connected with 10.0.0.1 port

Bandwidth
600 Kbits/sec

544 Kbits/sec 500.361 ms

eived out-of-order

# iperf -c 10.0.0.1 -p 5002 -u -b 500K

Client connecting to 10.0.0.

Sending 1470 by
UDP buffer size:

agrams

UDP port 5002

5001

48/

.3 port 42759 connected with 10.0.0.1 port 5002

Transfer
613 KBytes

datagrams

did not receiwv

359 KBytes

Client necting to
Sending 1470 byte

UDP buffer size:

local 10.0.0.3
Interval
0.0-10.1 sec

Sent

port

342 datagrams
Serve

rer Report:
0.0-10.5

ISIElE

10.0.0.
datagrams
208 KByte

354

Transfer
491 KBytes

491 KBytes

Bandwidth
500 Kbits/sec

210 Kbits/sec 102.479 ms

-u -b 400K --tos

UDP port 5

(default)

connec

Bandwidth
400 Kbits/sec

384 Kbits/sec 15.422 ms

1

ack of last datagram after 10 tries.

7/

ed with 10.0.0.1 port 5003

512

400Kbps 0000 DO0O00DOOO0ODOOOODOOODOOOODOOOODOO

AF1 0000000000 AF1O0O0O0O0O0Oooon

Node: h2 (root):

# iperf —c 10.0.0.1 -p 5001

to

Client connecting

Sending 1470 byte
UDP buffer size:

datagrams
208 KByte

10.0.0.

-u -b 600K —--tos 0x28

1, UDP port 5001

(default)

(9.4%)
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local 10.0.0
Interval
0.0-10. c 7

Sent 512 datagrams

Bandwidth
600 Kbits/sec

sfer
5 KBytes

Server Report:
0.0-11.0
0.0-11.0 sec

sec 501 Kbits/sec

673 KBytes

Node: h3(1) (root):

# iperf -c 10.0.0.1 -p 5002
to 10.0.0.
datagrams
208 KByte

Client connecting 1, UDP port 5002
Sending 1470 byte
UDP buffer size: (default)
local 10.0.0.2 port 53066
Interval

0.0-10.0 sec

connec
Bandwidth
600 Kbits/sec

Transfer
735 KBytes

Sent 512 datagrams
Se
0.0-10.6 sec
0.0-10.6

er Report:
665 KBytes 515 Kbits/sec

secC

ort 50761 connected with 10.0.0.1 port 5001

964.490 ms 43/

95 datagrams received out-of-order

ed with 10.0.0.1 port 5002

897.126 ms

93 datagrams received out-of-order

gobooboobbooboobbooboobbooboon

OOOOCOOOOOOOOO0OO0 QoSRESTAPIODOOOO0OO0O0O0O0O0O0O0O

14.5 REST APIO O

OO0O0OO0D0ODO rest_.qgosd RESTAPIOODODO

1451 000000000

gogod

GET

URL

/qos/queue/status/{switch }
—switch: [ “all” [0 0 OO ID]

1452 00000000000

oooo GET

URL /qos/queue/{switch }
—switch: [ “all” [0 0 00O ID]

gd QoSRESTAPIOOODOOODOOODOOOODOOO
Ooooooooooon
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1453 000000

good POST
URL /qos/queue/{switch }

—switch: [ “all” 100 OO ID]
ooo port name: [0 0000000 0O]

type:[linux-htb | linux-hfsc]
max_rate:[0J 0 O (bps)]
queues:
max_rate:[0 0 O (bps)]
min_rate:[0J 0 O (bps)]

oo oo0oooooOoooooooooooooo
OpenvSwitch OO0 O OO0OOOOOO

port name 0O DOO0OO0OOO0ODOOOO

port name D00 O00O0O0OOOOOOOOODOOO

ogoooo
1454 000000
oooo DELETE
URL /qos/queue/{swtich}
—switch: [ “all” [0 00O 0O ID]
od OVSDBO QoSO O ODOODOODOODOODOOOO
1455 0 QoSO 00000
gooad GET
URL /qos/rules/{switch}[/{vlan}]

—switch: [ “all” 1000 0O ID]
—vlan: [ “all” IVLAN ID]

gd VLANIDOOOODOQOOOOoOoOOoOd
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145.6 QoSO OO0 DOODO

good

POST

URL

/qos/rules/{switch}[/{vlan}]
—switch: [ “all” |00 0O O ID]
—vlan: [ “all” IVLAN ID]

ogno

priority:[ 0 - 65535 ]

match:
in_port:[ 0 - 65535 ]
dl_sre:”’<xxX:XX:XX:XX:XX:XX>"
dl_dst:”<xX:XX: XX XX XX XX>"
dl_type:[ “ARP” | “IPv4” ]
NW_SIre:” <xxXX.XXX.XXX.XXX/XXx>"
nw_dst:”<XXX.XXX.XXX.XXX/XX>"
nw_proto”:[ “TCP” | “UDP” | “ICMP” ]
tp_src:[ 0- 65535 ]
tp_dst:[ 0 - 65535 ]
ip_dscp:[ 0-63]

actions:
[“mark”: [0-63]]I[ “meter”: (DO OO ID
111 “queve”: [0 OO ID]]

g

OO0000000QQoSIDOOOO0OOOO00O0OO
ooooo
VLANIDOOOODOODOODOO

145.7 QoSO U0 0000

oooo DELETE

URL /qos/rules/{switch}[/{vlan}]
—switch: [ “all” [0 O 00O ID]
—vlan: [ “all” IVLAN ID]

ooo rule_id:[ “all” | 1-... ]

og VLANIDOOOOODODooood

1458 000000 OOOOOOO

gooao

GET

URL

/qos/meter/{switch}
—switch: [ “all” [0 00O 0O ID]
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1459 00000000000

good POST

URL /qos/meter/{switch}

0ooo meter_id:0 0 0O ID
bands:

action:[DROP | DSCP_REMARK]
flags:[KBPS | PKTPS | BURST | STATS]
burst_size: [0 OO0 OO0 0O0O]

rate:[0 0000 ]

prec_leve:[0 0000000 OOOOODO]

oo bands 000000000000 OOOCOOOO
actiond flags 0000000000
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OpenFlowD OO OoOOdOoOOOd

OO000O0OpenFlow 00000 OpenFlow D 0000 0000000000000 OOOOODOOODODOO
ooooo

151 000000000

0000000000000 0000o0o0ooooooO0n OpenFlowlO0ODO0O0O0OO0OOOOOOOOOO
0000000000 0DODOO0DOCOOOOOpenFlow DO OOODOOOODOOODOOO((@MOOOO)O
goooooooOoDDOODODOODOOODOOOO00000000000000000000040O0penFlow
OOOOQOCQO OpenFlowOOOOOOOOOOOOCOOOOOODODOO

000000000 OpenFlow 000000 O OpenFlow 1.00 OpenFlow 1.30 OpenFlow 1.4 0000000
O000O0OFlowMod D0 O0OO00OGroupMod D0 0000000 MeterMod OO OO OOOOOOOOODO
goo

goooooooad goooood

FlowMod OO OO O match (IN_PHY_PORT OO 0O)
actions (SET_QUEUE O O O)

MeterMod D O O O O ooo

GroupMod D 0 O OO ooo

coooooobooooooocoOoOoOoOoOobOboOoOoOooOoOoOoOooOoOooooOobobobobooOoOoOoboOoOoOoOoDnn

1511 00000000

cobooobooobOoOooOoOooo0oOooOoboOoOoOoboOoOooOoOooOoOoboobOboOobOOooOooooOoooag
coooooooboboooooomobooooboooooooooboooobooooooooboooooDoog
oooooooooOooooo@oooooooooooopo)boooo
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TANNY—Y
AN (4) 7—57—7)IL2H | table:0

= )Xy MR - JO—xTY hMNYA
/>7|:1 —IVhYB
(1) TR KRS —VEE (2) za—xT v b -
BT HRSW

(5) /X4y Négik
(£7=1&3>¥ b O—>APacket-In
Fd8y MEE)

fHEISW

EHRTy b
FTARNRNY =2 EDBE
- AERERFIE
FRARY—I
(avho—3)

1512 00000000000

Oooooooooooooooo0o0oooooo0ooooooooO0g (OKO ERROR)OOOOOOO
OO0000 ERROROOOOOOO0O0O0O0OCOO0O0OOCOO0O0O0DOOOOO00 OKO ERROROOOO
OOOO0ERROROOOOOOOOOO

-—— Test start

match: 29_ICMPV6_TYPE
ethernet/ipv6/icmpvé (type= 'icmpv6_type=128, actions=output

ethernet/lpv(/lﬁmpvo(typﬁ 28)——>'"icmpvé_type= 120,autlons—mutpn :CO
=~ ’)

ethernet/ipv6/icmpv6 (type=135) ——>'icmpve_type=128,actions=output:2"'

ethernet/vlan/ipv6/icmpvé (type=128)-->"icmpv6_type=128, actions=output:

Received incorrect packet-in: ethernet (ethertype=34525)
ethernet/vlan/ipv6/icmpv6 (type=128) ——>"icmpv6_type=128, actions=output : CONTROLLER'

Received incorrect packet-in: ethernet (ethertype=34525)

ICMPV6_CODE

ethernet/ipv6/icmpv6 (code=0)-—>"icmpv6_code=0,actions=output:2"'
ethernet/ipv6/icmpvé (code=0)-—>"'1 v6_code=0, actions=output : CONTROLLER'
ethernet/ipv6/icmpv6 >'ic ¢ 0,actions=output:2'
ethernet/vlan/ipv6/icmpv6 (code=0) ——> code=0, actions=output:2'

Received incorrect packet-in: ethernet (ethertype=34525)
ethernet/vlan/ipv6/icmpvé (code >'icmpv6_code=0,actions=output : CONTROLLER'

Received incorrect packet-in: ethernet (ethertype=34525)

Test end -—-—-—-

ived incorrect packet-in (4)

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpv6 (type=128) ——>"
icmpvé_type=128,actions=output:

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpvé (type=128)——>"
icmpv6_type=128, actions=output : CONTROLLER'

match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icn 6 (code=0)-—->"icmpv6_co
=0,actions=output:2’'

match: 30_ICMPV ethernet/vlan/ipv6/icmpv6 (code=0)-—->"'icmpv6_code

actions=output : CONTROLLER'

) / ERROR (4)
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152 00000000000

cooooooobocoobooooboboo

15.21 00000000000

coooooobooooooooooboOooooo

AABRXTRSW

(OpenFlowR 1 v F)

=
S
S
N
S
N

FHEISW
(OpenFlowR 1 v F)

TAMNY—=IL
(OpenFlowad > bO—3)

X] R— +E=

0000000000000 00000000000000 OpenFlow DOOOOOOOOO
e actions=CONTROLLER O OO OOCOOOCOO
- J00000O0000UDODOO0OOOOOO
e actions=CONTROLLER O OO 0OOOO0OOOOO Packet-InO00O0OOOCOO

e Packet-Out 00000000 OOOOODOOO

O0: OpenvSwitch D OO0OO0OO0O0O0ODOO0O00O0O0O0O00000 mninet0000000000O0000O00OORyuO
oooooooooooooooon

ryu/tests/switch/run_mininet.py

ooooooooooOooooocoOooOoOoooOobocoOoOoooo

15.22 00000000000

ocoooooOo RywOOOOOOOOOOOODOOODOO
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gooood ad

ryu/tests/switch/tester.py oooooo

ryu/tests/switch/of10 000000000 00D00000 (OpenFlowl.0 O)
ryu/tests/switch/of13 0000000000000000 (OpenFlowl.30)
ryu/tests/switch/of14 O0000O0000o0ooooogg (OpenFlowl.4 O)
ryu/tests/switch/run_mininet.py | OO 000000000

coooooooooooobocooooon

$ ryu-manager [--test-switch-target DPID] [--test-switch-tester DPID]
[-—test-switch-target-version VERSION] [--test-switch-tester-version VERSION]

[-—-test-switch-dir DIRECTORY] ryu/tests/switch/tester.py

ooooo oo oooood
-—-test-switch-target 0oo0booooooooog ID 0000000000000001
-——test-switch-tester o0doooooooooo Ib 0000000000000002

-—test-switch-target-version | OO0O0O000O0DOO OpenFlow 00000 | openflowl3
(“openflow10”,”openflow13”,”openflow 14”
ooooo)

-—test-switch-tester-version | 0000 OO0 0O OpenFlow OO OO O | openflowl3
(“openflow10”,”openflow13”,”openflow 14”
ooooo)

——test-switch-dir 000O00000000000000000d | ryu/tests/switch/of13

O0O: O0OD0OCOO0ORyuOOOOOOOODOODQO ryu.base.app_managerRyuApp OO0 000000 OOCOOOOOOO
Ryu0O0O0OO0OD0O0OO0OO0OOO-verbose 000000000000 DOOOOOOOOOOOOOOO

cboooooooboooobobooobbooobooobooobOoobObOOoboboobOoooOoOobDbooOoonoag
00000000000 000000000000000000000 OpenFlowODOOOOOOODOO
OpenFlow OO OOOOOCOCOOCCOCOOOOOOOOOOOOO0OOOO0O0O0O0OO0O0O0O0O0O0O0O0O0O0O0OO

153 000000000

cobooooodoboOooboooooOoobooooOooOooobOOoboOoOooOoboOooOoOoOOobOoOobocOoboOoonag
ooo

1531 0000000000 oooooo

RynO0OOO0OOOOODOOOOODOOOOO (ryu/tests/switch/ofl3) 00000000000 OCODOOOO
gooooon

O0: RywOOOOOODOODOODOO0OO0O00O0O0O0O0O0O0DOOFlowModOODOODODO matchO actions 0000000
0000000000 MeterModOOOOOOOOOOOOO GroupModOOOOOOOOOOOOOOOOOOOOO
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OO0000000DOOOCOOO00O0O0O0ODOoOOpenFlowl.0 OO dOpenFlowl.3000 OpenFlowl 4O0000COOOO
oooo

ryu/tests/switch/of10
ryu/tests/switch/of13
ryu/tests/switch/of14

OO00OCOOOO00O0O0OD0O0D0OO0O0000000 (ryu/tests/switch/run_mininet.py) 000000000000
O0000000000000000 OpenvSwitchOOOOOOVMOOOOOOOOOOOOOOOOOO
O00o0ooooo0ooooo0oooooooooon

1.0000000

vMOOOOOooooooboboboobooooooooooo

$ sudo ryu/ryu/tests/switch/run_mininet.py

netd000000000O00O0O00O00O0C

mininet> net

cO

sl lo: sl-ethl:s2-ethl sl-eth2:s2-eth2 sl-eth3:s2-eth3
s2 lo: —ethl s2-eth2:sl-eth2 s2-eth3:sl-eth3

2. 00000000

gobooboobbooboobbooxterm 0o

mininet> xterm cO

ONode: cO(root)0 0 xterm OO0 00000000000 OOOOOOO0OOOOOO0O00O0OO
0000000000000 0000000000000000 (ryu/tests/switch/of13) 00 0O O
O0000Omininet000000000000000OCO00O00ODOOCOO IDO0OOOO-test-
switch-target 0 —test-switch-tester 0 0 0 0 0000000000000 0OOC0OOOOOOODOO
0000000000000000000000000000 OpenFlow OODOO0OOODOO
O —test-switch-target-version [0 —test-switch-tester-version D 0 0 0000000000 OCOOOO
0000oo0o0o00oo0o0o0ooooooooo

Node: c0:

$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/ofl3 ryu/ryu/tests/switch/

tester.py

cooboooobooooboooooooooooooooooooooooooooooooonn
oooooooooog

$ ryu-manager —--test-switch-dir ryu/ryu/tests/switch/ofl3/ ryu/ryu/tests/switch/
tester.py
loading app ryu/ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu/ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001
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tester_dpid=0000000000000002

Test files directory = ryu/ryu/tests/switch/ofl13/

instantiating app ryu.controller.ofp_handler of OFPHandler
—-—— Test start ———

waiting for switches conne

goboobooboboobooobooboobobuoobbobobuoobboooboo

$ ryu-man r ——test-switch-dir ryu/ryu/tests/switch/o0fl3/ ryu/ryu/tests/switch/
tester.py

loading app ryu/ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu/ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ryu/ryu/tests/switch/ofl3/
instantiating app ryu.controller.ofp_handler of OFPHandler
——— Test start

waiting for switches connection...

dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.

action: 00_OUTPUT

ethernet/ipv4/tcp-->'actions=output:2'
St

ethernet/ipvé6/tcp-->'actions=output:2"'
ethernet/arp-—->'actions=output:2"'
action: 11_COPY_TTL_OUT
ethernet/mpls (ttl=64) /ipv4 (tt1l=32) /tcp——>'eth_type=0x8847,actions=copy_ttl_out,
output:2' ERROR
Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]
ethernet/mpls (ttl=64) /it
copy_ttl_out,output:2' ERROR
Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]

(hop_limit=32) /tcp-—>"'eth_type=0x8847,actions=

ryu/tests/switch/of 13 0 00000000000 00O0O0OOO0OO0OOCODOODOOOCOOOOOO
goboobogoo

<0Os00000000000000000

matchO actions 00000000000 OCO0O0OOOOC0O0OOOOC0ODO0OCOODO0O matchOO (O
OOmatchO000)0000000000O00000O0OO0DO0O0O0O0OODOOOO0O0OOOOOO
0000000000000 0000000000O00U0000D000UD00 matchOOOOO
000000000000 00000000000 FLOODING OO type=ALLOODOODODOO
00000000000 000000D00000000D0 type=sSELECTOOOOOOODOOOO
00000000000 matchOOO0O0OOOO0O0O0O0OO0OOO0OO0OOOOOOODOOOpenFlowl.0 OO
OpenFlowl1.300 OpenFlowl 40000000000 0OOCCOO

OpenFlow 1.0:

ryu/tests/switch/ofl0/action:
00_OUTPUT. json 06_SET_NW_SRC. json 09_SET_TP_SRC_IPv6_TCP.

01_SET_VLAN_VID. j 07_SET_NW_DST. json 09_SET_TP_SRC_IPv6_UDP.
02_SET PCP.json 08_SET_NW_TOS_IPv4.json 10_SET_TP_DST_IPv4_TCP.
03_STRIP_VLAN. json 08_SET_NW_TOS_IPv6.json 10_SET_TP_DST_IPv4_UDP. j

242



153. 000000000

04_SET_DIL_SRC. json
05_SET_DL_DST. json

09_SET_TP_SRC_IPv4_TCP
09_SET_TP_SRC_IPv4_UDP

.json 10_SET_TP_DST_IPv6_TCP. json

.Jjson 10_SET_TP_DST_IPv6_UDP. json

ryu/tests/switch/of10/match:

00_IN_PORT. json
01_DL_SRC. json
02_DL_DST. json
03_DL_VLAN. json
04_DL_VLAN_PCP. json
05_DL_TYPE. json
06_NW_TOS_IPv4. json
06_NW_TOS_IPv6. json

OpenFlow 1.3:

07_NW_PROTO_IPv4. json
07_NW_PROTO_IPv6.json
08_NW_SRC. json
08_NW_SRC_Mask. json
09_NW_DST. json
09_NW_DST_Mask. json
10_TP_SRC_IPv4_TCP. json
10_TP_SRC_IPv4_UDP. json

ryu/tests/switch/ofl3/action:

00_OUTPUT. json
11_COPY_TTL_OUT. json
12_COPY_TTL_IN. json
15_SET_MPLS_TTL. json
16_DEC_MPLS_TTL. json
17_PUSH_VLAN. json

20_POP_MPLS. json

10_TP_SRC_IPv6_TCP
10_TP_SRC_IPv6_UDP
11_TP_DST_IPv4_TCP
11_TP_DST_IPv4_UDP
11_TP_DST_IPv6_TCP
11_TP_DST_IPv6_UDP

23_SET_NW_TTL_IPv4.
23_SET_NW_TTL_IPv6.
24_DEC_NW_TTL_IPv4.
24_DEC_NW_TTL_IPv6.

25_SET_FIELD

17_PUSH_VLAN_multiple. json
18_POP_VLAN. json
19_PUSH_MPLS. json
19_PUSH_MPLS_multiple. json

26_PUSH_PBB. json
26_PUSH_PBB_multiple. json
27_POP_PBB. json

ryu/tests/switch/ofl3/action/25_SET_FIELD:
03_ETH_DST. json 14_TCP_DST_IPv4.
04_ETH_SRC. json 14_TCP_DST_IPv6.
05_ETH_TYPE. json 15_UDP_SRC_IPv4.
06_VLAN_VID. json 15_UDP_SRC_IPv6.
07_VLAN_PCP. json 16_UDP_DST_IPv4.
08_IP_DSCP_IPv4. json 16_UDP_DST_IPv6.
08_IP_DSCP_IPv6.json 17_SCTP_SRC_IPv4. json
09_IP_ECN_IPv4. json 17_SCTP_SRC_IPv6. json
09_IP_ECN_IPv6. json 18_SCTP_DST_IPv4. json
10_IP_PROTO_IPv4 18_SCTP_DST_IPv6.json
10_IP_PROTO_IPv6 19_ICMPV4_TYPE. json

json 24_ARP_SHA. json
25_ARP_THA. json
26_IPV6_SRC. json
27_IPV6_DST. json
28_IPV6_FLABEL. json
29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34_MPLS_LABEL. json

json
json
json
json

json

.json

. json

11_TIPV4_SRC. json
12_IPV4_DST. json

20_ICMPV4_CODE. json
21_ARP_OP. json

35_MPLS_TC. json
36_MPLS_BOS. json

13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json

22_ARP_SPA. json
23_ARP_TPA. json

37_PBB_ISID. json
38_TUNNEL_ID. json

ryu/tests/switch/ofl13/group:
00_ALL. json 01_SELECT_IP. json
01_SELECT_Ether.json O01_SELECT_Weight_Ether. json

01_SELECT_Weight_ IP.json

ryu/tests/switch/ofl3/match:

00_IN_PORT. json
02_METADATA. json

02_METADATA_Mask. json

03_ETH_DST. json
03_ETH_DST_Mask
04_ETH_SRC. json
04_ETH_SRC_Mask
05_ETH_TYPE. json
06_VLAN_VID. json
06_VLAN_VID_Mask
07_VLAN_PCP. json

. json

. json

13_TCP_SRC_IPv6.
14_TCP_DST_IPv4.
14_TCP_DST_IPv6.
15_UDP_SRC_IPv4.
15_UDP_SRC_IPvV6.
16_UDP_DST_IPv4.
16_UDP_DST_IPv6.
17_SCTP_SRC_IPv4.
17_SCTP_SRC_IPv6.
18_SCTP_DST_IPv4.
18_SCTP_DST_IPv6.

26_IPV6_SRC. json
26_IPV6_SRC_Mask
27_IPV6_DST. json
27_IPV6_DST_Mask
28_IPV6_FLABEL. json
28_TIPV6_FLABEL_Mask
29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_TIPV6_ND_TARGET. json
32_IPV6_ND_SLL. json

33_IPV6_ND_TLL. json

. json

. Jjson

. json




08_TIP_DSCP_IPv4. json
08_IP_DSCP_IPv6.json
09_IP_ECN_IPv4. json
09_IP_ECN_IPv6. json
10_IP_PROTO_IPv4
10_IP_PROTO_IPv6.json
11_TIPV4_SRC. json

11_TIPV4_SRC_Mask. json
12_IPV4_DST. json

12_IPV4_DST_Mask.json
13_TCP_SRC_IPv4. json

. json
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19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21_ARP_OP. json
22_ARP_SPA. json
22_ARP_SPA_Mask.
23_ARP_TPA. json
23_ARP_TPA_Mask.
24_ARP_SHA. json
24_ARP_SHA_ Mask.
25_ARP_THA. json
25_ARP_THA_Mask.

ryu/tests/switch/ofl13/meter:

01_DROP_00_KBPS_00_1M. json
01_DROP_00_KBPS_01_10M. json
01_DROP_00_KBPS_02_100M. json
01_DROP_01_PKTPS_00_100.json
01_DROP_01_PKTPS_01_1000.json
01_DROP_01_PKTPS_02_10000.json

OpenFlow 1.4:

ryu/tests/switch/ofl4/action:

00_OUTPUT. json
11_COPY_TTL_OUT. json
12_COPY_TTL_IN. json
15_SET_MPLS_TTL. json
16_DEC_MPLS_TTL. json
17_PUSH_VLAN. json

17_PUSH_VLAN_multiple. json

18_POP_VLAN. json
19_PUSH_MPLS. json

20_POP_MPLS. json

34_MPLS_LABEL. json
35_MPLS_TC. json
36_MPLS_BOS. json
37_PBB_ISID. json
37_PBB_ISID_Mask.json
38_TUNNEL_ID. json
38_TUNNEL_ID_Mask.json
39_IPV6_EXTHDR. json
39_IPV6_EXTHDR Mask. json

02_DSCP_REMARK_00_KBPS_00_1M. json
02_DSCP_REMARK_00_KBPS_01_10M. json
02_DSCP_REMARK_00_KBPS_02_100M. json
02_DSCP_REMARK_01_PKTPS_00_100.json
02_DSCP_REMARK_01_PKTPS_01_1000.json
02_DSCP_REMARK_01_PKTPS_02_10000. json

23_SET_NW_TTL_IPv4.
23_SET_NW_TTL_IPv6.
24_DEC_NW_TTL_IPv4.
24_DEC_NW_TTL_IPv6.

25_SET_FIELD
26_PUSH_PBB. json
26_PUSH_PBB_multip
27_POP_PBB. json

19_PUSH_MPLS_multiple. json

ryu/tests/switch/ofl4/action/25_SET_FIELD:

03_ETH_DST. json
04_ETH_SRC. json
05_ETH_TYPE. json
06_VLAN_VID. json
07_VLAN_PCP. json
08_IP_DSCP_IPv4. json

14_TCP_DST_IPv6.
15_UDP_SRC_IPv4.
15_UDP_SRC_IPv6.
16_UDP_DST_IPv4.
16_UDP_DST_TIPv6.
17_SCTP_SRC_IPv4. json

json
json
json
json

json

le.json

26_IPV6_SRC. json
27_IPV6_DST. json
28_IPV6_FLABEL. json
29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json

08_IP_DSCP_IPv6.json
09_IP_ECN_IPv4. json
09_IP_ECN_IPv6. json

17_SCTP_SRC_IPv6. json
18_SCTP_DST_IPv4.json
18_SCTP_DST_IPv6.json

32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34_MPLS_LABEL. json

10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6.json
11_TIPV4_SRC. json

12_IPV4_DST. json

13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6.json
14_TCP_DST_IPv4. json

19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21_ARP_OP. json

22_ARP_SPA.
23_ARP_TPA.
24_ARP_SHA.
25_ARP_THA.

json
json
json

json

ryu/tests/switch/ofl4/group:

00_ALL. json
01_SELECT_Ether. json

01_SELECT_IP. json
01_SELECT_Weight_Ether. json

ryu/tests/switch/ofl4/match:

00_IN_PORT. json
02_METADATA. json
02_METADATA_Mask. json

13_TCP_SRC_IPv6. json
14_TCP_DST_IPv4. json
14_TCP_DST_IPv6.json

35_MPLS_TC. json
36_MPLS_BOS. json
37_PBB_ISID. json
38_TUNNEL_ID. json
41_PBB_UCA. json

01_SELECT_Weight_ TIP

26_IPV6_SRC. json
26_IPV6_SRC_Mask. json
27_IPV6_DST. json
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03_ETH_DST. json 15_UDP_SRC_IPv4. json _ _DST_Mask. json
03_ETH_DST_Mask. json 15_UDP_SRC_IPv6. json 28_IPV6_FLABEL. json
04_ETH_SRC. json 16_UDP_DST_IPv4.json 28_IPV6_FLABEL_Mask. json
04_ETH_SRC_Mask. json UDP_DST_IPv6.json 29_ICMPV6_TYPE. json
05_ETH_TYPE. json 17_SCTP_SRC_IPv4.json 30_ICMPV6_CODE. json
06_VLAN_VID. json 17_SCTP_SRC_IPv6.json 31_ ND_TARGET. json
06_VLAN_VID_Mask.json 18_SCTP_DST_IPv4.json 32_IPV6_ND_SLL. json
07_VLAN_PCP. json 18_SCTP_DST_IPv6.json 33_IPV6_ND_TLL. json
08_IP_DSCP_IPv4. json 19_ICMPV4_TYPE. json 34_MPLS_LABEL. json
08_IP_DSCP_IPv6.json 20_ICMPV4_CODE. json 35_MPLS_TC. json
09_IP_ECN_IPv4. json 21_ARP_OP. json 36_MPLS_BOS. json
09_IP_ECN_IPv j _ARP_SPA. json 37_PBB_ISID. json
10_IP_PROTO_IPV _ARP_SPA_Mask. 37_PBB_ISID_Mask.json
10_IP_PROTO_IPv6. j _ARP_TPA. json 38_TUNNEL_ID. json
11_TIPV4_SRC _ARP_TPA_Mask. js 38_TUNNEL_ID_Mask. json
11_TIPV4_SRC_Mask. json _ARP_SHA. json 39_IPV6_EXTHDR. json
12_IPV4_DST. json _ARP_SHA_Mask. j¢ 39_TIPVo_. HDR_Mask. json
12_IPV4_DST_Mask. json _ARP_THA. json

13_TCP_SRC_IPv4. json _ARP_THA_Mask. json

N
N N

N

2
2
2

3
3
)
4
4
5
5

NN

N

ryu/tests/switch/ofl4/meter:

01_DROP_00_KBPS_00_1M. json _DSCP_REMARK_00_KBPS_00_1M. json
01_DROP_00_KBPS_01_10M. j SCP_REMARK_00_KBPS_01_10M. jso
01_DROP_00_KBPS_02_100M. json y SCP_REMARK_00_KBPS_02_100M. json
01_DROP_01_PKTPS_00_100. json 02_DSCP_REMARK_01_PKTPS_00_100. json
01_DROP_01_PKTPS_01_1000. json 02_DSCP_REMARK_01_PKTPS_01_1000. json
01_DROP_01_PKTPS_02_10000.json 02_DSCP_REMARK_01_PKTPS_02_10000.json

1532 0000000000000 000O0O0O

goboobodobbooboobobooobuoobboobobuooboobboon

OOD0OO0OOpenFlow OOOOOOOCODOOOODOOOOCODOOCODO matchO actionsJOO0OO0OOO0OO
gobooboobobuoobboooboobooon

100oooooooooood

ctoobooooobooobooooooooOooOooOoOoooOooooOoOoOoooOOoOoOoOboOooDboOoOoOoon
ooobooooooooooon

match actions

OO0 IPODOODDO192.168.30.0/240 000 MACDOOOOOO aa:aa:aa:aa:aazaalld0 O
ooo

00 MACOODODO OO bb:bb:bb:bb:bb:bbl O O
ooo

TTL OO

gooood

gobooboboobooboboobuooopbooboobbooobo

oooooooooooon
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OO: OO0ooOooOoOoOOooOoO0OoOoOoOOoOoOoO0OoOoOOOCcOoO0OO0OOOOOCOOO0OoOOOOOcOOoOoOn

ooad

O0000O0 sample_test_pattern. json
[

"sample: Router test",

{
"description": "static routing table",
"prerequisite": [

{

"OFPFlowMod": {
"table_id": O,
"match": {
"OFPMatch": {
"oxm_fields": [
{
"OXMT1v": {
"field": "eth_type",
"value": 2048
}
I
{
"OXMT1lv": {
"field": "ipv4_dst",
"mask": 4294967040,
"value": "192.168.30.
}
}
]
}
br
"instructions": [

{
"OFPInstructionActions": {
"actions": [
{
"OFPActionSetField":
"field":{
"OXMT1v": {
"field":

"value":

"OFPActionSetField":
"field":{
"OXMT1v": {
"field":
"value":

"OFPActionDecNwTtl":
}I

"eth_src",

"aa:aa:aa:aa:aa:aa"

"eth_dst",
"bb:bb:bb:bb:bb:bb"
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"OFPActionOutput": {
"port":2

1,

"tests": [
{
"ingress": [
"ethernet (dst='22:22:22:22:22:22"',src="11:11:11:11:11:11",ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10"', dst='192.168.30.10"', ttl=64)",
"tcp (dst_port=2222, option="\\x00\\x00\\x00\\x00', src_port=11111)",
"I\N\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t \\n\\x0b\\x0c\\r\\x0e\\x0f"'"
1,
"egress": [
"ethernet (dst="'bb:bb:bb:bb:bb:bb',src="aa:aa:aa:aa:aa:aa',ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10"', dst='192.168.30.10"', ttl=63)",
"tcp (dst_port=2222, option="\\x00\\x00\\x00\\x00', src_port=11111)",
"I\N\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t \\n\\x0b\\x0c\\r\\x0e\\x0f"'"
]
}
1
}
]
20000000

gobooboobbooboobboobooboooboobboboobooDboob oo
obobooooon

3000oooooono

ooooboooxermOdOOOO0O0O0O0OO0OO0OO0OCOOOOODOODOOOOOOOOOOOOODOOO
OO0O0OCOOO0O0DoOoOOO—est-switch-dr 010 0000000000000 0000O0O0O0O0O0OO
OO00000000OC0O0O000DO0O0000O00000000O0O0-verbose 00 O0DOOOODOOOO
ooo

Node: cO:

$ ryu-manager —--verbose —--test-switch-dir ./sample_test_pattern.json ryu/ryu/tests/

switch/tester.py

goboobbooboobobooboobobooboobbooboobbooboo

O dpid=0000000000000002 : receive_packet. . 0 000000000000 OODOOOOODO egress O
gooboobobobobooboobbooobooboooboobooboboobboobboobOoo
O0oo0oooooooooooooooooo
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$ ryu-manag rerbose —--test-sw —-dir ./sample_test_pattern.json ryu/ryu/tests/

switch/tester.py

loading app ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu.controller.ofp_handler of OFPHandler
instantiati app ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory ./sample_test_pattern. json

-—— Test start ——-

waiting for switches

dpid=0000000000000002 : Join tester
dpid=0000000000000001 : Join target

sample: Router test

send_packet: [ethernet (dst='22:22:22:7 ', ethertype=2048,src="11:11:11:11:11:11"),
ipv4 (csum=53560,dst="'192.168.30.10", 5 . identification=0,o0ffset=0
option=None,proto=6,src="'192.168.10. ,tos=32,total_lengt >9,ttl=64,version=4), tcp(
ack=0,bits=0, csum=33311,dst_port=2222,0ffset=6,option="\x00\x00\x00\3 ,seq=0,src_port
=11111,urgent=0, wi ow_size=0), '"\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f

: [ethernet (dst="bb:bb:bb:bb: :bb',ethertype=2048,src="'aa:aa:aa:aa:aa:aa'), ipvié(

3816,dst='192.168.30.10"', flags=0, header_length=5,identification=0,o0ffset=0, option=
None, proto=6,src='192.168.10.10"',tos=32,total_length=59,ttl1=63,version=4), tcp (ack=0,
bits=0, csum=33311,dst_port=2222,o0ffset=6,o0ption="\x00\x00\x00\x00"', seq=0, src_port=11111,
urgent=0,window_size=0), '\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f"]
packet_in: []
dpid=0000000000000002 : receive_packet [ethernet (dst='bb:bb:bb:bb:bb:bb',ethertype=2048,
src="aa: raataa:aaz:aa'), ipv4 (csum=53816,dst='192.16 30.10"', flags=0, header_length
identification offset=0, option=None, proto=6,src="'192.168.10.10"',tos=32,total_length
=59,ttl1l=63,version=4), tcp(ack:O,bits:O,csum:33311,dstiport:3222,offsgt:6,option:'\xOO\
x00\x00\x00"', segq=0, src_port=11111,urgent=0,window_size=0), '"\x01\x02\x03\x04\x05\x06\x07
\x08\t\n\x0b\x0c\r\x0e\x0f"]

static routing table OK

Test end

OO0 OpenFlow D00 D0OO0O00ODOOCO0OO0OODOOO0OOOO0OOOO0ODOOOOODOOOODODOOO
O0000000000000000 matchOOn_packets 000000000 DO0O0OCOOOOOO
ggo

Node: s1:

# ovs-ofctl -O OpenFlowl3 dump-flows sl
OFPST_FLOW reply (OF1l.3) (xid=0x2):

cookie=0x0, duration=56.217s, table=0, n_pa f n_bytes=73, priority=0,ip,nw_dst
30.0/24 actions=set_field:aa:aa:aa:aa:aa:aa—->eth_src,set_field:bb:bb:bb:bb:bb:

,dec_ttl,output:2

1533 0000000000000 00OO

0000000000000 0000gson0 0000000000000 0000O0DO0000O0O00

[
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"TXXXRRXRXXXXK", # 00000

{
"description": "xxxxxxxxxx", # [ [ 0000
"prerequisite": [

{
"OFPFlowMod": {...} # 000000000 O0OOOOOOOOOOOOOOOOGOODO

OO0
br # (
Ryul OFPFlowModd OFPMeterModl OFPGroupModl jsond O 0O OO )
{ #
"OFPMeterMod": {...} # 000 O0OOOOOOOOOOODODOO
b # 00 0D0OD0ODO (actions=output) O O O O
{ # 0000000002000 0000000
"OFPGroupMod": {...} # 0000 O0O0OOOODDODOODODODOOOOOGO
b # 00 00O0OOCOODODO2000000300
{ocol # 00000 O0O0OO
1,
"tests": [

{
# DOODOOO
# 1000000000 O0DO0DDODO0DO0DDODOO0DO0DDODODODOOO0ODODOO
# (A)(B)ODODODODODOOO
# (A) 1000ODOO
"ingress": [
"ethernet(...)", # (RyuODODDODOOOODODOOOOODODOOOOODOOO)
"ipvd (...)",
TEEP (000 )"
1,
# (B) DOODOOODOOORDO
"ingress": ({
"packets": {

"data": [
"ethernet (...)", # (A) 0O O 0O
"ipvd (...)",
"tep(...)"
1,
"pktps": 1000, # 0 00O0DO0DD0DDDODDODOOOOAO

"duration_time": 30 # DO OOOODODOOOOODRDO

}I

# DOODODOOOO
# DOO0DDODOODODODOODOCa) (b (c)(dyDOODOODOO
# (a) 0000000 (actions=output:X) 0 O 0O O O
"egress": [ # 00D0ODO0ODO0ODODOOD0OO
"ethernet (...)",
"ipva(...)",
"Eep (.. )"
1
# (b) O0O0ODOODO (actions=CONTROLLER) O O O O O
"PACKET_IN": [ # 00 0O 0OPacket-InO0ODO
"ethernet (...)",
"ipva(...)",
"tep (... )"
1
# (c) table-missO O OO0
"table-miss": [ # table-missOODODODOOODOODODODOOODOOTID
0
]
# (d) O0O0O0O0ODOAO (actions=output:X) 0 00 0O O0OOOOODOAO
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"egress": [

"throughput": [
{
"OFPMatch": { # D000 OO0ODOOIL
e # 00 swODODOOooOoO
I # 000000D0O0O0MatchOO
"kbps":1000 # 0000000 D0O0O0ODOEKbpsOOOOI
br
{...1,
{...}
]
]
b
loools
{...}
]
b # 001
{..0), # 002
{...} # 003

o0oo0oo0oo0ooo@d)oooooo0ooooo0o0obo0ooobo0oo0o0o000@OooO0o0O0n (ac-
tions=output:X) 0 0 000 0000000000000 0O0O0O0OO0O0O0OOO0O0OOO SWOoOOoOoooo
oooooooboooooo

goooooooooooooooooOo/oobooobooooooooooooo@moooboobobooooo
ooooooobooobooono

goboobooobobooboobo

ocooocswoOoooSwOoOoOoOoooooooooooooo

AERXT R SW

Ny NEERR—
87y NEERE— h
Ny NERR—b
Ny NEERR—b
Ny NSesHR—
Ny NERAR—b

L1

TANMNY—=IL
(OpenFlowa > hO—73)

fHEISwW
R—ES

Flow mod OOOOO/Meter mod 0000000000000 DOOO0O0O0DOOCOOOOOOOCDOOO
ooooooo
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o000 sSswooooOoooooooooooooooooooooooo
gooooo swooooooooooooOoOoOoOOOOOOoooooo
goooooswoooooooooooOoOoOOOOOOOOOOobDboboobob

oooosSswooooOoooooooooooooooooooooooo

BRI R SW

Ny N&ESE

Sy N EEH
(R—hr&HES1

R—hES2)

LU

.
~~

1. Ny M%&)
R—brES )

TANY—=I

% 4. JSHy N ESE
(OpenFlowd > bO—3)

R— NEE

Group_mod 000 0000000000000 0O00O0OO00O00O0OO0O0DOOOO0O0OOOOOBOO
goooswoooooooooooooOoOoOoOOoOOOOoOoooooo
ooooooSwoOoOooooooooooooooooooooooooo

O00ooo SWOoOooooooooooooooooooooooooooo Sswooooooooood
oboboooooooboobobobo

o000 sSswooOoOooooooooooo0ooooo0ooooobo SWoOOoOooooooooooooo
coooocooboooooo
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B X R SW

AL
(R—brFES1

Ny N EEH
(R—b+FS2 or 3)

LU

4., N7y N EE
(R—KhFES2 or 3)

AG N N
R—bES1

TANY—=I
(OpenFlowad > kA—73)

R— &S

O00000OGroup_mod DO 0000000000000 O0ODO0OOOO00O0 SWOOODOOOOOOOOO
gooosSswoOoooooooooOoOoOoOoOoOOOOOOoOoooo

1534 0000000000

OoOoOoooo OpenFlow O OOOOOOOODOOOOOOODOOODOOODOOOOOOOOOOOOOOO
ooobooooboooobooooooogoooooooooooooooooooooooonn

cooboooobooboboooobooooboooooooad

ooooo ood oooood
—-—test-switch-target_recv_port gdoooooooooooooooooa 1
ooooo
--test-switch-target_send_ port_1 | O00O0O0OO0OO0OOOOODOOODOOOOO 2
oooood
—-—test-switch-target_send_port_2 | UOUOOOOOOODOOOOODOOODOOO 3
oooood
--test-switch-tester_send_port go0oooooooooooooooooa 1
ooo
——test-switch-tester_recv_port_1 | U000 O0OOOOOOOODOODOOOO 2
ooooo
-—-test-switch-tester_recv_port_2 |U00O0OOO0OOOOOOODOOODOOOO 3
ooooo

cooboooboobooooobooooooooooboobooooboooooobooooboooobooooooooooDooag
cooooooooooooooon
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<0Os0000000000000000000000

oobooobooooooooooooooobooboooboooooooboooOooooOoOoOooooboooobogoon
obooooooooooooobobdobooobooooooobooooooooboobooboOooOon
oooooooooooooon

"OFPActionOutput": {
"port":"target_send_port_1"
}

gobooboboobobooboobbooboo

$ ryu-manager --test-switch-target_send_port_1 30 ryu/ryu/tests/switch/tester.py

cooooooboooobooooooOooOoOoOoO0OoOooOoOoooOoOoOoOoOOoOO0oObocOoOobOoOoOon
ooo

"OFPActionOutput": {
"port":30
}

gobooboboobboobooboboobooboobobooboobboboboobbooboo
gbobooooo

154 0000000000

goboobogoboobooobooboooboon

oooooooo oo

Failed to initialize flow tables: barrier request time- | D0 0000000 SWOOOOUOOOOOQOO
out. 000 (BarrierRequest 00000 0OO)

Failed to initialize flow tables: [err_msg] 000o0ooDoO0o SwWwWooooooooooo

000 (FlowMod OO OO Error D00 ODOONO)
Failed to initialize flow tables of tester sw: barrier | OO0 OO0ODO0 SWOOODODOODOOODODOOO
request timeout. O (Barrier Request 00O OO O0O)

Failed to initialize flow tables of tester_sw: [err_msg] | 0000000 SWOOODODOOODODODOODOO
O (FlowMod OO OO Error DO O ODOONO)

Failed to add flows: barrier request timeout. O0oo SwWoOOoooDoDooooooooooo
(Barrier Request 010 0 OO O0O)
Failed to add flows: [err_msg] 0000 SwoOOoOoOooooooooooooo

(FlowMod DO OO Error OO DO ODOONO)

Failed to add flows to tester_sw: barrier requesttime- | 00 SWOOOOOOOOOOODOOOO (Bar-

out. rier Request 1 0 00 000)

Failed to add flows to tester_sw: [err_msg] ooSwoOOooooooooooooood (Flow-

ModOOODO Error 00O ODOONO)
gooooooo
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TABLE 151 -0000000000

goooocooo

g

Failed to add meters: barrier request timeout.

o000 Swoooooooooooooooo
O (Barrier Request 00O OO O0O)

Failed to add meters: [err_msg]

oooo Swoooodooooooooooo
O MeterMod OO OO Error DO OO DO ONO)

Failed to add groups: barrier request timeout.

o000 Swoooooooooooooooo
O (Barrier Request 00 OO OO0O)

Failed to add groups: [err_msg]

oooo Swoooodooooooooooo
O (GroupMod DO OO Error OO OO OO)

Added incorrect flows: [flows]

ooooSwoOOooOOooOoOoooooooooDo
00 @dooo0ooooooooooooon)

Failed to add flows: flow stats request timeout.

oooo Swoooodooooooooooo
OO (FlowStats Request DO OO ODO0O)

Failed to add flows: [err_msg]

o000 SswOoooooooooooooooo
00 (FlowStats Request 0000 Error 0000 O
oo

Added incorrect meters: [meters]

oooosSswoOooooooooooooooo
000 @oo0o0ooo0oooooooooon)

Failed to add meters: meter config stats request time-

out.

ocoooSwOoOOoOOoOoDOoooOOooOooDooo
000 (MeterConfigStats Request 0 0 0O OO O)

Failed to add meters: [err_msg]

o000 SwOooooOooooooooooooo
00 (MeterConfigStats Request 0 O O O Error O O
ooooo)

Added incorrect groups: [groups]

oooosSswoOooooooooooooooo
Oo0@oooooooooooooooon)

Failed to add groups: group desc stats request time-

out.

O0oo SWoOOoooDoooooooooooo
000 (GroupDescStats Request 0 00000 0)

Failed to add groups: [err_msg]

oo0ooSwooooooooooooooooo
O O (GroupDescStats Request 0 0 O O Error O O
ooooo)

Failed to request port stats from target: request time-

out.

0000 SW O PortStats 0 0 0O 0O (PortStats Re-
quest0O0O00O0OOO)

Failed to request port stats from target: [err_msg]

0000 SW O PortStats 0 0 00O O (PortStats Re-
quest 0000 Error 00O 0O0OOO)

Failed to request port stats from tester: request time-

out.

OO0 SW O PortStats 0 0 0 0O (PortStats Request
oooooon)

Failed to request port stats from tester: [err_msg]

OO SW O PortStats 0 0 0 OO (PortStats Request
0000 Error0000000)

gobooboo
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154. 0000000000

TABLE 151 -0000000000

goooocooo

g

Received incorrect [packet]

0000000000000000(@O00000
oooo)

Receiving timeout: [detail]

OO000000ooooooooo @oooon)

Failed to send packet: barrier request timeout.

000000000 (Barrier Request 1 00000
0)

Failed to send packet: [err_msg]

000000000 (Packet-Out OO OO Error O
0ooooo)

Table-miss error: increment in matched_count.

table-miss 10000 (D000 matchOOO0O)

Table-miss error: no change in lookup_count.

tablemiss 00000 (00000000000
oOooooOooboooooon)

Failed to request table stats: request timeout.

table-miss 0 0 0 0 O O (TableStats Request O O O
oooo)

Failed to request table stats: [err_msg]

table-miss 0 0 0 0O 0O O (TableStats Request 0 O O
OEror 00 0OO00OO)

Added incorrect flows to tester_sw: [flows]

oo SswoOOoOooooooooooooooDo
(Coooooooooooooooo)

Failed to add flows to tester_sw: flow stats request

timeout.

0o SwioOOooOoOoooooooooooooo
(FlowStats Request 1 0 0 00O 0)

Failed to add flows to tester_sw: [err_msg]

OO0 SswoOOooooooooooooooooo
(FlowStats Request 0 000 Error OO0 O0O0O)

Failed to request flow stats: request timeout.

O00o0oooooooo SWooOooooooo
OO0O0D0OO0O0OO0O0Og (FlowStats Request D 00O O
00)

Failed to request flow stats: [err_msg]

Oo0o0oO0odoooooo SWOoOonoooooo
OO0O0D0OCOO0OO0OoOgg (FlowStats Request 0 0 OO
Error 0O O0OOO0O)

Received unexpected throughput: [detail]

gobooboobbooboobbooboon
god

Disconnected from switch

ooooSwooooooswoooooooo
O
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161 D 0000000000 ODOOOOOO0

RywO0O0O0O0O0O0O0O0O0O0O0O0O0OOOOOOOOOODOOO

ryu-manager 7Ot X
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http://ryu.readthedocs.org/en/latest/

o1600000000

1611 00000000

UobOo0bO0dbd ryu.base.app_manager .RyuvApp U00O0O0OO00OOO0OOODOOODOOODOOO
gbobooooooobogoobobo

16.1.2 OOODO

00d00ddd ryu.controller.event.EventBase DO UOOUOOUOOOOOOOOoOoOoOooOoOOoOOOO
0000o0oo0opooooooboboooooooooooo

1613 0000000

gobgooboobbooboobooobooboobbooboon

16.1.4 DOO0ODO

RyuO eventlet 00 0000000000000 0O0OO0O0OOO0ODODOO0ODOOO0OODOOOODODOOODO
gbooooooooboobooboo

coooooo

goobooboooboboobdoobooobooboobbooboobbobboobboobbooboo
ocobooooobooOooOoOooOoobOOoOooO0ooOOoOooOooOoOooooOoooOoOobooooDbooo@o)ao
goboooo

goobogoo

hubspawn 0 0 0000000000000 O00O000O0O0OOO0OO0O0OOO0OO0O0OOOO0O0ODOO0OOOD

eventlet

eventlet 0000000000 CCOO0O0O00000000OO0ODODOO0O0O0O0OO0O000000 hwbOOooQd
gbobooooooobobobobooooooooo

16.1.5 00000000

0000000000000 D0000 ryu.controller.handler.set_ev_clsO0O0O0OOOOOO0O
Jd0d0o0o0o0o0o0ooooooobobobobOobOoOoObOO0000000000o0o0o0oooooooooDoDbDoOn
Jdd0d00o0o0o0oooooooooobooboooon
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Joooooobood

gbobo0oooobobobooboobOoboob0boobDobO0bUobobOoobOooODUoDObDUObDUORyud
gbobooooooobooboboobooo

171 0000

RyvsO0OOOOOODOOOOOODODODOOOOOODODOODOOOUODODODODOODOODODO
ooooo

https://lists.sourceforge.net/lists/listinfo/ryu-devel

gobgooboobboobooboobobooboobbooboobbobobooboobbooboon
gooboobodobobooboooooobooboobbooboobboboboobboobbooboo
gbooooooooooboboboboobooooobooboobOobOoboboboooo

172 0000

ogooooOooOoOoOOoORywOOOOOOOOOOCOOOOOODOODOOODOOO

17.2.1 Python

Ryu O Python2.70 00 Python3.40000000000000 PythonOOOOOOODOOODOOOOOO
coooooooooooobooboooo

1722 0000000000

RywOOOO0OO0OOCOOPEPROOOOOOOOODOOCOODOOOOOOOOOOOOCOODOOOOOOBO
OOoOoOoOoOoOo PEPSOODO0ODOODODOODODODOODOODOOOODOOO
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https://lists.sourceforge.net/lists/listinfo/ryu-devel

01700000000000

http://www.python.org/dev/peps/pep-0008/

000000000 PERROOOO00OOOOOOOOODOOOOODOOOODODOOODOOOODOOODODOO
gbooboooooooogo

https://pypi.python.org/pypi/pep8

17.23 00O

RywOOOOODOOODDODOOODOODODOOOODOOOODODOODOODOOD RywOODOoODO
gobooooogoooooobobobooooboooooobobobobboooooDoboboboboboo
gobooboobobooboobobooobooboobbooboobbobobooboobboobon
gbobooooooobobobooo

$ cd ryu/

$ ./run_tests.sh

173 000000

cooooooobooooooooooOoOoOobOOoOoOoOoOoOoOoOooOoOoOoOoOOoOoO0obOboOoOoOoOoOoOoOooOoOoa
oooooooobooooooooooboobooobo0oooooooobobooooboooooobooooooooDbog
coooao

O0: RywOOOOOOOOOOOOOD GtHbh OOOOOOOOOOOOOOOOOO0OO0OO0OO0OOO0O0O0O0O0O0O0O0O0
ooooooooooo

00000000000 LinuxOOOODOOOOOOOOOODOOOOOOOOOODOOODOOODOOOO
ooobooooboooooooooooooboooboooooooooooooooOoooooooonogd
cooooooboocoobooono

http://Ixr.linux.no/linux/Documentation/SubmittingPatches
gobgoobogboboob
I000000000ooooOooo

OO0 Ryw00O0OO0O0OO0OOOOODOOOOOOCOOGItHWOOOOOODOOOO foockOODOOO
coooocooooooOobobOOobOOoOobOOoOO0bOOobOOOOoObocOoOoOoboOoOoOobOOobOOoDbOon
ooo

$ git clone https://github.com/osrg/ryu.git$ cd ryu/
20000000 ooooggg

RywOO0O0OoouodooooobobobobboboboooooooboobDbDbooUooboobobo
gooo
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http://www.python.org/dev/peps/pep-0008/
https://pypi.python.org/pypi/pep8
http://lxr.linux.no/linux/Documentation/SubmittingPatches

173. OO0OOOO

$ git commit -a
300ooao

00000000000 0D00O0O0O0000OD Signed-off-by: 00000 DOO0OOOO0OOODOOOOO
gbobooooooobooobobobobooobooboobDoboboboboboooooboDoDbOoDbOo
gbooboooooon

$ git format-patch origin -s
40000000

oooooooooooboooooooooooooooooooooooooooOoooboooon
OOOOOOO0OO0ODbOOooo gitsend-email(l) 00000000OO0OOCOOCOOCCOOOCODOOO

$ git send-email 000l-sample.patch
s000000

coooooooocooboooooOooOooOoocOoOooOOoO0OobOoOoobooOoOcOoOOboOoOoDbOoOoOoon
ooobooooboobooobooooooo
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18.1 Stratosphere SDN Platform (U0 OO0 000 0)

Stratosphere SDN Platform(0 0 SSP) 0000000000000 O0O0O00O0O000000000SSPOOO
0000 VXLANSTTMPLS OO0 O0O00O0OO0OOCOO00O0O0OOOOO0O0O0O0OO0OOOOOOoO0OooooooOog
cooooooooogd

goooooOooOoOoOooOo VRANOOOOOOoooooooooooooooooooooo VLAND
1200000000000000OVLANODOOOOOOODD L2000000000DO0O0DOO SSp
O OpenStack O CloudStack 0000 laaSO OO0 OO0OOOOOOOOODOODOOODOOOOO

SSpO0O0OOOO0DO0O OpenFlow O0OODO0OO0O0O0O0O0OO 1.14000000000 Ryu0O0O00O0OO
00000000000 OpenFlowl.1000O0OO0ODOOO0O0O0OO0OSSPO MPLSOOOOOOOOOOO
0000000000000 00 OpenFlowl.1 0000000000000 00000O0OOO0OOOO

O0: OpenFlow OO O O0OOOO0OO0O0O0OOOOOOOOOODOOOOOOOOOOOOOCOOOOO OpenFlowO0OO
oooooooooocOoOoooooOoooooooooon

goOoocoOoooOoo PpythonOODOOODOOODOOOOOOOOOOOOOOOOOOOO PythonOOOO
O000ooOoSSPO0000000 PythonOOOOOOOOOOPythonOOOOOOOOOODODOOOOO
cooooooboooobooooOooboooobobooooo

0000000000 Ryu0O0O000O0O0O0O0OOOORESTAPIOOOO SSPOOODOOOOOOOOO
coooooooboooooboooooooooobOboOoOoOoboOoOobooooOooOboOoOoOOoOooobooOoOoOooOooDooa
ooooooobooooboooo
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18.2 SmartSDN Controller (NTTO OO O0O)

O SmartSDN ControllerD 0 00 0 0000000000000 O00O0OO0O0OOOOOOOOOOO0ODOOOOY/
gooooopoooo sSbNOOOooooood

Rty N7 — BRI

QoE*Ic & B #ZMs I
#QoE © Quality of ExperienceBa T, IPEEE SEIERE T EOH — R ITH LT,
- —E2EOFEEEH

o B % LB S
(FOud /A XHRE)

QoEffillc &4 2

O SmartSDN ControllerD O OO0 20000000C0C0O0OOO
1. 0000000000 0oDo0oooooobooooo

cooobooooobooooooooOoooOoOooboOoOoOoOoOoOoOoOoOboOoOobOOoOoOoOooOboOoooDn
oooboooooboooooobooooooooooooooboOooobboOoooobOooooDOoboOooDo
coooboocooooooOooOooOob0oOoocOoOoOoOoOoOoOOOO0O0OOOO0ObOOOOoOOOOoOoDn
cobooobooooooboooboobooboooooooboobOOobOobOOobOobOoOoboobooobooon
ooo

000000000000 QoEM Quality of Experiencel D0 000000 O0O0O0O00OOOO
00000000000000000000000000000QeE) 0000000 DDOOOOO
O000oo0o0o0ooOo0oo0ooOoooooooon

2.000000000000000000OO00O00

oooboooooboooooobooooooooobbooooooooobbooboOooooooOoooDo
O00000000000000000000000000000 OpenFlowOOOOOOOOOO
coboobooooobooboooboooOooOooOooooOoobooobooooooboboOoooooDn
cooooooo

Oo0o00ooooooooooooooOoooooo GuiIooooooooooooooooo
gbooooogoboboboboooooobooboboboobooo

O SmartSDN ControllerD 0000000000000 O0DOODODO OpenFlow DO OOOOOOOOOODOO
obooooood
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18.2. SmartSDN Controller (NTTO O OO O)

* OpenFlow D0 0000000000000 O0OOOOOOOOOO

*OpenFlow 000000 ODODOOO0OO0OODODODOOODODODOOOODOOODOODO
gobobooooo

0000 RyuO
« OpenFlow 000 O000O0O0O0O0O0OOOODOOOOODOOODOOO

e OpenFlow D 000000000000 DDOO0ODOOOOO0ODOOOOOODOOOOOOOODOO
opoooo

J0000O0O00O0DOOOOOOOOOOO0OO0

goboobogobbooboobbooboobbooboobobooboboobo
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