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CHAPTER 1

Ziazs (Switching Hub )

AEHE ABER Switching hub i@ , B Ryu afTRE—EERTRER.

1.1 Switching Hub

EXMEBIT AL ZNTRE, FEEBKMMGETIES TIMENRERNATRES.
o BIHEIHFEHIRM host Z MAC il , WECERTE MAC (bR EF,

o HIREAFRLE TR MAC fuztit , & BWEIEEZ MAC fulit i a , R

HEEIRIE,
o HIRATEE BIRAANE A , RIBYT Flooding,
AR Ryu REIREHR—(E3HRASIE.

1.2 OpenFlow B{EHATHAZS

OpenFlow R &SRB T controller KIFE4AIEZ IR T BhAE.

o HWIMEWEINH BEITE RS EIEERERIR I TEX,

o B RNEME B EITERXE Controller ENME (Packet-In ),

o HINHMKEIZKE Controller I EEIXFFEERIERKIE (Packet-Out ),
EIRTIREATAE SR RN R — AT RFNEIR.

ERZE A

B4, A Packet-In FAITHEEREE MAC 3HRIE2%E . Controller {8 Packet-In 323K BAT iR

FRE B ZETHNT | FEEEIRAERE R ALK FTE A host Z MAC fullt,

FEEE2Z , IR BETEX, HEENENMIL , EEAEEBM host ERPHEITIR

=, RBRRNEREET TIIRE.

o MR ZECATFIERCELTH host @ {FF Packet-Out ThEEHEERIX 2 SC il T FERE R

o MR ZEKRFEICELTH host : {F A Packet-Out TIBERIEZ! Flooding
THER—H— R AN _EE A A ENIERAR.
1. ¥saikRE




Chapter 1. #T#azs (Switching Hub )

Flow table Z&ZSEH KIARIR .
1§ host A #:ZIEHHE 1, host B ##ZEHIR 4 , host C FHEEHIE 3,

MAC address table

Flow table

Host A Host C Host B

2. host A — host B
& host A [A] host B # %58, EREE#5% PacketIn LS. host A i) MAC
R EHEEIR 1 445085 T, HA host B (] MAC ¥ k#2228 | mitke
1T Flooding Y #§E44% host Bl host C 1%,
MAC address table
Host A: Port 1

Flow table

Host A Host C Host B

Packet-In:

in-port: 1
eth-dst: host B
eth-src: host A

Packet-Out:

action: OUTPUT: Flooding

3. host B — host A

/1L host B [a] host A IR [B]BF |, £ Flow table FH3—%5 Flow Entry , Y0HGES
BEXEERIE 1, HZEBEIANEH host C WE,




1.2. OpenFlow E{ERATHAZS

MAC address table

Host A: Port 1
Host B: Port 4

Flow table

in-port:4, eth-dst:Host A
-> output: Port 1

Host A Host C Host B

Packet-In:

in-port: 4
eth-dst: host A
eth-src: host B

Packet-Out:

action: OUTPUT: port 1

4. host A — host B

F—X , host A [ host B #3%$141 , 7F Flow table F 3% —{& Flow Entry 33
EXHAEEER 4,

MAC address table

Host A: Port 1
Host B: Port 4

Flow table
in-port:4, eth-dst:Host A
-> output: Port 1

in-port:1, eth-dst:Host B
-> output: Port 4

Host A Host C Host B

Packet-In:

in-port: 1
eth-dst: host B
eth-src: host A

Packet-Out:

action: OUTPUT: port 4

TR, FEIKMERKE—TIE Ryu BEhEIETHSMIRIANE,




Chapter 1. #7325 (Switching Hub )

1.3 7£ Ryu Lt EEATHAZS

Ryu O RiaS 2 AR ATk S AR R IahS.
ryu/app/simple_switch_13.py

OpenFlow H At kR 2A~h 7 8% FER R 4455 , 5120 simple_switch.py (OpenFlow 1.0 ) Fl sim-
ple_switch_12.py (OpenFlow 1.2 ), FK{FERAEZEREHEIE OpenFlow 1.3 HIIRZS,

EREIAEA S | FHIRMHEL B HERARIR.

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vil_3

from ryu.lib.packet import packet

from ryu.lib.packet import ethermnet

class SimpleSwitch13(app_manager.Ryulpp) :
OFP_VERSIONS = [ofproto_vl_3.0FP_VERSION]

def __init__(self, xargs, *xkwargs):
super (SimpleSwitch13, self).__init__(*args, **kwargs)
self.mac_to_port = {}

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

install table-miss flow entry

#

#

# We specify NO BUFFER to max_len of the output action due to

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.0FPMatch()

actions = [parser.0FPActionOutput (ofproto.O0FPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actions)

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,
actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg(mod)

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']




1.3. 7£ Ryu tEERTHZE

pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]

dst = eth.dst
src = eth.src

dpid = datapath.id
self .mac_to_port.setdefault (dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.0OFPP_FLOOD

actions = [parser.O0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0OFPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)
datapath.send_msg(out)

BEBABIRE — THFPRRFIL.

1.3.1 FERIHIE FR=ANHANK

AT EEME Ryu JEARER , FAAT ryu.base.app_manager.RyuApp, 1% % 7§ Open-
Flow 1.3 , % OFP_VERSIONS F55 2 OpenFlow 1.3,

K1 , MAC fi31E3R A mac_to_port 248 B E .

OpenFlow BB EF BLFREFBEIEFIHTE (handshake ) , EEF=IF:E OpenFlow ZHaz5
Controller Z HIETIENEHE A, (BIELEAMET , Hid—1E Ryu ERREX KR EARBIROHE
HERIRIEA.,

class SimpleSwitchl13(app_manager.RyulApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]

def __init__(self, *xargs, *xkwargs):

super (SimpleSwitch13, self).__init__(*args, **kwargs)
self .mac_to_port = {}
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1.3.2 E4E1% (Event handler )

14 Ryu K&, R EE—1E OpenFlow FAERDI & ZEA —EME EREH. ™ Ryu ERFER
R W ABESE M EIE DURIE Y S A B,

EH4EIE (Event Handler ) R — BB EF 44 (Event Object ) A28, X BFH
““ryu.controller.handler.set_ev_cls™™ {&6ffi (Decorator ) MIEKEL,
set_ev_cls RIFEE SRS AES A ENATIRZRREIE A B L,

EHEERZTBAIRAIA ryu. controller.ofp_event.EventOFP + <OpenFlow s E&%E > , f
7N : £ Packet-In FREHARRE N I E 42 84 EventOFPPacketIn , HAHMIABFEE % Ryu K
XA AP 2258 . WIMIRRERER | FBTEE FHYIRMHEF—IA,

3 i
ryu.controller.nandler. HANDSHAKE_DISPATCHER | AZ# HELLO ;L&
ryu.controller.handler.CONFIG_DISPATCHER JzU& SwitchFeatures 32
ryu.controller.handler.MAIN_DISPATCHER —RRIARE
ryu.controller.handler.DEAD_DISPATCHER AR AL

F7i% Table-miss Flow Entry

OpenFlow ZX BB T i T 2 % , Hi¥% Table-miss Flow Entry F| Flow table & % $ix
Packet-In FlEMZER.
EA%5E |, #UK%I Switch features (Features reply ) FREE € F1% Table-miss Flow Entry,

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

# ...

evansg R AR HFH EF M4 OpenFlow A EMAEH. EEEE F+ Al &

ryu.ofproto.ofproto_vl_3_parser.0FPSwitchFeatures ,

msg.datapath & M@ A B B B X & % OpenFlow I # &HF K
ryu.controller.controller.Datapath fARIFTH B EL.

Datapath %8512 AR EEIE OpenFlow AZ 2B EMANE |, HIaNHTELAT 1R 25 4018 SAAN i 3 4k
AEARRAKIE .

Ryu fERFE AT AER BN T



http://ryu.readthedocs.org/en/latest/

1.3. 7£ Ryu tEERTHZE

2 B
id J# 3£ OpenFlow X258 ID (datapath ID ),
ofproto F~E ARG OpenFlow ARASFTE FER ofproto module, ERTHIAR & B T A

MHFZ—.

ryu.ofproto.
ryu.ofproto.
ryu.ofproto.
ryu.ofproto.

ofproto_v1_0
ofproto_v1_2
ofproto_v1_3
ofproto_vl_4

ofproto_parser

#0 ofproto —#k , 37 ofproto_parser module, BEIEAR &€ 2 FARKEH

EPZ_O

ryu.ofproto.
ryu.ofproto.
ryu.ofproto.
ryu.ofproto.

ofproto_v1l_0_parser
ofproto_vl_2_parser
ofproto_vl_3_parser
ofproto_vl_4_parser

Ryu JEFFEX Datapath $ARIMKFEZAIELT ¢

send_msg(msg)
B+

OpenFlow

MOBE.msg B OB &% OpenFlow & B

ryu.ofproto.ofproto_parser.MsgBase XARIHKFXER!,
TR NMEEFE A Switch features FE. , 1B 1F S 52 1E DA #TIE Table-miss Flow

Entry ROBFRIEE,

def switch_features_handler(self, ev):

# ...

H OH OH H H OH

correctly.

match = parser.O0FPMatch()

install table-miss flow Entry

We specify NO BUFFER to max_len of the output action due to
0VS bug. At this moment, if we specify a lesser number, e.g.,
128, 0VS will send Packet-In with invalid buffer_id and
truncated packet data.

In that case, we cannot output packets

actions = [parser.O0FPActionOutput(ofproto.O0FPP_CONTROLLER,

ofproto.0FPCML_NO_BUFFER) ]

self.add_flow(datapath, 0, match, actions)

Table-miss Flow Entry FI{E5cHEA O Bl {RAOE5THE , M AL Entry ATA match FTEHIE B.
JE1@ Entry f Instruction B E 155 & output action , I H & RIEIEIEIEFER Controller,
W EE A8 H match {2 —{EZ @ Flow Entry B , BIfiE3¢ Packet-In,

f55F: B8y (2014 £ 1 B) , MHE_LA Open vSwitch 74 OpenFlow 1.3 FIZIEI A TTEE |, T HEHH
OpenFlow 1.3 PABTHIRRAS Packet-In E{EEARKITNBE. /1E Table-miss Flow Entry s R I8 |, {218
2 {F A—ARM Flow Entry BUX.,

T match I ELE AT match FIEKEE. match RN 0FPMatch XERIH,

TR , AT E%£Z] Controller E#E8 , OUTPUT action %851 (OFPActionOutput ) IEHIEE
WEHLE. Controller € #FEE AL B E M , OFPCML_NO_BUFFER € #:%5E 4 max_len DUFEHE

TREEHBBIE,

#5T: %1E Controller BiE BT RA{E R {Fi% header §B4 (Ethernet header ) , I FHRIFELR EEHF
P, {BEAT (2014 4 1 ) Open vSwitch FER MR , ETENHEEEEX , Y12

R {&3% header,
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REMBBIHRES O (RIKMBEME) , REHAT add_flow() FIEUEIX Flow Mod FE.
add_flow() FTAKRN B G ETHEREITRY.

Packet-in .2

2T HRWRIER M B RtEE , FE PacketIn FHEHE,

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg =

ev.msg

datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

# ...

OFPPacketln RARIATH & A BMEAN IR,

HFE it AH

match ryu.ofproto.ofproto_vl_3_parser.0FPMatch %EE'JE‘]E'%% , Fﬁﬂ@fﬁﬁ}%q&f}
B Meta Fifl.

data FWEHBAGZH binary E¥}

total_len | FEWEHBRERRE

buffer_id | FWHBRINREEGFTE OpenFlow 3ZHazs LEFETHEER ID 2NR1EIRAF buffer
BRI T , HIEXRE ryu.ofproto.ofproto_vi_3.0FP_NO_BUFFER

ST MAC futibsR

def _packet_in_handler(self, ev):

# ...

in_port = msg.match['in_port']

pkt = packet.Packet(msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {3})

self.logger.info("packet in ¥%s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port

i3 ooo

& OFPPacketin XA71f) match 13ZFEWUIE (in_port ) MIE. B MAC RIEFIZRIR MAC 1z
HWHEA Ryu BIETEERTUE |, IFWEIEBH) Ethernet header BRAS,

FEAR1SHNE B MAC fziEFIFIR Mac fiziit , EHT MAC fulibak.

27 I FEE R 2 (B OpenFlow 3T#28 |, MAC {3t R MNE—EAT 23 2 BIRESR |, #tEE
datapath ID 3R YE(TRER.

10
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FIREXEH AR E KR

BHE MAC it EFET MAC {3k |, AIFIBRZESIRN RIS AY ., RZEARFEET MAC
fhtZ< B OUTPUT action AR ERLY 4 A%, flooding (OFPP_FLOOD ) %A B fRIEHHEFA.

def _packet_in_handler (self, ev):
# ...

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.0FPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

# ...

EREIREIT BH MAC fizitt , RBIFEASHR83#4 Flow table ST,
Table-miss Flow Entry 12 match 0 action , I33&E B add_flow() 3K Frid,

AREATFH B Table-miss Flow Entry , /XA II_EERFE match &4, ARSI EIEF |, Hl
IE (in_port ) FNIE MK MAC {3t (eth_dst ) BEFEE. Fla0 , HEEIREERIE 1 RWEAMER
Zl host B,

TEIEIBTERE Flow Entry {B5E#EA 1, MELHENERX , RBESREBLE. B, B3
104 Flow Entry #§& 4ciA Table-miss Flow Entry T T.

ERMNBBE action BT , 5L Entry S4FTIEZE Flow Entry :

EHEHE 1 BEWEIREA , BEEEEZ host B (B MAC 3tk B) jE Atz
EHIR 4,

$27R: 7E OpenFlow 7 , B{E &R EHEHENY 4 NORMAL WAER &P 4% AEIE (MM ERTURNEITE
E). EHTEEHEHEIRZ NORMAL B |, {54% L2/L3 MINEE S AR EIESE. EEEEILHhAH
HHIEIERE A NORMAL B | ATiRsSig @R /E— B B AT RS MAEE. IR—RSCIRaS i Z= RIER IR
SE1F ] OpenFlow FEEIEHRAHITNEE.

F1% Flow Entry (RIEZIH

Packet-In handler BIBEIE I FKaRE7 , 7615 Z ATFRIMISLIRE —FHIY Flow Entry BFTA.

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions(ofproto.O0FPIT_APPLY_ACTIONS,
actions)]

# ...

¥4 Flow Entry 2R3 , A% match &Y BB A, f%5E instruction RUSIREBIAK Entry
BB SRR SAF .

11
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WA ELE | Apply Actions 52 FASRER E ABLLWA AL BIBATEN action FT{ER.
1% %E1B Flow Mod B4 Flow Entry F%%| Flow table &,
def add_flow(self, datapath, port, dst, actions):

# ...

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg(mod)

Flow Mod i\ E 848 51 & OFPFlowMod , {f F§ OFPFlowMod FTEA KW E §& FE B Datap-
ath.send_msg() 7% 2% :NE44 OpenFlow 35 z%,

OFPFlowMod AR E T 2HMENZ , BEARZBHINER THAEHTIARE , RIS+ IE
BNER B R FARRE.

datapath

OpenFlow A2 g5 AR Flow table FRIR(EERZ BB Datapath XERIKEISKETT, 1
—RAERT , SEEFMHBEEAEMHEERAEFEIG , 4120 : Packet-In FRE.

cookie (0)

Controller FTRXEAEHER |, £ Entry KB HHERGN TS EFERARNER SIS
WAEEE , BEMBES TR , MERTTUEARARIERSH,

cookie_mask (0)

Entry IS EMIBRES , HEZEAIETF , RIMATERE Entry 9 cookie (.
table_id (O)

FEXE Flow Entry i) Table ID ,
command (ofproto_v1_3.0FPFC_ADD)

TEEBHITIRIRIE.

%78 AA

OFPFC_ADD Flow Entry #73&
OFPFC_MODIFY Flow Entry 3357
OFPFC_MODIFY_STRICT | ExA&f] Flow Entry S 3#T
OFPFC_DELETE Flow Entry &
OFPFC_DELETE_STRICT | Ex#&f4 Flow Entry fif%

idle_timeout (0O)

Flow Entry B SHAIR , LARD A (7. Flow Entry a1 k4 2 BB B #2318 T 55 S
Mz 1% , 3% Flow Entry #&& ¥ MIF%. 20F Flow Entry S8 | BIBBRKMZ %S
EFHTATE.

1t Flow Entry #ii& 2z & # € 31E Flow Removed ;A EIE4N Controller .
hard_timeout (0)

Flow Entry IBHEARR , ARb&EE 47, IR idle_timeout AN[E)HIHAE |, hard_timeout
ERBRREYASEMFENE. OMEHIR Flow Entry BB R BEH B RERT
R ERIBTE TR IR & 9k,

IR idle_timeout —#k , & Flow Entry #fIf&EF , Flow Removed ;R EA& €4 321X 3K @
%0 Controller,

12
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priority (O)
Flow Entry B SCHE. BB KRHERES.
buffer_id (ofproto_vi1_3.0FP_NO_BUFFER)

FEXE OpenFlow T zs AR A FH BMAEERE ID, 2E[E ID &KFEBES Con-
troller B8] Packet-In ;R E , I B 3T K ) OFPP_TABLE Af#5 XE i & i 18 %1
Flow Mod FAERIERFA] A#E 2 B8, B X dy S5l E A OFPFC_DELETE 3% OF-
PFC_DELETE_STRICT B , @ ZB AEH{H.,

MRS E4EE(= ID fRFE , WAE{FF OFP_NO_BUFFER {EAHEREE.
out_port (0)

OFPFC_DELETE # OFPFC_DELETE_STRICT fs 4 AAKIsE#M LIEHK S8, ®md A
OFPFC_ADD, OFPFC_MODIFY, OFPFC_MODIFY_STRICT B8 0] AL ,

FAEEASY YA FEE WL IEA OFPP_ANY ,

out_group (0)
IR out_port —t%k , fEA—{EE#HIR | (BEEEHFTH group.
FHEFHMEN , AIFEE 4 OFPG_ANY ,

flags (0)
TFIK flags ATAMAR &R
&7 i

OFPFF_SEND_FLOW_REM | Flow Entry ##2[&r0EFZ , ¥ Controller 2§3%
Removed :1.E..

OFPFF_CHECK_OVERLAP | {# /8 OFPFC_ADD B , 1B 2R A A =41 Flow Entry
EEO =B A3 Flow Mod SR , IR [B]$43RER

/Cno

OFPFF_RESET_COUNTS | E5% Flow Entry f] packet counter Al byte counter,
OFPFF_NO_PKT_COUNTS | EABAz% Flow Entry B packet counter ZhEE.
OFPFF_NO_BYT_COUNTS | B#BAz% Flow Entry f{ byte counter ZhEE.

match (None)
%% match |
instructions ([])

=& 5E instruction .

HEEA

[l Packet-In handler Y50 BAR{ZHIRAE.
1£ MAC fizlib = 1kSE B MAC it , ZEBTREIRIEEIX Packet-Out ;S , I BEXE A,
def _packet_in_handler (self, ev):

# ...

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data
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out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)
datapath.send_msg(out)

Packet-Out :1.2FB¥ FEAY XA RIZ OFPPacketOut .
OFPPacketOut ZH&F IS E20 T FR.

datapath
FEXE OpenFlow 3T 23 ¥ FEMK) Datapath $ERIEHE.
buffer_id

$8XE OpenFlow AZ#zs LHABHERNEEHE., MR EFEHAEHE , BIFET A
OFP_NO_BUFFER ,

in_port

TEE W BRERIRS . ANRAAEEAMEERITEE 4 OFPP_CONTROLLER ,
actions

$85E actions list,
data

SEEHBM binary data ., EEFTE buffer_id 2 0FP_NO_BUFFER 1B, fNEFEH
T OpenFlow AT 28 AAR &l AIn] DAERE

TR EERF |, 7£ Packet-In :AEFFEE buffer_id, &2 Packet-In sEF buffer_id #E&E
AW, Packet-In fIEEIAZATERE data DAE(SIX,

RSN RIAER MBS R, PRI PG TATHR 23 AR ARBI BN E.

1.4 ¥4T Ryu ERFEI(

AT HITATIRES , OpenFlow ATHREFERA Open vSwitch , BTIRIZRIZLE mininet k.,

FH Ryu B OpenFlow Tutorial VM BRMEFEEALMERIF T , B T 7% VM BUGIE SR EH TR A
e,

VM R 4E
http://sourceforge.net/projects/ryu/files/vmimages/OpenFlowTutorial/
OpenFlow_Tutorial_Ryu3.2.ova (%] 1.4GB )

HRAX M (Wiki 8H)
https://github.com/osrg/ryu/wiki/OpenFlow_Tutorial

SR HHEIR R VM BRGAETS AT e BB ARASHY) Open vSwitch 1 Ryu , B4FAIEE.

EAEEA VM BGAE , EARTUBITITERE. FREEREBITHRIRE , F2EUTHR
FEAORRAS.,

Mininet VM 2.0.0 http://mininet.org/download/
Open vSwitch 1.11.0 http://openvswitch.org/download/
Ryu 3.2 https://github.com/osrg/ryu/

14


http://sourceforge.net/projects/ryu/files/vmimages/OpenFlowTutorial/
https://github.com/osrg/ryu/wiki/OpenFlow_Tutorial
http://mininet.org/download/
http://openvswitch.org/download/
https://github.com/osrg/ryu/

1.4. BT Ryu ERARER

$ sudo pip install ryu

{BREEBIEMER Ryu B OpenFlow Tutorial VM BL&4E.

1.4.1 4T Mininet

R % T Z A m i xterm Z24E mininet REXE) , EIL X windows KERIE R HEH.
#7 {#F OpenFlow Tutorial f] VM , 7538 ssh ] X11 Forwarding ThEEFTBAI EITE .

$ ssh -X ryue<vM f] IP>

{FRELTEA ryu . BISHE ryu .,
BALIE#E A on 164 RE) Mininet IRI%E.,
TEHEE host 3 & , Tk 1 ANMEIRIE,
mn @ RS8N

2 ENCEE A

topo single,3 | AT#28 1 8. host 3 BHFREE
mac i BEiERE host ) MAC {aiik
switch ovsk {§ F Open vSwitch

controller | remote | $EEFMIBE OpenFlow Controller
X i EXEf xterm

BATHRTTIEIT

$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

*x*%x Creating network

*%* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x*% Adding hosts:

hi h2 h3

**%* Adding switches:

sl

*%% Adding links:

(h1, s1) (h2, s1) (h3, s1)

*x*%x Configuring hosts

hl h2 h3

*** Running terms on localhost:10.0
*x*% Starting controller

**%* Starting 1 switches

sl

*x*%x Starting CLI:

mininet>

BATZHE . B7E x windows th3R 5 {8 xterm 1R & . 7 HIHFER host 1 ~ 3, 32325 Controller

o

EATHAZS ) xterm tHEHERE OpenFlow MIRRAS , fREMIARE A "switch: s1 (root) |,
B5cEFE Open vSwitch FRIARRE,

switch: s1:
root@ryu-vm:~# ovs-vsctl show
£fdec0957-12b6-4417-9d02-847654e9cclf
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Bridge "s1"
Controller "ptcp:6634"
Controller "tcp:127.0.0.1:6633"
fail_mode: secure
Port "sl-eth3"
Interface "sl-eth3"
Port "sl-eth2"
Interface "sl-eth2"
Port "sl-ethl"
Interface "sl-ethl"
Port "si"
Interface "si1"
type: intermnal
ovs_version: "1.11.0"
root@ryu-vm:~# ovs-dpctl show
system@ovs-system:
lookups: hit:14 missed:14 lost:0
flows: O
port O: ovs-system (internal)
port 1: sl (internal)
port 2: sl-ethl
port 3: sl-eth2
port 4: sl-eth3
root@ryu-vm: ~#

THaEs (WE1EES) s1 N, AW HMMN 3 EiEEIES RIE4RE] 3 & host,
FETRERTE OpenFlow HIRRAZ 1.3,

switch: si:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3
rootQ@ryu-vm:~#

&7 ZSE K] Flow table,

switch: si:

root@ryu-vm:~# ovs-ofctl -0 OpenFlowl3 dump-flows sl
OFPST_FLOW reply (0F1.3) (xid=0x2):
root@ryu-vm: ~#

ovs-ofctl 5 IRIE R FAARIERE OpenFlow rA~, FE:%{EZ OpenFlow10 .

1.4.2 BATITIRES

EH TR AR |, FHTREAEIT Ryu ERFEK.
EREIEZEA "controller: cO (root); B xterm BT FIIFES .

controller: cO:

root@ryu-vm:~# ryu-manager --verbose ryu.app.simple_switch_13
loading app ryu.app.simple_switch_13

loading app ryu.controller.ofp_handler

instantiating app ryu.app.simple_switch_13

instantiating app ryu.controller.ofp_handler
BRICK SimpleSwitchil3

CONSUMES EventOFPSwitchFeatures

CONSUMES EventOFPPacketIn
BRICK ofp_event
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1.4. BT Ryu ERARER

PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitch13': set(['config'])}
PROVIDES EventOFPPacketIn TO {'SimpleSwitch13': set(['main'])}
CONSUMES EventOFPErrorMsg

CONSUMES EventOFPHello

CONSUMES EventOFPEchoRequest

CONSUMES EventOFPPortDescStatsReply

CONSUMES EventOFPSwitchFeatures

connected socket:<eventlet.greenio.GreenSocket object at 0x2e2c050> address

:('127.0.0.1"', 53937)

hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x2e2a550>

move onto config mode

EVENT ofp_event->SimpleSwitchl3 EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type 0x6 xid 0xff9adlbb OFPSwitchFeatures(
auxiliary_id=0,capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)

move onto main mode

IETEXEST OVS HIEHRENE | ERE TSR,

connected socket:<....
hello ev

move onto main mode

TR EH SRR ERMERE.

IRALE OVS 2483 HE , handshake DAEHITEE |, Table-miss Flow Entry 24N\ , IEREASEF
Packet-In FAKBE

#&:R Table-miss Flow Entry 24845,

switch: si:

rootQ@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=105.975s, table=0, n_packets=0, n_bytes=0, priority=0 actions
=CONTROLLER :65535

root@ryu-vm:~#

B4MES O, 8F matcth , action 2 CONTROLLER , Ei¥ &k K/N\2% 65535 (Oxffff = OF-
PCML_NO_BUFFER ).

1.4.3 WERIRIE

& host 1 [@] host 2 #3X ping,
1. ARP request

LB host 1 I ANKNIE host 2 f MAC {ztik , JRBI_E ICMP echo request Z B
ARP request 2 A EIBRI AR EiX. EMNEEK A EE host 2 1 host 3 #[F]
BIEREEE.

2. ARP reply

host 2 {#F3 ARP reply [A]1% host 1 E3k,
3. ICMP echo request

IRAE host 1 &IE T host 2 K] MAC {31k , FILE£IX echo request 45 host 2,
4. ICMP echo reply
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host 2 IEFHANE T host 1 ] MAC {szdik , FBYE$IX echo reply 45 host 1,
R _EEMERAE EZ AN Rl AR — A%

£ ping I &PATLZHI , AT HEEE—E host HATLUKE! , BT tepdump ARERE BAREEH
3

host: hi:

root@ryu-vm:~# tcpdump -en -i hl-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on hl-ethO, link-type EN10OMB (Ethernet), capture size 65535 bytes

host: h2:

root@ryu-vm:~# tcpdump -en -i h2-ethO
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on h2-ethO, link-type EN1OMB (Ethernet), capture size 65535 bytes

host: h3:

rootQ@ryu-vm:~# tcpdump -en -i h3-ethO
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on h3-ethO, link-type EN10OMB (Ethernet), capture size 65535 bytes

12, TERIRIEBIT mn 654, T4 host 1 33X ping %I host 2,

mininet> hl ping -cl1 h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=97.5 ms

--- 10.0.0.2 ping statistics ---

1 packets transmitted, 1 received, 07 packet loss, time Oms
rtt min/avg/max/mdev = 97.594/97.594/97.594/0.000 ms
mininet>

ICMP echo reply 1F % R4 EI7ZE .
HRAE T < 2 BT SCHESR Flow table,
switch: si:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=417.838s, table=0, n_packets=3, n_bytes=182, priority=0
actions=CONTROLLER:65535

cookie=0x0, duration=48.444s, table=0, n_packets=2, n_bytes=140, priority=1,
in_port=2,dl_dst=00:00:00:00:00:01 actions=output:1

cookie=0x0, duration=48.402s, table=0, n_packets=1, n_bytes=42, priority=1,in_port
=1,d1_dst=00:00:00:00:00:02 actions=output:2
root@ryu-vm: ~#

Table-miss Flow Entry PA%h , MDA MEESCHEA 1 B0 Flow Entry,
1. #HFWIE (in_port ) :2, BEI MAC {izdit (dl_dst ) :host 1 — actions:host 1 &%
2. HBUR (in_port ) :1, B MAC szt (di_dst ) :host 2 — actions:host 2 ##i%

1) B8 Flow Entry &% match 2 ¥t (n_packets ). (2) ] Flow Entry BIJ# match 1 x. ®A (1) A
BIE;&% host 2 [d) host 1 ﬁﬁ}ﬁiﬂﬂﬁﬁ ARP reply %l] ICMP echo reply £ %4 match, (2) 2Bk
% host 1 [ host 2 %2 , AL ARP request 2IXFAEFEHV AR , [RE) EFEIB ICMP echo
request Fohl.
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1.4. BT Ryu ERARER

SR181E—T simple_switch_13 log f#t .

controller: cO:

EVENT ofp_event->SimpleSwitchl3 EventO0FPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:£ff:ff 1
EVENT ofp_event->SimpleSwitchl3 EventOFPPacketIn

packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->SimpleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

% —1& Packet-In 29 host 1 33X ARP request , A AFE 1B EERKARITLAZE Flow Entry
F1E , th3&1% Packet-Out .

(B2 host 2 BB ARP reply , Ef MAC 231t % host 1 FILATARE) Flow Entry (1) 35T
jaa

E={EE% host 1 [ host 2 1% ICMP echo request , FItLFTIE Flow Entry (2).

host 2 [a] host 1 [EZEf#] ICMP echo reply BIJ& 0 Flow Entry (1) 24 match , X B HAE
host 1 T ANEZEZE1% Packet-In,

RIEERMEBEEES—E host L tepdump FTEIRMAER.,
host: hi:

root@ryu-vm:~# tcpdump -en -i hl-ethO

tcpdump: verbose output suppressed,
listening on hl-ethO, link-type EN10OMB (Ethernet),
20:38:04.625473 00:00:00:00:00:01 > ff:ff:ff:ff:ff:
length 42: Request who-has 10.0.0.2 tell 10.0.0.1,
20:38:04.678698 00:00:00:00:00:02 > 00:00:00:00:00:
length 42: Reply 10.0.0.2 is-at 00:00:00:00:00:02,
20:38:04.678731 00:00:00:00:00:01 > 00:00:00:00:00:
length 98: 10.0.0.1 > 10.0.0.2: ICMP echo request,
20:38:04.722973 00:00:00:00:00:02 > 00:00:00:00:00:
length 98: 10.0.0.2 > 10.0.0.1: ICMP echo reply,

id 3940,

use -v or -vv for full protocol decode

capture size 65535 bytes

ff, ethertype ARP (0x0806),
length 28

01, ethertype ARP (0x0806),
length 28

02, ethertype IPv4 (0x0800),
id 3940, seq 1, length 64
01, ethertype IPv4 (0x0800),
seq 1, length 64

host 1 B 43¢ 1% 1% ARP request £ , 33 host 2 £ KK ARP reply [B]7&, 33 host
1 23X ICMP echo request , host 2 HI|[E]Z& ICMP echo reply ,

host: h2:

root@ryu-vm:~# tcpdump -en -i h2-ethO
tcpdump: verbose output suppressed,
listening on h2-ethO, link-type EN1OMB (Ethernet),
20:38:04.637987 00:00:00:00:00:01 > ff:ff:ff:ff.£ff:
length 42: Request who-has 10.0.0.2 tell 10.0.0.1,
20:38:04.638059 00:00:00:00:00:02 > 00:00:00:00:00:
length 42: Reply 10.0.0.2 is-at 00:00:00:00:00:02,
20:38:04.722601 00:00:00:00:00:01 > 00:00:00:00:00:
length 98: 10.0.0.1 > 10.0.0.2: ICMP echo request,
20:38:04.722747 00:00:00:00:00:02 > 00:00:00:00:00:
length 98: 10.0.0.2 > 10.0.0.1: ICMP echo reply,

id 3940,

use -v or -vv for full protocol decode

capture size 65535 bytes

ff, ethertype ARP (0x0806),
length 28

01, ethertype ARP (0x0806),
length 28

02, ethertype IPv4 (0x0800),
id 3940, seq 1, length 64
01, ethertype IPv4 (0x0800),
seq 1, length 64

¥4 host 2 BI245U4 host 1 2£1% K ARP request £41, , 3% host 1 321X ARP reply B, %A
14320531 host 1 KX ICMP echo request , [E]17& host 1 echo reply,

host: h3:

root@ryu-vm:~# tcpdump -en -i h3-ethO
tcpdump:

verbose output suppressed,

use -v or -vv for full protocol decode

listening on h3-ethO, link-type EN10OMB (Ethernet),

capture size 65535 bytes
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20:38:04.637954 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806),

length 42: Request who-has 10.0.0.2 tell 10.0.0.1, length 28

¥ host 3ME , 1EE—BIIATE host 1 FIEHE ARP request , FRIGEAMDENE.

1.5 ANREE4ELE

AEBEMITRBFREAE , BB Ryu ERREANEARRIEDEM OpenFlow TS K E
BRAEFIREITAREA.
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CHAPTER 2

MEENE (Traffic Monitor )

ATSTE 25528 (Switching Hub ) $2ZI) OpenFlow SR g3 I R E B ITHTNEE,

K

2.1 EHteE AR IARE

AR DAS AR 2R T 2 IRBEEB N EMBZRR , FTMEE— AR ENERIRIERLEN, BE2BE%K
LA R Rt A,

AR RARE NRHE , WARERIREIREA , 3 HERKEFK. EAFTESR , EEREAS
ERAEAIE | ThbABASERR . RIMAENRRFRBBMAEMEIRAIIREE. 510 : B
B ERE IR IE RN SR ENIKE , R 2R A ME—ERER KRB ZEMRES
B}, B AR AR R ENRE

R, 27 ERMOR L UAREBRESEME ﬁ%&eﬁﬂﬁﬁﬂﬁﬁiﬁﬂk/ﬂ REANTE, X,
%ﬁﬁ%u};gﬂﬁ BRI A RESREA SR MHEE. AZAFRAMMAEA OpenFlow AN AHR
ERES

2.2 &4 Traffic Monitor

EESRPINAIE TA2RA (Switching Hub ) FFRREIRZTRES T MR ERITHITIRE.

from operator import attrgetter

from ryu.app import simple_switch_13

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER, DEAD_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub

class SimpleMonitor(simple_switch_13.SimpleSwitch13):

def __init__(self, xargs, **xkwargs):
super (SimpleMonitor, self).__init__(xargs, **kwargs)
self.datapaths = {}
self .monitor_thread = hub.spawn(self._monitor)

@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:

21



Chapter 2. JREEIE (Traffic Monitor )

if not datapath.id in self.datapaths:
self.logger.debug('register datapath: %016x', datapath.id)
self.datapaths [datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep (10)

def _request_stats(self, datapath):
self.logger.debug('send stats request: %016x', datapath.id)
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

req = parser.0FPFlowStatsRequest(datapath)
datapath.send_msg(req)

req = parser.0FPPortStatsRequest(datapath, 0, ofproto.OFPP_ANY)
datapath.send_msg(req)

@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath '
'in-port eth-dst !
'out-port packets bytes')
self.logger.info('---------------- '

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('%016x %8x %17s %8x %8d %8d',

ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions [0].actions [0].port,
stat.packet_count, stat.byte_count)

@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath port !
'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')

self.logger.info('--————---—----"-"-"-"- —————-— !

for stat in sorted(body, key=attrgetter ('port_no')):
self.logger.info('%016x %8x %8d %8d %8d %8d %8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,
stat.tx_packets, stat.tx_bytes, stat.tx_errors)

EE L, MEERTNBEC LW EIEIE SimpleMonitor $8RI A 4 & B SimpleSwitch13 , FTLA
B18 B AR AN RIETNAE
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2.2. Z#E Traffic Monitor

2.2.1 EEEAARE

I8 Switching Hub TR | A — (A TAEIL E R M 3T 25 38 L ZRAIS a0 B

from operator import attrgetter

from ryu.app import simple_switch_13

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER, DEAD_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub

class SimpleMonitor(simple_switch_13.SimpleSwitch13):

def __init__(self, *args, *xkwargs):
super (SimpleMonitor, self).__init__ (xargs, **kwargs)
self.datapaths = {}
self .monitor_thread = hub.spawn(self._monitor)

1E ryu.lib.hub PEIET —L eventlet wrapper FIEAMKEER, EFEIKFHEFD hub. spawn () B
MBITHE. (BB EE{ER eventlet B green B AT44.

#

@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if not datapath.id in self.datapaths:
self.logger.debug('register datapath: %016x', datapath.id)
self.datapaths [datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep(10)

EBITEET _monitor O AJAMEMRT HUTHETIAES 10 MHIRIFET , AEDBHmEEMHAC RS
B BRI ST &R

2T WEREAR P AT R 23 B0 0] ABHF4EES T | EventOFPStateChange i A] LA AR ESAIAS #2254
EARPET, EEBHEAE Ryu MBS FTIRUEHITIARE | B FE Datapath FIABEREARF,

& Datapath HIAKBES# A MAIN_DISPATCHER B¥ , {RRAT 25 AT ML IF & 74 45 ES 1R AR RE.
TMAKRES# A, DEAD_DISPATCHER BFIRE AL ET MHIRREARIR .

#
def _request_stats(self, datapath):

self.logger.debug('send stats request: J%016x', datapath.id)
ofproto = datapath.ofproto
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parser = datapath.ofproto_parser

req = parser.0FPFlowStatsRequest (datapath)
datapath.send_msg(req)

req = parser.0FPPortStatsRequest(datapath, 0, ofproto.O0FPP_ANY)
datapath.send_msg(req)

EHAFNY _request_stats () PABRES) OFPFlowStatsRequest Fll OFPPortStatsRequest ¥3Tif
EHAE.

OFPFlowStatsRequest FERREITIRZFH Flow Entry BUSALTHIER. HRATMABLENE
SKATPA{E A table ID, output port, cookie {EF1 match & KR4EEE |, BEEEHHFFEE
13 ATE M Flow Entry,

OFPPortStatsRequest ;& FIZREUSRAMN AT S B HBR MR B AR ARG TAE . (FFAMEHET]
DATEE SRS |, 158 A orFPP_aNY B R BESHTA RERGTER.

2.2.2 FlowStats

AT R E AT RO E |, BIL—1E event handler RIFEZH AT ZFEE XM FlowStatsReply
AE.

# ...

@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath !
'in-port eth-dst !
'out-port packets bytes')
self.logger.info('-----------—-—-—-—- !

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('%016x %8x %17s ¥8x %8d %8d',

ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions [0].actions [0].port,
stat.packet_count, stat.byte_count)

OPFFlowStatsReply XARIMIEM body £ OFPFlowStats K313k , EFH1F 7 &—1& Flow Entry
Mgiat &N , W ftkA FlowStatsRequest fR[a] fE,

FEPR AT H Table-miss Flow fRIMKI2ED Flow Entry #§&#0E1E | MIBIFT&5% Flow Entry fIE
B ITTEG T ARG &3 [EE |, W PABBEESEFE i) MAC it =NHERF.

AT IFENWELR ST, EE BN ER ST R log, REAEZEITHNT , ELERS
ERFER B VAR, TEERRIEN T OFPFlowStatsReply BIANA A AR ER A4 JSON HIAR T
TS .

ATRAGRE S T A%
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import json
#

self.logger.info('%s', json.dumps(ev.msg.to_jsondict(), ensure_ascii=True,
indent=3, sort_keys=True))

LTRAEREH G EELRNT

"OFPFlowStatsReply": {
"body": [
{
"OFPFlowStats": {

"byte_count": O,

"cookie": O,

"duration_nsec": 680000000,

"duration_sec":

"flags": O,

"hard_timeout":

"idle_timeout":

"instructions":

{
"OFPInstructionActions": {
"actions": [
{
"OFPActionQOutput": {

"len": 16,
"max_len": 65535,
"port": 4294967293,
"type": O

1
"length": 80,
"match": {
"OFPMatch": {
"length": 4,
"oxm_fields": [],

"type": 1

})

"packet_count": O,
"priority": O,
"table_id": O

"OFPFlowStats": {
"byte_count": 42,
"cookie": O,
"duration_nsec": 72000000,
"duration_sec":

"flags": O,

"hard_timeout":
"idle_timeout":
"instructions":

{
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"OFPInstructionActions": {
"actions": [
{

"OFPActionQOutput": {
"len": 16,
"max_len": 65509,
"port": 1,
"type": O

[
"length": 96,
"match": {
"OFPMatch": {
"length": 22,
"oxm_fields": [
{
"OXMT1lv": {
"field": "in_port",
"mask": null,
"value": 2

"0XMT1lv": {
"field": "eth_dst",
"mask": null,
"value": "00:00:00:00:00:01"

:l H
"type": 1

I

"packet_count": 1,
"priority": 1,
"table_id": O

2.2.3 PortStats

AT WA TRIE S | PortStatsReply ;A EHEM I SEHRURIR VAR HEE,
#

@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)

def _port_stats_reply_handler(self, ev):

body = ev.msg.body

self.logger.info('datapath port !
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'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')
self.logger.info('---------------- -———---—- '

for stat in sorted(body, key=attrgetter ('port_no')):
self.logger.info ('%016x %8x %8d %8d %8d %8d %8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,
stat.tx_packets, stat.tx_bytes, stat.tx_errors)

OPFPortStatsReply fARIKIEME body &% 1E OFPPortStats FHIERIFIR,

OFPPortStats EIFIRFEHAFHBUSHEHBHE. (UTHE. EZHAHME. 578 E. frame
SEERBIE. overrrun BE. CRC $5:3E(Z. collection BMEFENAAT A

RIBEEIRRAHIFI R RS BHE. BEUITHE. BYGEREE. REXHaHE. &
EITTH. BIXSERHE.

2.3 #\JT Traffic Monitor

ETRERNBITRERT.

M BR TARE (Switching Hub ) —HREIBAT Mininet, SEBRIRT 4R OpenFlow
ARG E A OpenFlow13,

T4 , BITREREREN.
controller: cO:

ryu@ryu-vm:~# ryu-manager --verbose ./simple_monitor.
loading app ./simple_monitor.py
loading app ryu.controller.ofp_handler
instantiating app ./simple_monitor.py
instantiating app ryu.controller.ofp_handler
BRICK SimpleMonitor
CONSUMES EventOFPStateChange
CONSUMES EventOFPFlowStatsReply
CONSUMES EventOFPPortStatsReply
CONSUMES EventOFPPacketIn
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES EventOFPStateChange TO {'SimpleMonitor': set(['main', 'dead'])}
PROVIDES EventOFPFlowStatsReply TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPPortStatsReply TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPPacketIn TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPSwitchFeatures TO {'SimpleMonitor': set(['config']l)}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPHello
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPSwitchFeatures
connected socket:<eventlet.greenio.GreenSocket object at 0x343fb10> address
:('127.0.0.1"', 55598)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x343fed0>
move onto config mode
EVENT ofp_event->SimpleMonitor EventOFPSwitchFeatures
switch features ev version: 0x4 msg_type 0x6 xid 0x7dd2dc58 OFPSwitchFeatures(
auxiliary_id=0,capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)
move onto main mode
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EVENT ofp_event->SimpleMonitor EventOFPStateChange

register datapath: 0000000000000001

send stats request: 0000000000000001

EVENT ofp_event->SimpleMonitor EventOFPFlowStatsReply

datapath in-port eth-dst out-port packets bytes

EVENT ofp_event->SimpleMonitor EventOFPPortStatsReply

datapath rx-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error

0000000000000001
0000000000000001
0000000000000001
0000000000000001 fffffffe

1" A5gs (Switching Hub ) S5, FR{PHE A ryu-manager 54 K% 5E SimpleSwitch13 540 & 7%
(ryu.app.simple_switch_13 ), ZE2BIEE SimpleMonitor IFEER 4 FE (./simple_monitor.py
)o

fEIE @& Flow Entry EZ5HM (Table-miss Flow Entry 8 B #EIRE K ) , S{EEEIERGTEL
thEAE,

#¢ host 1 @) host 2 BT ping KKIFE4.

host: hi:

root@ryu-vm:~# ping -cl 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=94.4 ms

--- 10.0.0.2 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time
rtt min/avg/max/mdev = 94.489/94.489/94.489/0.000 ms
root@ryu-vm: ~#

HEEIE . Flow Entry BIEEIHIKIR | ST ARIBAIATE T B,
controller: cO:

out-port packets bytes

0000000000000001 00:00:00:00:00:02
0000000000000001 2 00:00:00:00:00:01
datapath rx-pkts rx-bytes

0000000000000001
0000000000000001
0000000000000001
0000000000000001 fffffffe

Flow Entry BI&aTEFF , FEIHBUR 1 K9 Flow match JREREF , 1 EH A , 42 E{RIITAEN
EiMEECER TR, #leR 2 BIE 2 B4 |, 140 {E{ITih.

EFIRRRRT AN , EHR 1 EERI (cpkts ) BER 3, BRAITAE (rcbytes ) BE
# 102 bytes , EkiE 2 2 3 {EFHE , 182 {uITil.

Flow Entry & &M E BRI ERR AR T RURA—#K , IEZE A Flow Entry AT
B ZrCE% match #) Entry AT X HBMGAT SR, HRLEER#E Table-miss f%ZEH) Packet-In
AR Packet-Out EIX A ENBEREL AT ERIA.

EEERAFIF | host 1 ﬂﬂﬂﬂﬁ%ﬁnﬂum ARP request , T host 2 [BIZ& T host 1 B ARP F1LE. ,
host 1 ¥} host 2 2$3% 7 echo request 484t 3 (1A , BLLEPE B IBAHEE Packet-Out FT{HIXH,
H L EEIRRIME IR K Flow Entry IRE.
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2.4, KRELELE

2.4 AT

AEFHARERTERAEE | ESGATIEIE,
o EA4 Ryu JERRERXBITAMAIE
o HU15 Datapath iKAEMKH%E
o HU4E FlowStats F1 PortStats &M%
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CHAPTER 3

REST API

AERAALNATHTIG REST B T25#2% (Switching Hub ) 4 $2FI# switching hub 91,

3.1 #4& REST API

Ryu "B HA IR WSGI B Web EReS. BB ISEMBIEILARBIN REST API A] DR H 4th
ARG BERES.

fiiat: WSGI 2 Python et A EAEAE B MR \MAR B A AR HHESS.

3.2 A4 REST API 1] Switching Hub

ETARERRPIERMAMESLRAE 3225 (Switching Hub ) SBAIBH API,
1. MAC fuiitFREfS API

B8 Switching hub F{A7EH MAC IERNA. ABE ) MAC {iEFE RS
HELA JSON B ERHERERI{E,

2. MAC {3t 3RaT] API

MAC {E3EFIEHER SR A FTIGIE MAC b3k |, RRFINEIZTHREZA) Flow Entry
+.

KT RIKPIRBBREGS,

import json
import logging

from ryu.app import simple_switch_13

from webob import Response

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER

from ryu.controller.handler import set_ev_cls

from ryu.app.wsgi import ControllerBase, WSGIApplication, route
from ryu.lib import dpid as dpid_1lib

simple_switch_instance_name = 'simple_switch_api_app'
url = '/simpleswitch/mactable/{dpid}"'

class SimpleSwitchRest13(simple_switch_13.SimpleSwitch13):

31




Chapter 3. REST API

_CONTEXTS = { 'wsgi': WSGIApplication }

def __init__(self, *xargs, *xkwargs):
super (SimpleSwitchRest13, self).__init__(*args, *xkwargs)
self.switches = {}

wsgi = kwargs['wsgi']

wsgi.register (SimpleSwitchController, {simple_switch_instance_name : self})

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):
super (SimpleSwitchRest13, self).switch_features_handler (ev)
datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self .mac_to_port.setdefault(datapath.id, {})

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault(dpid, {})
datapath = self.switches.get(dpid)

entry_port = entry['port']
entry_mac = entry['mac']

if datapath is not None:
parser = datapath.ofproto_parser
if entry_port not in mac_table.values():

for mac, port in mac_table.items():

# from known device to new device
actions = [parser.O0FPActionOutput(entry_port)]

match = parser.0FPMatch(in_port=port, eth_dst=entry_mac)

self.add_flow(datapath, 1, match, actions)

# from new device to known device
actions = [parser.0FPActionOutput (port)]

match = parser.0FPMatch(in_port=entry_port, eth_dst=mac)

self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac : entry_portl})
return mac_table

class SimpleSwitchController (ControllerBase):

def __init__(self, req, link, data, **config):

super (SimpleSwitchController, self).__init__(req, link, data, **config)

self.simpl_switch_spp = datalsimple_switch_instance_name]

@route ('simpleswitch', url, methods=['GET'], requirements={'dpid':

DPID_PATTERN})

def list_mac_table(self, req, **xkwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:
return Response(status=404)

mac_table = simple_switch.mac_to_port.get(dpid, {3})
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)

Q@route('simpleswitch', url, methods=['PUT'], requirements={'dpid':

DPID_PATTERN})

dpid_1lib.

dpid_lib.
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def put_mac_table(self, req, **kwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])
new_entry = eval(req.body)

if dpid not in simple_switch.mac_to_port:
return Response (status=404)

try:
mac_table = simple_switch.set_mac_to_port(dpid, new_entry)
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)
except Exception as e:
return Response(status=500)

simple_switch_rest_13.py 2 FI3K € Z=M{EXE R,

B 54347 SimpleSwitchController , HAEFHUE] HTTP request T EE @] fEK
M AIE,

%% Z ~SimpleSwitchRest13™™ fXERI , AAIEFR T20H#ET (Switching Hub )
MAC fIE3R.

FHJA7E SimpleSwitchRest13 FEAEH N Flow Entry FIZhEE , Kbt FeaturesReply /%
%= (overridden ) IF{REE datapath #1145,

EEIFUER

T

3.3 %% SimpleSwitchRest13 class

class SimpleSwitchRest13(simple_switch_13.SimpleSwitchi13):

_CONTEXTS = { 'wsgi': WSGIApplication }

$ARIsAE _CONTEXT 2 FKRE Ryu F TSR WSGI A8 E 7 AR =5 AT FEA0XaRY. REIRPTAT
DAEIR wsgi Key KBRS WSGI ABE{ARZSHIE L.
def __init__(self, *args, *xkwargs):

super (SimpleSwitchRest13, self).__init__ (xargs, *xkwargs)
self.switches = {}

wsgi = kwargs['wsgi'l]
wsgi.register (SimpleSwitchController, {simple_switch_instance_name : self})
BErS 3 WSGIApplication KIE#EAXRKEEf Controller X171, FHE & H BFAMER

B, nEEﬂﬁ,\JTU\ﬁFH register J1ik, TEWFIY register 77 iAMIEF{& , dictionary object &
E4 7 simple_switch_api_app K Key 4k, E Ut Controller A F AT LA7FEXE!

simple_switch_api_app HIEHS,
@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):
super (SimpleSwitchRest13, self).switch_features_handler (ev)
datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self.mac_to_port.setdefault(datapath.id, {})
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AL %AR! switch_features_handler B 4X# B 5 (overridden ). E{EAJE® L SwitchFeatures
EHBREREEE , EHDMH ev BUF datapath YEFEFIRE “switches™ ZH, i
MAC (L IHIIAERS @EE AT HEFH (empty dictionary ) FERE,

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault(dpid, {})
datapath = self.switches.get (dpid)

entry_port = entry['port']
entry_mac = entry['mac']

if datapath is not None:
parser = datapath.ofproto_parser
if entry_port not in mac_table.values():

for mac, port in mac_table.items():

# from known device to new device

actions = [parser.O0FPActionOutput(entry_port)]

match = parser.0FPMatch(in_port=port, eth_dst=entry_mac)
self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.0FPActionOutput (port)]

match = parser.0FPMatch(in_port=entry_port, eth_dst=mac)
self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac : entry_port})
return mac_table

APERREE MAC (AHNEHEIB S SIS, # REST API () PUT JikAmeces ,
FIENE BT,
B entry RIZARRBFDLEFTMA MAC (b MIEALIRE .
28 MAC {1t R self .mac_to_port Hal\ , HALMEIZZHAZZA) Flow Entry 1§18,
Blgn : — BT MAC (aEFNE IR RS HE $%7E MAC fzdibaRF.
e 00:00:00:00:00:01, 1
M E A HK MAC (b FE AR SR I EEE 8 entry
e 00:00:00:00:00:02, 2
BREWMASIREFE T Flow Entry &1 T F7R,
e match &4 : in_port = 1, dst_mac = 00:00:00:00:00:02 action : output=2
e match {&4F : in_port = 2, dst_mac = 00:00:00:00:00:01 action : output=1

Flow Entry (A0 BB RFERIM add_flow FIEEM., RELHBH entry HEMAESHE
WIHTFAE MAC bR,

3.4 it SimpleSwitchController Class

BETREEHZ58A) (controller class ) # REST API ] HTTP request . ERI&FERE ~Sim-
pleSwitchController™™ ,
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3.4. LT SimpleSwitchController Class

class SimpleSwitchController (ControllerBase):
def __init__(self, req, link, data, **config):
super (SimpleSwitchController, self).__init__(req, link, data, **config)
self.simpl_switch_spp = datal[simple_switch_instance_namel]

RIEMT (constructor ) HHER{S SimpleSwitchRest13 KBRS,

Q@route('simpleswitch', url, methods=['GET'], requirements={'dpid': dpid_lib.
DPID_PATTERN})
def list_mac_table(self, req, **xkwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:
return Response(status=404)

mac_table = simple_switch.mac_to_port.get(dpid, {})
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)

IEH R FRELE REST API () URL , BERHAH ERIEIEENE. AT 4EE URL MHH EHT

% , route IEMEIEAZIIGTE Ryu FHIEA.
W AEAHES (Decorator ) BEIFMIRAEREAINT.

o« F—EZH
EENETE
o H_HSH

¥EE URL, {18 URL & http://< {al iR 2% IP>:8080/simpleswitch/mactable/
<datapath ID>

o« B=2
TERE HTTP MHBITTIE, $85E GET AR BT IA.
o HNUZH

E5F URL 9B, URL(/simpleswitch/mactable/{dpid}) & {dpid} BIER4 ZEEL
ryu/lib/dpid.py # DPID_PATTERN 16 {f 16 EMKKEFEERMEVE.

& REST APl #{55 — 280 FTHEE /) URL IEIURE |, 483K HTTP GET list_mac_table FiEM & #
83, FZAIESEES {dpid} FETFA data path ID RATSEI MAC ik 685 A% JSON A& =it

1TIE{E,
AARIEAER] Ryu FIREIATHRER data path ID #{FETERF , Ryu IR [El4ESA 404 [ fE,
@route('simpleswitch', url, methods=['PUT'], requirements={'dpid': dpid_lib.

DPID_PATTERN})
def put_mac_table(self, req, **kwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])
new_entry = eval(req.body)

if dpid not in simple_switch.mac_to_port:
return Response(status=404)
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try:
mac_table = simple_switch.set_mac_to_port(dpid, new_entry)
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)
except Exception as e:
return Response(status=500)

SR1E 2T MAC bR REST API,

URL PREX4S MAC {yvitREFE APl 48[E , {2 HTTP 7 PUT 5N F&1FN put_mac_table /7
%, BEATERNIBEIENY switching hub BHEMH) set_mac_to_port Ak,

& put_mac_table F7iREEAIBISMARFE |, [B] FERE 500 i§ &4 [E4%, B4 , list_mac_table
FIAAE Ryu FTEHEMIAT RS AR AN data path ID I5E , & E{S[E]FERS 404,

3.5 $YTH% REST API ] Switching Hub

?%%E%iﬁﬂiﬂﬁa‘«m )\ REST API f] switching hub NI,

BEEPIT TA0#s (Switching Hub ) 4 F Mininet, EBAERT 5REITHRZFH) OpenFlow kR
Z% OpenFlow13, HEFEEEND AN A REST API ] switching hub,

ryu@ryu-vm:~/ryu/ryu/app$ cd ~/ryu/ryu/app
ryu@ryu-vm:~/ryu/ryu/app$ sudo ovs-vsctl set Bridge sl protocols=0penFlowl3
ryu@ryu-vm:~/ryu/ryu/app$ ryu-manager --verbose ./simple_switch_rest_13.py
loading app ./simple_switch_rest_13.py
loading app ryu.controller.ofp_handler
creating context wsgi
instantiating app ryu.controller.ofp_handler
instantiating app ./simple_switch_rest_13.py
BRICK SimpleSwitchRest13
CONSUMES EventOFPPacketIn
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES EventOFPPacketIn TO {'SimpleSwitchRest13': set(['main'])}
PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitchRest13': set(['config']l)}
CONSUMES EventOFPErrorlMsg
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPSwitchFeatures
CONSUMES EventOFPHello
(31135) wsgi starting up on http://0.0.0.0:8080/
connected socket:<eventlet.greenio.GreenSocket object at 0x318c6d0> address
:('127.0.0.1"', 48914)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x318cc10>
move onto config mode
EVENT ofp_event->SimpleSwitchRest13 EventOFPSwitchFeatures
switch features ev version: 0x4 msg_type 0x6 xid 0x78dd7a72 OFPSwitchFeatures(
auxiliary_id=0,capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)
move onto main mode

PR ERERES B —1T T(31135) wsgi starting up on http://0.0.0.0:8080/, , B 2&KR~
A E{F ARZSFNIEIR 8080 E%«ﬂ&ﬂ@]o

TR ELE mininet 1§ shell _E4¢ h1 ¥ h2 14T ping IENE.

mininet> hl ping -c 1 h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
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64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=84.1 ms

--- 10.0.0.2 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 84.171/84.171/84.171/0.000 ms

ERE S %A = X 1E Ryu AME Packet-In

EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

BRHIT REST API LUEFE switching hub FEfF MAC fulibsk, EXREKFMER curl 154 5KEEE)
REST AP,

ryu@ryu-vm:~$ curl -X GET http://127.0.0.1:8080/simpleswitch/mactable
/0000000000000001
{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}

REIF h1 M h2 i) MAC it R E LB EHTE.

15X h1 F h2 §) MAC {iz3iE3RIR BITERT ping Z BI#HER B 4T . EIRHZ L switching hub I mininet
HIEIT. A IREREN mininet I 7E OpenFlow hRAER E 4 OpenFlowl3 2 #& 335 RN,

(26759) wsgi starting up on http://0.0.0.0:8080/

connected socket:<eventlet.greenio.GreenSocket object at 0Ox2afe6d0> address
:('127.0.0.1"', 48818)

hello ev <ryu.controller.ofp_event.EventOFPHello object at Ox2afecl10>

move onto config mode

EVENT ofp_event->SimpleSwitchRest13 EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type 0x6 xid 0x96681337 OFPSwitchFeatures(
auxiliary_id=0,capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)
switch_features_handler inside sub class

move onto main mode

FEZEEEE host _EIEIY MAC ik R FEHTH) REST API, REST APl IEIYTERE {"mac' : “"MAC
Ak, port' : EHEREHHRER)

ryu@ryu-vm:~$ curl -X PUT -d '{"mac" : "00:00:00:00:00:01", "port" : 1}' http
://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:01": 1}

ryu@ryu-vm:~$ curl -X PUT -d '{"mac" : "00:00:00:00:00:02", "port" : 2}' http
://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}

HIT ERRIFES , h1 F h2 B Flow Entry @#MAIREF.
SRRTE n1 ¥ h2 BT ping T64.

mininet> hl ping -c 1 h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=4.62 ms

10.0.0.2 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 4.623/4.623/4.623/0.000 ms
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move onto main mode
(28293) accepted ('127.0.0.1', 44453)
127.0.0.1 - - [19/Nov/2013 19:59:45] "PUT /simpleswitch/mactable/0000000000000001

HTTP/1.1" 200 124 0.002734
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:£ff 1

ERHEA RBP4 IZ7EE Flow Entry, Packet-In R &34 788 hl B h2 f ARP HIRERE
R A T AT R,

3.6 ANE4RLE

AEFH MAC (EREIFERABER , IREAAAHFTIE REST API, ZRAHAMSRERER |, a0
RATRMBEGEAB B E A Flow Entry ff] REST APl #§ & 2 —E{RIFAIAEIE.
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CHAPTER 4

HIERE (Link Aggregation )

FEEHH , Ryu AN RETIRENEERIE.

4.1 #4883 4E (Link Aggregation )

AMEIRA (Link Aggregation ) f2FH IEEE802.1AX-2008 FTHIREH] , SIRERBARK & At A—IFE
SEAREG . BBATNRET DGR P E N EMBARERRT. RRMREEEN. RADSE
FKIZIRE.

$8E 200Mbps gl 3

L et
100Mbps V
100Mbps 100Mbps
B iE SASHREN

100Mbps

EfE MR RETIREZHT , [ERIRARE R E L R BT HHALBMAERL AR E TR

FIAAEIE R A TIREM T AR S E RN K ER BT , LLAFRREATA. BIMLATRAER LACP
(Link Aggregation Control Protocol ) B:RiRE , ABNREA X,

RREE AR | B—(EARN B ITEH BN R E & E I EST LACP data unit 2R ARE
B L 2 FEIRIEERARIR . & LACP data unit IATIRIEIRTEAK , AARMAIR A IR | M
AR AR B IR BT R | BB EIXERE G A R mAIAR M TSR

EEHMEBEED, , EREESRREFETMKZF |, #5120 meida converter , Bzl B K
Foh it BIARRF AT LSRR, AEAESRERER LACP BITENERRR AR E.

4.2 P47 Ryu ERFEN

FIARSHIAERIS MEVETE , E5ER BT Ryu AR R & ERATE.
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simple_switch_lacp.py 4 OpenFlow 1.0 EARERREXAFET Ryu KIRHBES, EEBK
PIEEEE ST Y OpenFlow 1.3 fij4s , B simple_switch_lacp_13.py. I IEAFERATINA M5k
(Switching Hub ) 1 FRATIRES I R & TIRE.

JRUAREZFE © simple_switch_lacp_13.py

from
from
from
from
from
from
from
from
from
from

ryu.
ryu.

ryu

ryu.
ryu.
ryu.
ryu.

ryu

ryu.

ryu

base import app_manager

controller import ofp_event
.controller.handler import CONFIG_DISPATCHER
controller.handler import MAIN_DISPATCHER
controller.handler import set_ev_cls
ofproto import ofproto_vil_3

1lib import lacplib

.1lib.dpid import str_to_dpid

lib.packet import packet

.1lib.packet import ethernet

class SimpleSwitchLacpl3(app_manager.RyuApp):

OFP_
_CON

def

Qset
def

def

def

VERSIONS = [ofproto_vi_3.0FP_VERSION]
TEXTS = {'lacplib': lacplib.LacpLib}

__init__(self, *args, **kwargs):
super (SimpleSwitchLacpl13, self).__init__(xargs, **kwargs)
self.mac_to_port = {}
self._lacp = kwargs['lacplib']
self._lacp.add(
dpid=str_to_dpid ('0000000000000001"'), ports=[1, 2])

_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
switch_features_handler (self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

install table-miss flow entry

#

#

# We specify NO BUFFER to max_len of the output action due to

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.0FPMatch()

actions = [parser.0FPActionOutput (ofproto.0FPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actiomns)

add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

inst = [parser.OFPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,
actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg(mod)

del_flow(self, datapath, match):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

mod = parser.0FPFlowMod(datapath=datapath,
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command=ofproto.0FPFC_DELETE,

out_port=ofproto.0OFPP_ANY,

out_group=ofproto.0FPG_ANY,

match=match)
datapath.send_msg(mod)

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
pkt = packet.Packet(msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst
src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0OFPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut (datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

@set_ev_cls(lacplib.EventSlaveStateChanged, MAIN_DISPATCHER)
def _slave_state_changed_handler (self, ev):
datapath = ev.datapath
dpid = datapath.id
port_no = ev.port
enabled = ev.enabled
self.logger.info("slave state changed port: %d enabled: %s",
port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port[dpid]:
match = datapath.ofproto_parser.0FPMatch(eth_dst=mac)
self.del_flow(datapath, match)
del self.mac_to_port[dpid]
self .mac_to_port.setdefault (dpid, {})
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4.2.1 ZEEWIRIR

FEFRMHE—T OpenFlow AZ#zs A Linux host Z AR R E .

TR VM BGAE | SHRRIRITERE MEAN T EFHEE T2 (Switching Hub )

BSEEM Mininet REH 21T —AAVABFEFREE.

hl-ethl

{53 script 2RIF0Y Mininet (X API T 7e ARABRE PREEANIERS .
JR1A7%5 478 © link_aggregation.py

#!/usr/bin/env python

from
from
from
from
from

if !

mininet.

mininet

mininet.

net

c0

sl

hi
h2
h3
h4

main

cli import CLI

.link import Link
mininet.
mininet.

net import Mininet
node import RemoteController
term import makeTerm

== name

Mininet (controller=RemoteController)

net.
net.

net.
.addHost ('h2', mac='00:00:00:00:00:22")
.addHost ('h3', mac='00:00:00:00:00:23")
net.

net
net

Link(s1,
Link(s1,
Link(s1,
Link(s1,
Link(s1,

addController('c0')
addSwitch('s1')

addHost ('h1"')

addHost ('h4', mac='00:00:00:00:00:24")

h1)
h1)
h2)
h3)
h4)

Jo
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net.build ()
cO.start ()
s1.start([c0])

net.terms.append (makeTerm(c0))
net.terms.append (makeTerm(s1))
net.terms.append (makeTerm(hl))
net.terms.append (makeTerm(h2))
net.terms.append (makeTerm (h3))
net.terms.append (makeTerm (h4))

CLI(net)

net.stop ()

B ATa% script ZE &AL host 1 FIZTIF s1 Z B MIGEARWIAZELE, BERETUER
net & R HEITHER.

ryu@ryu-vm:~$ sudo ./link_aggregation.py

Unable to contact the remote controller at 127.0.0.1:6633

mininet> net

cO

sl lo: sl-ethl:hl-ethO sl-eth2:hl-ethl sl-eth3:h2-eth0O sl-eth4:h3-ethO sl-ethb:h4-
ethO

hl hl-ethO:sl-ethl hl-ethl:sl-eth2
h2 h2-ethO:sl-eth3

h3 h3-ethO:sl-eth4d

h4 h4-ethO:sl-ethb

mininet>

4.2.2 host hl HIAEI AT

TEIE Z BI4E host h1 f Linux {ESE R &+ W EFATRE .
A AR T a5 S7E host hl ) xterm #&iphé z h,

B drive module PATERABER & . £ Linux 29 , ABIERETIEERZH bonding drive AT
I8 FESCEENL drive HIGRIEFE /etc/modprobe.d/bonding.conf PASEREZENEE.

FE&3R & F8: /etc/modprobe.d/bonding. conf

alias bond0 bonding
options bonding mode=4

Node: hi:

root@ryu-vm:~# modprobe bonding

mode = 4 & LACP R IR(ERENREAILERE (dynamic link aggregation ) , Fi4 2 TARX{EHIES
{2152 AT PAERE. TN LACP data unit lAZIRRIRRA SLOW (30 #) , WHHFFHARZFEHAB
B MAC ziE 31T

FE R —{E 4% % bond0 AEER A HE , SA1EERE bondO K MAC fuiit,

Node: hi:

root@ryu-vm:~# ip link add bondO type bond

root@ryu-vm:~# ip link set bond0 address 02:01:02:03:04:08

43



Chapter 4. 485 4& (Link Aggregation )

£ hi-ethO Ml hi-ethl KERBAEE R I MNE| SR IIFAESE REAAED. WRERERAR
ARTE & down , SREEBLBUREX B R EARALREER MAC (Bt Z ZEHE.

Node: hi:

root@ryu-vm: i i hl-ethO down
root@ryu-vm: i i hl-ethO address 00:00:00:00:00:11
rootQ@ryu-vm: i i hli-ethO master bondO

root@ryu-vm: i i hl-ethl down
root@ryu-vm: i i hl-ethl address 00:00:00:00:00:12
rootQ@ryu-vm: i i hli-ethl master bondO

FEE A R IP i3k, EBFEEA 10.0.0.1, HHA hl-ethO 4 IP ik B4 BEMEE FTIA
EMMIRE .
Node: hi:

root@ryu-vm:~# i add 10.0.0.1/8 dev bondO
root@ryu-vm:~# i del 10.0.0.1/8 dev hl-ethO

IEREEEE R A UP,
Node: hi:

root@ryu-vm:~# ip link set bondO up

FEWRE—EREAIARE,
Node: hi:

root@ryu-vm:~# ifconfig

bondO Link encap:Ethernet HWaddr 02:01:02:03:04:08
inet addr:10.0.0.1 Bcast:0.0.0.0 Mask:255.0.0.0
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:1240 (1.2 KB)

hl-ethO Link encap:Ethernet HWaddr 02:01:02:03:04:08
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

hl-ethl Link encap:Ethernet HWaddr 02:01:02:03:04:08
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

JEEF A bond0 4 MASTER , E#25 M hl-ethO A hl-ethl % SLAVE, T EARKETLEZE! bondO.
h1-ethO F hl-ethl f{] MAC it Z3EBE AR,
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8 bonding driver FIARAE,
Node: h1:

root@ryu-vm:~# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.7.1 (April 27, 2011)

Bonding Mode: IEEE 802.3ad Dynamic link aggregation
Transmit Hash Policy: layer2 (0)

MII Status: up

MII Polling Interval (ms): 100

Up Delay (ms): O

Down Delay (ms): O

802.3ad info
LACP rate: slow
Min links: O
Aggregator selection policy (ad_select): stable
Active Aggregator Info:
Aggregator ID: 1
Number of ports: 1
Actor Key: 33
Partner Key: 1
Partner Mac Address: 00:00:00:00:00:00

Slave Interface: hl-ethO

MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 00:00:00:00:00:11
Aggregator ID: 1

Slave queue ID: O

Slave Interface: hl-ethl

MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 00:00:00:00:00:12
Aggregator ID: 2

Slave queue ID: O

HE:R LACP data unit FRUASHAEIRE (LACP rate: slow ) FHEFFIZESEMEEE (Transmit Hash Policy:
layer2 (0) ), Y B#E:REILAME hi-ethO 1 hi-ethl i) MAC {izdit,

PA_E% host hl pZERTZE.
4.2.3 355 OpenFlow k7~

THEs s1 B OpenFlow IRARRE A 1.3, BIERTIAES s1 B xterm Ripi g N THKTES.
Node: s1:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

8.2.4 BATTIRE

BT, FEFIBPIT Ryu EATES.
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TEREIZE A "Node: cO (root); K xterm #niRHIT N4,
Node: cO:

ryu@ryu-vm:~$ ryu-manager ./simple_switch_lacp_13.py
loading app ./simple_switch_lacp_13.py

loading app ryu.controller.ofp_handler

creating context lacplib

instantiating app ./simple_switch_lacp_13.py
instantiating app ryu.controller.ofp_handler

host h1 &4 30 #H3£iX—)&X LACP data unit, FRENZ 1% , THFHF LM EWE] host h1 FXHK
LACP data unit , I #iH 504%7E log Z .

Node: cO:

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP received.

[LACP] [INFO] Sw=0000000000000001 PORT=1 the slave i/f has just been up.
[LACP] [INFO] SW=0000000000000001 PORT=1 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=1 LACP sent.

slave state changed port: 1 enabled: True

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SwW=0000000000000001 PORT=2 the slave i/f has just been up.
[LACP] [INFO] SW=0000000000000001 PORT=2 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

slave state changed port: 2 enabled: True

TR log KRA.
o LACP received.
$:5%%I) LACP data unit,

the slave i/f has just been up.

JRAS S ) I SRR AR IRRE.

the timeout time has changed.

LACP data unit B BFEIFH B E (KNG FFREMRER OW, BFEA
LONG_TIMEOUT_TIME f] 90 &)

LACP sent.
[@]78 FAfK) LACP data unit 8% 5c8

slave state changed ...

FEFFE R E LACP K=\ [EE+ EventSlaveStateChanged EHNE (B4
FHAN SRR .

ARG — 1% host hl WZEIH LACP data unit 123X [0 FBiY LACP data unit .
Node: cO:

[LACP] [INFO] SW=0000000000000001 received.
[LACP] [INFO] SW=0000000000000001 sent.

[LACP] [INFO] SW=0000000000000001 received.
[LACP] [INFO] SW=0000000000000001 sent.
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=R Flow Entry .
Node: s1:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=14.565s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809
actions=CONTROLLER :65509

cookie=0x0, duration=14.562s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809
actions=CONTROLLER :65509

cookie=0x0, duration=24.821s, table=0, n_packets=2, n_bytes=248, priority=0
actions=CONTROLLER:65535

AT

o FHNEIE hl M hl-ethl (FEWIEA s1-eth2 . B MAC {idlkA 00:00:00:00:00:12) {&
3% LACP data unit (ethertype 0x8809 ) H¥y jﬁ& % Packet-In Z.E..

o FUNZEIR h1l B hl-ethO (3EWIEA s1l-ethl . B MAC {it% 00:00:00:00:00:11) {2
3% LACP data unit (ethertype Ox8809 ) HK; )t%',‘é % Packet-In fL.E..

e Table-miss Flow Entry iR #7225 (Switching Hub ) | #8[E].
PA_E 3 1B Flow Entry #fFTIBEIATRzs 2.

4.2.5 HERAEIE R EThRE

YEERRE

BRIV RANERRE, FRMAKREEFEAARNRRARE K ETERKARRT .
B4, 14 host h2 [a] host h1 #¢i% ping FHH.
Node: h2:

root@ryu-vm:~# ping 10.0.0.1
PING 10.0.0.1 (10.0.0. 1) 56(84) bytes of data.
64 bytes from 10.0.0.1: icmp_req=1 ttl=64 time=93.0 ms

64 bytes from 10.0.0.1: icmp_req=2 ttl=64 time=0.266 ms
64 bytes from 10.0.0.1: icmp_req=3 ttl=64 time=0.075 ms
64 bytes from 10.0.0.1: icmp_req=4 ttl=64 time=0.065 ms

Ale,

& ping ;NEFFEIXNERF , MERATIRES s1 B Flow Entry
Node: s1:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=22.05s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809
actions=CONTROLLER:65509

cookie=0x0, duration=22.046s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,

send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809
actions=CONTROLLER:65509

cookie=0x0, duration=33.046s, table=0, n_packets=6, n_bytes=472, priority=0
actions=CONTROLLER:65535

cookie=0x0, duration=3.259s, table=0, n_packets=3, n_bytes=294, priority=1,in_port
=3,dl_dst=02:01:02:03:04:08 actions=output:1
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cookie=0x0, duration=3.262s, table=0, n_packets=4, n_bytes=392, priority=1,in_port

=1,d1_dst=00:00:00:00:00:22 actions=output:3

TERERRF & FIE T EPR{E Flow Entry, S5PUFNISETL Flow Entry €H%/\K) duration FI{E.,
vawilly =

o AREWEIRESE 3 EHHIR (sl-eth3 , M EEREE] h2 KERM) M hl i bondO X
HAMBEIXEE 1 FHIE (sl-ethl ),

e ERWEIKESE 1 EHHIR (slethl ) M 2 EHBRENHE , MWE 3 EiHR
(s1-eth3 ) #EiXH XK,

FERATAEER h2 1 n1 ZRKEREER sl-ethl KEM.
R host h3 [A] host hl 3% ping FE.
Node: h3:

root@ryu-vm:~# ping 10.0.0.1

PING 10.0.0.1 (10.0.0. 1) 56(84) bytes of data.

64 bytes from 10.0.0.1: icmp_req=1 ttl=64 time=91.2 ms
64 bytes from 10.0.0.1: icmp_req=2 ttl=64 time=0.256 ms

64 bytes from 10.0.0.1: icmp_req=3 ttl=64 time=0.057 ms
64 bytes from 10.0.0.1: icmp_req=4 ttl=64 time=0.073 ms

1E ping FF4EIHIXRF |, FERATIAES s1 M Flow Entry,
Node: si:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=99.765s, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809
actions=CONTROLLER:65509

cookie=0x0, duration=99.761s, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809
actions=CONTROLLER:65509

cookie=0x0, duration=110.761s, table=0, n_packets=10, n_bytes=696, priority=0
actions=CONTROLLER:65535

cookie=0x0, duration=80.974s, table=0, n_packets=82, n_bytes=7924, priority=1,
in_port=3,dl_dst=02:01:02:03:04:08 actions=output:1

cookie=0x0, duration=2.677s, table=0, n_packets=2, n_bytes=196, priority=1,in_port
=2,d1l_dst=00:00:00:00:00:23 actions=output:4

cookie=0x0, duration=2.675s, table=0, n_packets=1, n_bytes=98, priority=1,in_port
=4,dl_dst=02:01:02:03:04:08 actions=output:2

cookie=0x0, duration=80.977s, table=0, n_packets=83, n_bytes=8022, priority=1,
in_port=1,dl_dst=00:00:00:00:00:22 actions=output:3

TEMIARER R (® |, 2 {8 Flow Entry E4E##11%. duration {EE/)\NK] Flow Entry &% 5 155 6
{& Entry.

DRI
o WEIRES 2 EKIE (sleth2 ) [ h3 HWXMITEIPRLS 4 FIKIE (slethd ) HIX
Hx

o WEIRBS 4 FHIE (sl-ethd , IR EEE h3 WHRHE) ™ hl ) bondO EXHIE
RERUE S 2 IR (sleth2 ) BIXH X

EHRATIAE L h3 F hl 2 FERRER sl-eth2 ST,
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E¥K host 4 &) host h1 3% ping T84 7] AEE ENfE. EI A LERIHRHTH Flow Entry &%
FIE  ha F hl ZEKIERMBEIR sl-ethl K{SX,

B host | {FFERIR
h2 1
h3 2
h4 1

AOBLLERIBNE |, AT AHER Z IRAR R AOIERTIRRE.

RFBEEREN

BETIR, RMAERFAEERENAEEEN. IREMNRITE h2. h4 F1 hl ZEKIBREFEH
sl-eth2 @8R | h3 F hl BB A2 sl-ethl EEHE,

TEEIRTRHE s1-ethl RFTBM s1-ethO 4B R4 BHAAH A 3K .

Node: hi:

root@ryu-vm:~# ip link set hl-ethO nomaster

& hl-ethO = , host h3 [ host hl i) ping 2 A EIER. EFLEBRRARETLBT 90
MWz , THK log L&HIR Controller EMENE.

Node: cO:

[LACP] [INFO] Sw=0000000000000001 PORT=1 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP sent.
[LACP] [INFO] SwW=0000000000000001 PORT=2 LACP received.
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[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.
[LACP] [INFO] Sw=0000000000000001 PORT=1 LACP exchange timeout has occurred.
slave state changed port: 1 enabled: False

"LACP exchange timeout has occurred. | FR/NF1IEIBAC AR , AL MAC bk FnEES
EEEAK Flow Entry #2504k , [EIZ2040ERIBEREEFFZATRRE.

BB LR, T MAC (IS @ WY | SHEERARMEIEAS Flow Entry A§ & B XU

pi
host h3 #1 host h1 Z [EIf#T Flow Entry €& 4% 5.
Node: si:

rootQ@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=364.265s, table=0, n_packets=13, n_bytes=1612, idle_timeout
=90, send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809

actions=CONTROLLER:65509

cookie=0x0, duration=374.521s, table=0, n_packets=25, n_bytes=1830, priority=0
actions=CONTROLLER:65535

cookie=0x0, duration=5.738s, table=0, n_packets=5, n_bytes=490, priority=1,in_port
=3,d1l_dst=02:01:02:03:04:08 actions=output:2

cookie=0x0, duration=6.279s, table=0, n_packets=5, n_bytes=490, priority=1,in_port
=2,d1_dst=00:00:00:00:00:23 actions=output:5

cookie=0x0, duration=6.281s, table=0, n_packets=5, n_bytes=490, priority=1,in_port
=5,d1l_dst=02:01:02:03:04:08 actions=output:2

cookie=0x0, duration=5.506s, table=0, n_packets=5, n_bytes=434, priority=1,in_port
=4,d1l_dst=02:01:02:03:04:08 actions=output:2

cookie=0x0, duration=5.736s, table=0, n_packets=5, n_bytes=490, priority=1,in_port
=2,d1_dst=00:00:00:00:00:21 actions=output:3

cookie=0x0, duration=6.504s, table=0, n_packets=6, n_bytes=532, priority=1,in_port
=2,d1l_dst=00:00:00:00:00:22 actions=output:4

host h3 [ ping tREIEE .
Node: h3:

icmp_req=144 time=0.193 ms
icmp_req=145 time=0.081 ms
icmp_req=146 time=0.095 ms
icmp_req=237 time=44.1 ms

icmp_req=238 time=2.52 ms
icmp_req=239 time=0.371 ms
icmp_req=240 time=0.103 ms
icmp_req=241 time=0.067 ms

O O O O O O O O
O O O O O O O o
N e

AOBRLEREREA |, BB HAR R B AR |, BAPIR] AR R A AR % & B BIRIIKIE
PUEITIERR.

4.3 E1F Ryu HABIRRETRE

HIAIREBWMFIA OpenFlow BB R STNRE,
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{# 3 LCAP f link aggregation T4 &% 2 & LACP data unit {SIBIEH B , BIRRFT{ERK
ERFAmARYIRIE, "k , & LACP data unit IR IER K , RAIRRIMERNERREA
EASEYGRE) ERRAEESNNEER 2R A EARIM Flow Entry 77, FILEIRT
HIRDER

o E{EFNIAL[EZE LACP data unit

o 1E—1{EEE HEFHE TR B WE LACP data unit B , BIMIfREZE /S R Ar(E 2 R AH
BEESE Flow Entry

o DAAEWMANEIERESARWET LACP data unit H4 , AR EZR@AB .
o LACP data unit ISMNIEBRIFLIR T38i28 (Switching Hub ) 1 BE{TRE R,

B LRI R Rield , BRREERNEMESATM. LACP MEINE S A 18RI ERS>
EACAT AR R 2R, HIRAMERAER DR 8% T0iRas (Switching Hub ) 1 DUBITAZ
HERIRTTE .

1EFUREI LACP data unit B545-F R B EHSBEEIAEL{FER Flow Entry KEIR., [EI Packet-In
AVE 8 AR ZIE BRIE OpenFlow Controller FHIREI.

s FAKAZIR LACP data unit ERER BN AMTEME , TE) (ACTIVE ) H#E) (PASSIVE ) B
RE, TE): ZEET AR €3¢ 1% LACP data unit , DARESRAR IR BOARAE, B : EURBITZENRAEZR X B
) LACP data unit BF AR |, DARERRAR M AOARRE,

£ Ryu hARIE R & IERFE N2 AWEMETN (PASSIVE mode ) KE1E.

F RS E AR BWE LACP data unit , BIEZERAmMAEAER. 2EAKERALH
LACP data unit {21F Packet-In 34T Flow Entry FTi%E5:RE 7 idle_timeout, EIFRIBIBZR
E{EFs , 3% FlowRemoved ;2% Controller, Controller BIzEa% 5 M M3,

AR M EBUIRRER) R A UK E! LACP data unit FIBRHE]BEIE A « #20EI LACP data unit FRRFHE
Packet-In slEME B &M AZ R RN E R ESRKFIRMEZE | WETHEREE,

A EERMmAMMAS , OpenFlow Controller Sx A BRI EIRA "MIFREZ R M AT{E FHEIHK Flow
Entry, , (BEREBRIEHEREENTIH.

BN F—EEEREASHE_EERREFANCEMES KA TRBERRAENEE
HEFF MAC fudik o,

i1 Him 2 Fim 3

PR MAC fizik:0 Pk MAC fuzdik:1 FER MAC fidik:2
REG—EERRETERK Flow Entry 3 RIFTIGNT .

HE 1 FE 2 HE 3

= 7| B 7| B &

00:00:00:00:00:00 00:00:00:00:00:01 00:00:00:00:00:02

= 7: | B 7: | B 7:

00:00:00:00:00:03 00:00:00:00:00:04 00:00:00:00:00:05

= 7| B 7| B A:

00:00:00:00:00:06 00:00:00:00:00:07 00:00:00:00:00:08

RUCANRERE 1 BERRRET |, "HEHRNFRET ARG MAC (A BE R fERAHIFR
S, HEFFASRANT

HE 1 i 2 R 3
ELi3e F|f% MAC fz3E:0 F|fs MAC fzdif:1
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A1 R 2 R 3
=] ®: | B )
00:00:00:00:00:00 00:00:00:00:00:01
S| K: | B ):
00:00:00:00:00:02 00:00:00:00:00:03
=l m: | B m:
00:00:00:00:00:04 00:00:00:00:00:05
H M: | B I
00:00:00:00:00:06 00:00:00:00:00:07
=] I
00:00:00:00:00:08

A5, BB{EERE—RE 1 & Flow Entry , 7£ Flow Entry &XF]EF , th&¥ R 2 FF
3ETHY. EEERAMESELABINRERTRM  FEAFUNRERBFLTE.

RIWE B ISR @ MR G s 0y | 2B 38R AT EI& 5 R 75| ER) Flow Entry
W& —HHETTMIER.

et HEFFRBE AR B ERRETER , BXFMABITEE. Ryu RERRSEREAEBTT
SEIEHEFFRORRSY |, L AR BRI TR SLAER 1S HEFF

KT RE®E FEKZEE.
LACP pRI=JEE
o EIXUNE LACP data unit B4 , RIEEBAEIFIX
o & LACP data unit fiihEME , EERNER A MRS E AR, WIBAATRES
o EHIIEWE LACP data unit i , AR BN ERR A @RS ERHW , WEMATHRES
ATHES
o HWE LACP BRAEIEMZE , EITHIAUAKMIER X Z K Flow Entry
o FUWLE| LACP data unit DASMNRIESEIRS | 7 — BB A EITEHEEIX
LACP eRZXEEANH AT FRAAT R 3 SR 464S , FBAE Ryu HIIRIARSTF ML,
ryu/lib/lacplib.py
ryu/app/simple_switch_lacp.py

zF: [H2A simple_switch_lacp.py 2 OpenFlow 1.0 FTER A ERARR , ZEMFMARPNE "84T
Ryu FERF2X J & simple_switch_lacp_13.py FT¥S FEMK OpenFlow 1.3 iRZA<FERFER.

4.3.1 B LACP K [E

EETRNEET , KRB —TAIRK LACP (R EINREAMATEE. SREAT ATs| ARLATS
AENEEL , BETHEENER 2 RERKIRGE,

RFEEAE

AHREREERAEEE , WARERREFW— BB mETW— @4, LACP RXE(E
RS IEFEITARE
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def add(self, dpid, ports):
&3 ooo0
assert isinstance(ports, list)
assert 2 <= len(ports)
ifs = {}
for port in ports:
ifs[port] = {'enabled': False, 'timeout': 0}
bond = {}
bond [dpid] = ifs
self._bonds.append (bond)

SEHANRRABINT.
dpid

E5F OpenFlow A7#22%M] data path ID,
ports

TEE B R AL A IR AR .

BEIBIFIYIEE 7% , LACP sRNER] LAFERESFRE data path ID FT/E OpenFlow 2@ R AL A
EEMBAL, BREMHMSEAREEENITNY add() FIEENR], Ei&ER @I E A E
B MAC {i31EB¥ |, OpenFlow 35528 ATETEAEE MAC {31t LOCAL EHHE & B EIRNHIEA.

INGRER: HLE OpenFlow RZiRZZZH , MBI ARG AR AR S HITNEE (Open vSwitch---%) TEIE
BIRPINEAE ARSI A ZHTNEE , 2R OpenFlow Controller REIRABIE R A HTNBE.

I Packet-In

1 TATHREs (Switching Hub ) o 9, BB MAC (EIHFE R R BRI T, SiEREIRNEa
4T Flooding, FHj¢ LACP data unit (2@ 7EMRAVABITEITACHR , B RBZE AEEEHM
KRS AR R A S HIREE . FTRA Controller RUEITIEARMIRIE "&E#HUKE| Packet-In K
B LACP data unit B3 LE , LACP data unit LASMII BRI 443 R S8 A AEB S ENE |
1EEBRIRET LACP data unit &R & HIRESIRE L.

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def packet_in_handler(self, evt):
"""PacketIn event handler. when the received packet was LACP,
proceed it. otherwise, send a event."""
req_pkt = packet.Packet(evt.msg.data)
if slow.lacp in req_pkt:
(req_lacp, ) = req_pkt.get_protocols(slow.lacp)
(req_eth, ) = req_pkt.get_protocols(ethernet.ethernet)
self._do_lacp(req_lacp, req_eth.src, evt.msg)
else:
self.send_event_to_observers (EventPacketIn(evt.msg))

EHEIE (Event handler ) BRFE "AZ#225 (Switching Hub ) 2MEK. SREBEFTEEIHRE
& &7 LACP data unit {4+ T R EIEHZER,

2B A4 LACP data unit AR T , BLEW4T LACP R /EH LACP data unit (TR HE S,
EAHE LACP data unit iR T , BIIENY send_event_to_observers() A%, EEEHRE
ryu.base.app_manager.RyuApp 854 , %7 BHXBHAENAIE.

FE "AZHRAs (Switching Hub ) o B, FAFHEEI T A AE & BITEFRA Ryu FHZHK
OpenFlow s\E4xWFE M. ERKFISIEEFHEFEHIYE EventPacketIn RIZH LACP ERIZ
AR AR FE B1TRE .
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class EventPacketIn(event.EventBase):
"""a PacketIn event class using except LACP."""
def __init__(self, msg):
"""ipnitialization."""
super (EventPacketIn, self).__init__()
self.msg = msg

FRETHEREMHME MK B ryu.controller.event.EventBase XA Bl 2K E . ZZERHNRE
B W IZBRS]. £ “EventPacketin™ XEHI% , HEWE|T PacketIn FAERME
ryu.ofproto.OFPPacketin B2 KT % — 1R RIE,

EREERNF R IEREZ ZIRE.

EHOR A/ EBGIRRER) 1

LACP ER=EE) LACP data unit ZIBR40T :

1. AFUE LACP data unit By , EHIR R EBGIARE , EREZEEITIKEMNEE , WX
FHEM.

2. Z{FIEBEAE R R B C A B0 |, WK El LACP data unit $E1& 721X Packet-In 1
Flow Entry i$ &R FIE.

3. # LACP data unit ZHIEIfE, RIFEREIEX.

FEREIREEMEN T Flow Entry - 1% LACP data unit B53$1% Packet-In i , 5
=RRRRIREAEREM TEE /B LACP data unit (EEIH 5 G, T RGREAZE —2AMEEIE
MAE.
def _do_lacp(self, req_lacp, src, msg):

# ...

# when LACP arrived at disabled port, update the status of
# the slave i/f to enabled, and send a event.
if not self._get_slave_enabled(dpid, port):
self.logger.info(
"SW=%s PORT=%d the slave i/f has just been up.",
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, True)
self.send_event_to_observers(
EventSlaveStateChanged (datapath, port, True))

_get_slave_enabled() 77 7% & FI KBNS 35 € AT 1R 23 A8 B MO E R 1R AR RE 4 B Sk 3.
_set_slave_enabled() 77742 FIRER EFERE AT R 25 FITE T B HARARRE A B W B .

1 ERMFIARES | EEPHARERNEEIRFRINE]T LACP data unit B , EESREHARES E1TER
4430 AI¥1Y EventSlaveStateChanged IXNE , ERI R NEFIBARFED &5,

class EventSlaveStateChanged(event.EventBase):
"""a event class that notifies the changes of the statuses of the
slave i/fs."""
def __init__(self, datapath, port, enabled):
"""initialization."""
super (EventSlaveStateChanged, self).__init__()
self.datapath = datapath
self.port = port
self.enabled = enabled
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&7 BREHZS , EHEBEEERF EventSlaveStateChanged E 4 & UL B2 253X,
RIS FT RBATIENELE 421 FlowRemoved FAERFEEIE | FEE,

EventSlaveStateChanged 2AJEE A THIEN
o EHURMBAMRELE R ETAER) OpenFlow Ziss
o B/ BIAIARREBUEAR (K I IR 4R IR
o WEMEHIIARE

Bik

i

H11E Flow Entry - Y%l LACP data unit BF3$1% Packet-In

LACP data unit ({EIX[HIfBE R FAST (4% 1 #) M SLOW (&g 30 #b) 2 &, EHRRG
FIRAET |, FIXMERN 3 (kA S |AEMEREAR | IR IS B2 ARSIk , A EER
THENEE.

LACP R\ EF BB E Flow Entry RIER|E AR IBAAIIKAE , BIEE X2 LACP data unit i
B3 Packet-In Y6 1E4T Flow Entry 585 , Bl % 3 &% RF% (SHORT_TIMEOUT_TIME 3 b,
LONG_TIMEOUT_TIME 90 ¥») #] idle_timeout,

EFEFEIRNREEBEAR , S AREHNE ide_timeout WA , FIELE(E LACP BRz\E
LU

def _do_lacp(self, req_lacp, src, msg):
# ...

# set the idle_timeout time using the actor state of the
# received packet.
if req_lacp.LACP_STATE_SHORT_TIMEOQOUT ==
req_lacp.actor_state_timeout:
idle_timeout = req_lacp.SHORT_TIMEOUT_TIME
else:
idle_timeout = req_lacp.LONG_TIMEOUT_TIME

# when the timeout time has changed, update the timeout time of
# the slave i/f and re-enter a flow entry for the packet from
# the slave i/f with idle_timeout.
if idle_timeout != self._get_slave_timeout (dpid, port):
self.logger.info(
"SW=Y%s PORT=%d the timeout time has changed.",
dpid_to_str(dpid), port)
self._set_slave_timeout (dpid, port, idle_timeout)
func = self._add_flow.get (ofproto.0FP_VERSION)
assert func
func(src, port, idle_timeout, datapath)

_get_slave_timeout() 7774 0] LA 2R ER1536 € AT 2 25 2 $5 € E IR K9 idle_timeout BH{H.
_set_slave_timeout() 7774 7] DA REZ ETEE AT IR 28 Z FEXE I FEIR A idle_timeout BX{E,

RV IAARBERNFS 5 B AR R A B4R T idle_timeout 2 O , E LW EIHA) LACP data
unit B , {FIXRIIRAE SRR E HHFTIEE Flow Entry 1,

1KIBFT{E AR OpenFlow IR AN[F] OFPFlowMod FAREME TSN ATAE , RN ARRES
P FERR A Flow Entry AR, PATF 23R OpenFlow 1.2 Z & F{E R Flow Entry FEAIA.

def _add_flow_v1l_2(self, src, port, timeout, datapath):
"""enter a flow entry for the packet from the slave i/f
with idle_timeout. for OpenFlow verl.2 and verl1.3."""
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ofproto = datapath.ofproto
parser = datapath.ofproto_parser

match = parser.O0FPMatch(
in_port=port, eth_src=src, eth_type=ether.ETH_TYPE_SLOW)

actions = [parser.O0FPActionOutput(
ofproto.0FPP_CONTROLLER, ofproto.OFPCML_MAX)]

inst = [parser.0FPInstructionActions(
ofproto.OFPIT_APPLY_ACTIONS, actions)]

mod = parser.0FPFlowMod (
datapath=datapath, command=ofproto.0FPFC_ADD,
idle_timeout=timeout, priority=65535,
flags=ofproto.0OFPFF_SEND_FLOW_REM, match=match,
instructions=inst)

datapath.send_msg(mod)

LR FRIANER TR B IR R TR A LACP data unit IiF3%1X Packet-Iny FTaRE K]
Flow Entry , RRFERSMIBFHEIFIR T EARF LB AIARRE,

{83% /#5218 LACP data unit f5E35

FEULZE LACP data unit BF , 1T TEHIEA W/ BIGKEERIERIE 1 3 THIE Flow Entry - W
LACP data unit BF2$3% Packet-In | BEIEPAK [A178 FAfK) LACP data unit B4 g 3¢3% .

def _do_lacp(self, req_lacp, src, msg):
#

# create a response packet.
res_pkt = self._create_response(datapath, port, req_lacp)

# packet-out the response packet.

out_port = ofproto.0FPP_IN_PORT

actions = [parser.O0FPActionOutput (out_port)]

out = datapath.ofproto_parser.0FPPacketOut (
datapath=datapath, buffer_id=ofproto.O0FP_NO_BUFFER,
data=res_pkt.data, in_port=port, actions=actions)

datapath.send_msg(out)

ERERIAREF |, _create_response() FiAAE AR ELLDE BRE A, HFPFR _create_lacp()
FiERIE AR EA B Y LACP data unit , S48 A [E] 78 B+ RIR1E BT i LACP data
unit 2%i% Packet-Out,

LACP data unit 3£ (Actor ) HIEFMFFYR (Partner ) MEMEAHERETTAR. iR
ZI)f¥] LACP data unit ] ATSEI S Xm0 &N , R AERER B BE S |, 7T AR E s,

def _create_lacp(self, datapath, port, req):

"""create a LACP packet."""

actor_system = datapath.ports[datapath.ofproto.0FPP_LOCAL].hw_addr

res = slow.lacp(
#
partner_system_priority=req.actor_system_priority,
partner_system=req.actor_system,
partner_key=req.actor_key,
partner_port_priority=req.actor_port_priority,
partner_port=req.actor_port,
partner_state_activity=req.actor_state_activity,
partner_state_timeout=req.actor_state_timeout,
partner_state_aggregation=req.actor_state_aggregation,
partner_state_synchronization=req.actor_state_synchronization,
partner_state_collecting=req.actor_state_collecting,
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partner_state_distributing=req.actor_state_distributing,
partner_state_defaulted=req.actor_state_defaulted,
partner_state_expired=req.actor_state_expired,
collector_max_delay=0)

self.logger.info("SW=Y%s PORT=)d LACP sent.",

dpid_to_str(datapath.id), port)
self.logger.debug(str(res))
return res

UK FlowRemoved :f\ 205K EIE

TEFE R H{E X PR R 12 B 1T LACP data unit FBUXRF , OpenFlow Az z$ & %% 3X FlowRe-
moved 73 iXIE4N OpenFlow Controller,

@set_ev_cls(ofp_event.EventOFPFlowRemoved, MAIN_DISPATCHER)
def flow_removed_handler(self, evt):
"""FlowRemoved event handler. when the removed flow entry was
for LACP, set the status of the slave i/f to disabled, and
send a event."""
msg = evt.msg
datapath = msg.datapath
ofproto = datapath.ofproto
dpid = datapath.id
match = msg.match

if ofproto.0FP_VERSION == ofproto_v1_0.0FP_VERSION:
port = match.in_port
dl_type = match.dl_type

else:

port = match['in_port']
dl_type = match['eth_type'l
if ether.ETH_TYPE_SLOW != dl_type:
return
self.logger.info(
"SW=%s PORT=%d LACP exchange timeout has occurred.",
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, False)
self._set_slave_timeout (dpid, port, 0)
self.send_event_to_observers(
EventSlaveStateChanged (datapath, port, False))

B E FlowRemoved A% , M & {F M _set_slave_enabled() 757458 E EHEIR AR RE 2
W, {EF _set_slave_timeout() AiA:%5E idle_timeout (B4 O , {8 send_event_to_observers()
7753 1% EventSlaveStateChanged 2,

4.3.2 ERBEAMEE

IRTEEREA T80T Ryu JEAFESC o FTIREIA OpenFlow 1.3 HEMAEK RS ERAEX (sim-
ple_switch_lacp_13.py ) 1 27325 (Switching Hub ) | SPAcass =R EL

%E "_CONTEXTS,

447 8 ryu.base.app_manager.RyuApp ] Ryu FEARFE XN EERENHAMK ERRERNKES , JiE
1€ "_CONTEXTS, B$%H:%E. TERENH M ERRERE , @F R BIMNBITLE. EEBIK
A% 3E LACP eR=\EH ) LacpLib 852 F84 Mlacpliby I/RFAE " _CONTEXTS, EF,
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from ryu.lib import lacplib
# ...

class SimpleSwitchLacpl3(app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'lacplib': lacplib.LacpLib}

# ...

WEEAE T_CONTEXTS, FEAFETTAME _init_ () AVEF M) kwargs BIS B,

# ...

def __init__(self, xargs, *xkwargs):
super (SimpleSwitchLacp13, self).__init__(xargs, **xkwargs)
self.mac_to_port = {}

self._lacp = kwargs['lacplib']

BRI\ BRI WIAA HaSE

AWK ELE " _CONTEXTS ) ] LACP ERF\E. BEIBHAT LACP R ELR K add() FiEHKTT
BAARRE . AERNBMT ¢

%1 | B3E At
dpid | str_to_dpid("0000000000000001") | data path ID
ports | [1, 2] PHAREREIRS 3R

RIELA_EHIESSE |, data path ID 2 T0000000000000001 ; ¥ OpenFlow ATHR L (KB REIE 1 FN
HEIR 2 BEA— (AR A AL,

# ...
self._lacp = kwargs['lacplib']
self._lacp.add(
dpid=str_to_dpid('0000000000000001 '), ports=[1, 21)
#

EREBITERSHNRRT A

£ “EfE LACP RNE ~_ B ARET , 7E LACP BRTNE RIR 341X Packet-In J7i%BF , LACP
data unit NE & {F A E &M EventPacketIn , {FHAETCHNEBHEIEEE Ryu ERIRM
ryu.controller.handler.set_ev_cls {EAKETFARIEMEHEIE,

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
# ...
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BE EEHENNRELTLABTRNABEHRNTE, 5B LACP K X & & %
EventSlaveStateChanged Eff , RPN AR —ESHEEKIGIE.

@set_ev_cls(lacplib.EventSlaveStateChanged, lacplib.LAG_EV_DISPATCHER)
def _slave_state_changed_handler(self, ev):
datapath = ev.datapath
dpid = datapath.id
port_no = ev.port
enabled = ev.enabled
self.logger.info("slave state changed port: %d enabled: %s",
port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port[dpid]:
match = datapath.ofproto_parser.0FPMatch(eth_dst=mac)
self.del_flow(datapath, match)
del self.mac_to_port[dpid]
self.mac_to_port.setdefault (dpid, {})

EARFGIBNEEMARE , BEFERNE R/ EBIREE Ry , g 8E A mAERNER AT
eRAFHOKEBMETARGE, ATEMEERER , SEWECEZH Flow Entry 1§ &8 2 HMIR.

def del_flow(self, datapath, match):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

mod = parser.0FPFlowMod(datapath=datapath,
command=ofproto.0FPFC_DELETE,

match=match)
datapath.send_msg(mod)

#EI® 0FPFlowMod HEITERERM Flow Entry HIMIBRENE.

W LEFTR , —EEAARNE R SRR AE 7] LB B4R (A% R & TNAEM R TR FRRZ R
R FE AR BOE AL

4.4 KRERLE

AEFRESRR SR ERABEMRIFATYIRNIER.,
o W{A{EF _CONTEXTS, RRJE
o TAZEAITCRESHHIBRE , BHNEEMAIE
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CHAPTER 5

A Rfifs (Spanning Tree )

AZEHEEREAEER Ryu ATIRFIMAE RS (Spanning Tree ) REEFIL,

5.1 Spanning Tree

R E AT B IE EARRE FOFREER IR B (loop ) EETMEEAEEREEF (broadcast streams )
REH., ME , #EEEREAGIDEKEIETIEE , S48 SAMENER , BT UEEIER
AR ERTERE M , 20— AN EETR D IR R R E AR A S,

A RIS BRTSFERE |, 6120 : STP, RSTP, PVST+, MSTP... EREE. AEMHRARER
) STP,

STP (spanning tree protocol : IEEE 802.1D ) 2-EANM KREEAE &R B IikA4EHE . AR

EE—EZRS (AEHTAREREEABREEIT) NERIEEME (frame ) KYFEAT]
EIRMAAEIEA | AREIEE B EAEMERIE AR BRA,

SRS, BHIREE

STP & 7E18#%3 2 [H]3c#% BPDU (Bridge Protocol Data Unit ) #18 , 24T R P15 125 2 M
HIEANE  RE ML E R ] UEIEPLATT,

ABERE , GRATIIRINEFTTARK.
1 . Root Z#12% (Root bridge ) HEH

#2352 R0 BPDU HAEATIRIBE |, A m/NIEHES ID Bl A Root . #HETRK
Root ¥&4%25 & 2$)X original BPDU , A B+ aS (S5 K i 3% BPDU,
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et 1R ID M E AR RS EEBEUENIBIRES priority FUEFEIRK MAC fZiETI K.

¥Ei%2% 1D
Upper 2byte Lower 6byte
H&4E2S priority | MAC fziE

CREERIENA G
ERE—(EEHIEE Root HEIRS BRI ELEKIENA A,

e Root port
FSHEZRNIEHEE) Root FRR R AT AEHR . 2B RS 43K B Root
i) BPDU,

e Designated port

LB IR KB IEARE) Root HBIEARIEMERIE. T RHEIXKE Root 43
=500 BPDU HB , Root 25 IATH E IR 2 E R,

e Non designated port

%7 Root port, designated port DASMREHEIR, STHEMISXEH2ELE
.

R:  Root port
D: Designated port
ND: Non designated port

it B—EEZEE] Root HBIRFHIERER ETAUE] BPDU FHEIEME , N ETFIIMELEETEH K.

FE—(B5 : LLE root path cost fRI{E

BB ES X BPDU (BHE , EH§E B root path cost EN_EFZEM path
cost, EI, root path cost {EE] B &{EIRZI Root 122 f4EFN

{85 : root path cost MEIAEE , RIbLEAEHE=S ID
BB BEBIEER D MER (B —EIREREEZARMNBEDS) , RIPLEERIR D
EHIR ID

upper 2byte lower 2byte
HIIRETE | ERIRRR

3 . ERIRHRAERA L

EHIRNAARET & (STP KERHETR) , F—EEHIEG RN LISTEN fRAE,
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2R T EETRENESR , RES—EERENHEEE N\ FORWARD ikREL
% BLOCK ikfE., HERTEABBMEZIEZ1Z , G DISABLE #RRE , #HER
B EITEMARRENETS.

REARE

_______ »| DISABLE

A
BLOCK LISTEN *__LEARN
,: A STP 5 —— fuddelay %65 L

Non-designated port

@ FORWARD
i 3 fwd delay % Root port
(FA 15 %) (AR 15 #) Designated port
B4 STP 54 B4 STP :tE B4 STP :tE

HELRFES - AERAMRTITZE  ETERREREATIPHIEBIIRTE | 2—K
{2 AT AR L B AR PR B 3 A

FH4h , Bisrsk BPDU HEMGRARR (FAER 20 #) ARWEIHBRKIEERL FEsEssEm
NESAEEIAEEN S, ELS ISR —aBESRPITLER 1, 2 # 3 FEFRUELHTETIATR
BE (STP re-calculation ).

5.2 #fT Ryu JERFER

BT Ryu £ AU FEAIRR I HOEE) OpenFlow SRR RUASTHAE.

Ryu BB 1485 simple_switch_stp.py &2 OpenFlow 1.0 fi{E 8 , E18FK{MIE{E A HTH OpenFlow
1.3 HERMRR A simple_switch_stp_13.py . &8 ERFERNIIGM T 4 BISThEER] 2T ik2s
(Switching Hub ) =,

JRIAREFES © simple_switch_stp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib import dpid as dpid_1lib

from ryu.lib import stplib

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitch13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_vi_3.0FP_VERSION]
_CONTEXTS = {'stplib': stplib.Stp}

def __init__(self, *xargs, *xkwargs):
super (SimpleSwitch13, self).__init__(*args, **xkwargs)
self.mac_to_port = {}
self.stp = kwargs['stplib']

# Sample of stplib config.
# please refer to stplib.Stp.set_config() for details.
config = {dpid_lib.str_to_dpid('0000000000000001"):
{'bridge': {'priority': 0x80001}},
dpid_lib.str_to_dpid('0000000000000002") :
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{'bridge': {'priority': 0x90001}},
dpid_lib.str_to_dpid('0000000000000003"):
{'bridge': {'priority': 0xa000}1}}
self.stp.set_config(config)

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)

def

def

def

switch_features_handler (self, ev):
datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

install table-miss flow entry
We specify NO BUFFER to max_len of the output action due to

#

#

#

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.0FPMatch()

actions = [parser.0FPActionOutput(ofproto.0FPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actions)

add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

inst = [parser.OFPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,
actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)
datapath.send_msg(mod)

delete_flow(self, datapath):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

for dst in self.mac_to_port[datapath.id].keys():
match = parser.0FPMatch(eth_dst=dst)
mod = parser.0FPFlowMod (
datapath, command=ofproto.0FPFC_DELETE,
out_port=ofproto.0FPP_ANY, out_group=ofproto.0FPG_ANY,
priority=1, match=match)
datapath.send_msg(mod)

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)

def

_packet_in_handler(self, ev):
msg = ev.msg

datapath = msg.datapath
ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
pkt = packet.Packet(msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst
src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})
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self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid]l [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.0FPP_FLOOD

actions = [parser.O0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.O0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actiomns)

data = None

if msg.buffer_id == ofproto.0FP_NO_BUFFER:

data = msg.dat

a

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,

datapath.send_msg(

in_port=in_port, actions=actions, data=data)
out)

@set_ev_cls(stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler(self, ev):

dp = ev.dp

dpid_str = dpid_lib.dpid_to_str(dp.id)
msg = 'Receive topology change event. Flush MAC table.'

self.logger.debug(

"[dpid=Y%s] %s", dpid_str, msg)

if dp.id in self.mac_to_port:

self.delete_£f1
del self.mac_t

@set_ev_cls(stplib.Eve
def _port_state_change

ow (dp)
o_port[dp.id]

ntPortStateChange, MAIN_DISPATCHER)
_handler(self, ev):

dpid_str = dpid_lib.dpid_to_str(ev.dp.id)

of _state = {stplib.
stplib.
stplib.
stplib.
stplib.

self.logger.debug(

5.2.1 ZEEIRIR

PORT_STATE_DISABLE: 'DISABLE',
PORT_STATE_BLOCK: 'BLOCK',

PORT_STATE_LISTEN: 'LISTEN',
PORT_STATE_LEARN: 'LEARN',
PORT_STATE_FORWARD: 'FORWARD'}

"[dpid=Ys] [port=%d] state=Ys",

dpid_str, ev.port_no, of_state[ev.port_statel])

N RHERAE i E ARSI TEHEA T IR 2 B
VM BRGHEIER . BRIBAREMBA A EFHER "30iR4% (Switching Hub ),

ATERERESBEBRNIRE  F2% THEIKERS (Link Aggregation ) | JfE A script 1T
FRAOARE T ESE E — (@ mininet FRIRER.

JRIGHE 4 FE - spanning_tree

#!/usr/bin/env python

from mininet.cli import CL

-Py

I
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from mininet.link import Limnk

from mininet.net import Mininet

from mininet.node import RemoteController
from mininet.term import makeTerm

if '__main__' == name

net = Mininet (controller=RemoteController)
cO0 = net.addController('cO')

sl = net.addSwitch('s1')
s2 = net.addSwitch('s2')
s3 = net.addSwitch('s3')

hl = net.addHost('h1l')
h2 = net.addHost('h2')
h3 = net.addHost('h3')

Link(s1, hi)
Link (s2, h2)
Link (83, h3)

Link(s1, s2)
Link(s2, s3)
Link(s3, s1)

net.build ()
cO.start ()
sl.start ([c0])
s2.start ([c0])
s3.start ([c0])

net.terms.append (makeTerm(c0))
net.terms.append (makeTerm(sl))
net.terms.append(makeTerm(s2))
net.terms.append (makeTerm(s3))
net.terms.append (makeTerm(hl))
net.terms.append (makeTerm(h2))
net.terms.append (makeTerm(h3))

CLI(net)

net.stop ()

VM IR P TRZAER | 3CIRES s1 . s2, s3 ZHIGHIREME.
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net sp BTSRRI T,

ryu@ryu-vm:~$ sudo ./spanning_tree.py

Unable to contact the remote controller at 127.0.0.1:6633
mininet> net

cO

sl lo: sl-ethl:hl-ethO sl-eth2:s2-eth2 sl-eth3:s3-eth3
s2 lo: s2-ethl:h2-ethO s2-eth2:sl-eth2 s2-eth3:s3-eth2
s3 lo: s3-ethl:h3-eth0 s3-eth2:s2-eth3 s3-eth3:sl1-eth3
hl hil-ethO:sl-ethil

h2 h2-eth0O:s2-ethl

h3 h3-eth0O:s3-ethl

5.2.2 %5 OpenFlow k7~

25 °F OpenFlow fIRRAS A 1.3, 1E xterm 4R s1, s2, s3 _HEAGLSH.
Node: si:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

Node: s2:

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

Node: s3:

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

5.2.3 #{T switching hub

EHDASTR , #HTFERBIT Ryu EARFER., EREIZEA "Node: cO (root); B xterm BT T
RHa4.

Node: cO:
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root@ryu-vm
loading app
loading app
loading app

OpenFlow AZHAZSEIENRFH) STP

F—4& OpenFlow 3528 F1 Controller FEHETM % , BPDU HEMATIRFEIIAT . 44F Root

:~$ ryu-manager
simple_switch_stp_13.py

ryu.controller.ofp_handler
ryu.controller.ofp_handler
instantiating app None of Stp
creating context stplib

instantiating app simple_switch_stp_13.py of SimpleSwitchil3
instantiating app ryu.controller.ofp_handler of OFPHandler

!

./simple_switch_stp_13.py

BEAHER . ERENAE. ERRRIKEES.

[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:

Join as stp bridge.

[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT

Join as stp bridge.

[port=1]
[port=2]
[port=3]
[port=2]

DESIGNATED _PORT
DESIGNATED_PORT /
DESIGNATED_PORT /

Receive superior BPDU.

LISTEN
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN

[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000003:
dpid=0000000000000003:

[port=1]
[port=2]
[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /

Root bridge.

[port=1]
[port=2]
[port=3]
[port=2]
[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED _PORT
Receive superior BPD
DESIGNATED_PORT
DESIGNATED _PORT
DESIGNATED_PORT
bridge.
DESIGNATED _PORT
ROOT_PORT
DESIGNATED_PORT

Join as stp bridge.

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]
Non root
[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED _PORT
Receive superior BPD
DESIGNATED_PORT
DESIGNATED _PORT
DESIGNATED_PORT
bridge.
DESIGNATED _PORT
ROOT_PORT
DESIGNATED_PORT

Receive superior BPDU.

DESIGNATED_PORT /
DESIGNATED _PORT /
DESIGNATED _PORT /

Root bridge.

[port=1]
[port=2]
[port=3]
[port=2]
[port=1]

DESIGNATED _PORT
DESIGNATED _PORT
DESIGNATED_PORT /

Receive superior BPDU.

DESIGNATED _PORT /

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
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[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

PAEROAER

dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:

[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT

Non root bridge.

[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=3] Receive superior BPD
[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT

Non root bridge.

[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=3] Receive superior BPDU.

[port=1] DESIGNATED_PORT /
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
Root bridge.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT

N N T N N N Y N

, BRRG—{EEHIES & FORWARD fRREEK BLOCK ARE.

BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
FORWARD
FORWARD
FORWARD
FORWARD
BLOCK
FORWARD
FORWARD
FORWARD
FORWARD
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hl-eth
sl-ethl
(FORVS!TD) Root bridge
s1-eth2 e s S1-6th3
(FORWARD)

s3-eth3
(FORWARD)

(FORWARD) (FORWARD)  (BLOCK) _(FORWARD)
h2 S2 S3 h3

ATHEASBAEEARBEIRS , /I host 1 [ host 2 33X ping 54
£ ping S BUTZHT , BT tepdump 44 IAREREN B AIHEBGIRIR .
Node: s1:

root@ryu-vm:~# tcpdump -i sl-eth2 arp

Node: s2:

root@ryu-vm:~# tcpdump -i s2-eth2 arp

Node: s3:

root@ryu-vm:~# tcpdump -i s3-eth2 arp

Tfﬁg script HEITABM BB RAIEHE |, EITHEE TR MTES |, 1 host 1 [A) host 2 31X
ping £H1,

mininet> hl ping h2

PING 10.0.0.2 (10.0.0. 2) 56(84) bytes of data.

64 bytes from 10. icmp_req=1 ttl=64 time=84.4 ms
64 bytes from 10. icmp_req=2 ttl=64 time=0.657 ms
64 bytes from 10. icmp_req=3 ttl=64 time=0.074 ms
64 bytes from 10. icmp_req=4 ttl=64 time=0.076 ms
64 bytes from 10. icmp_req=5 ttl=64 time=0.054 ms
64 bytes from 10. icmp_req=6 ttl=64 time=0.053 ms
64 bytes from 10. icmp_req=7 ttl=64 time=0.041 ms
64 bytes from 10. icmp_req=8 ttl=64 time=0.049 ms
64 bytes from 10. icmp_req=9 ttl=64 time=0.074 ms
64 bytes from 10. icmp_req=10 ttl=64 time=0.073 ms
64 bytes from 10. icmp_req=11 ttl=64 time=0.068 ms
~C

--- 10.0.0.2 ping statistics ---

11 packets transmitted, 11 received, 0% packet loss, time 9998ms
rtt min/avg/max/mdev = 0.041/7.784/84.407/24.230 ms

O OO O OO OO O O o
O O O O OO O OO o o
I\JMM[\JMM[\JK\)M[\JM

#¢ tecpdump HIAERE R , ARP 6728 IR B ARRE S B HERR.
Node: si:
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root@ryu-vm:~# tcpdump -i sl-eth2 arp

tcpdump:
tcpdump:

listening on sl-eth2, link-type EN10OMB (Ethernet),
ARP,

11:30:
11:30:
28
11:30:
11:30:
28

Node: s2:

WARNING :

24.692797

24.7491563

29.797665
29.798250

sl-eth2:

ARP,

ARP,
ARP,

Request who-has 10.0.0.2 tell
Reply 10.0.0.2 is-at 82:c9:d7:

Request who-has 10.0.0.1 tell
Reply 10.0.0.1 is-at c2:a4:54:

no IPv4 address assigned
verbose output suppressed,

use -v or -vv for full protocol decode

rootQ@ryu-vm:~# tcpdump -i s2-eth2 arp

tcpdump:
tcpdump:

listening on s2-eth2, link-type EN10OMB (Ethermnet),
24.692824
24.749116

11:30:
11:30:
28
11:30:
11:30:
28

Node: s3:

WARNING :

29.797659
29.798254

s2-eth2:

ARP,

ARP,

ARP,
ARP,

no IPv4 address assigned
verbose output suppressed,

10.0.0.1,

10.0.0.2,

capture size 65535 bytes
length 28
e9:b7:52 (oui Unknown),

length

length 28
83:43:fa (oui Unknown),

length

use -v or -vv for full protocol decode

Request who-has 10.0.0.2 tell 10.0.0.1,
Reply 10.0.0.2 is-at 82:¢9:d7:e9:b7:52 (oui Unknown),

Request who-has 10.0.0.1 tell 10.0.0.2,
Reply 10.0.0.1 is-at c2:a4:54:83:43:fa (oui Unknown),

root@ryu-vm:~# tcpdump -i s3-eth2 arp

tcpdump:
tcpdump:

listening on s3-eth2, link-type EN10OMB (Ethernet),
11:30:24.698477 ARP,

WARNING :

s3-eth2:

AR IR R R FTR T STP

no IPv4 address assigned
verbose output suppressed,

capture size 65535 bytes
length 28

length

length 28

length

use -v or -vv for full protocol decode

Request who-has 10.0.0.2 tell 10.0.0.1,

capture size 65535 bytes
length 28

TR, DM ARG EIT STP WENTE. 518 OpenFlow AT ZFREN Z & A
B STP KETETR 1% , BT NI 1BRAR SR,

Node: s2:

root@ryu-vm:

# ifconfig s2-eth2 down

BIARMATAZI IR , STP SHEHTHE.

[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:

Link down.
DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
Root bridge.

[port=1] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=2] Link down.
[port=2] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=2] Wait BPDU timer
[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
Root bridge.

[port=1] DESIGNATED_PORT

[port=2]
[port=2]

DISABLE
BLOCK
BLOCK

LISTEN
LISTEN

DISABLE
LEARN

/
/
/ LEARN
is exceeded.
/ BLOCK
/ BLOCK
/ BLOCK

/ LISTEN
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[STP] [INFO] dpid=0000000000000003: [port=2] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=3] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=3] Receive superior BPDU.

[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000003: [port=2] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000003: [port=3] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000003: Non root bridge.

[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=2] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT / LISTEN
[STP] [INFO] dpid=0000000000000002: [port=3] Receive superior BPDU.

[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000002: [port=3] DESIGNATED_PORT / BLOCK
[STP] [INFO] dpid=0000000000000002: Non root bridge.

[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / LISTEN
[STP] [INFO] dpid=0000000000000002: [port=3] ROOT_PORT / LISTEN
[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT / LEARN
[STP] [INFO] dpid=0000000000000003: [port=2] DESIGNATED_PORT / LEARN
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT / LEARN
[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / LEARN
[STP] [INFO] dpid=0000000000000002: [port=3] ROOT_PORT / LEARN
[STP] [INFO] dpid=0000000000000003: [port=1] DESIGNATED_PORT / FORWARD
[STP] [INFO] dpid=0000000000000003: [port=2] DESIGNATED_PORT / FORWARD
[STP] [INFO] dpid=0000000000000003: [port=3] ROOT_PORT / FORWARD
[STP] [INFO] dpid=0000000000000002: [port=1] DESIGNATED_PORT / FORWARD
[STP] [INFO] dpid=0000000000000002: [port=3] ROOT_PORT / FORWARD
TELLZ AT s3-eth2 & BLOCK FRAE , {BIRFEEIKIBAKRES FORWARD , TRAER AT AR IR

fBix.

hl

hl-ethQ[ |
sl-ethl
(FORV%AfD) Root bridge
s1-eth2 sl-eth3
DISABLE) (FORWARD)
s2-eth2 s3-eth3
(DISABLE)

A0 <2-ethl  s2-eth3  s3-eth2
(FORWARD)(FORWARD) (FORWARD)(FORWARD)
h2

S2 S3

h3

AR IR IE A RE RIS E T HE STP

TR, AR EERANEHE STP S ENTE . ERMRRNIREE FHIT PIRG4S iEEEHRKIE.
Node: s2:

rootQ@ryu-vm:~# ifconfig s2-eth2 up

EARREREBRNE , STP ME I THRMNGTE.
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[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

A AR B BT

dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:

[port=2] Link down.

[port=2] DESIGNATED_PORT
[port=2] Link up.

[port=2] DESIGNATED_PORT
[port=2] Link up.

[port=2] DESIGNATED_PORT /

[port=2] Receive superior BPDU.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
Root bridge.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=2] Receive superior BPD
[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
Non root bridge.

[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT
[port=3] DESIGNATED_PORT

[port=2] Receive superior BPDU.

[port=1] DESIGNATED_PORT /
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
Non root bridge.

[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

N N T N N e T

DISABLE

LISTEN

LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD
FORWARD
BLOCK
FORWARD

\REIR fE T T REBNIF B AR E RSt iAAEHE | TRIVER] LA R EIX.
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sl-ethl
(FORVgA]F_‘D) _ Root bridge
sl 51-cth3
(FORWARD)
s3-eth3
(FORWARD) g

(FORWARD)
s2-eth2
(FORWARD)

th s2-eth3 s3-eth2 — s3-ethl h3-e
(FORWARD) (FORWARD) (BLOCK) (FORWARD)

h2 S2 S3 h3

5.3 {¥/ OpenFlow 5TAA At

W IKAPIB —T7E Ryu AE s E AR |, 2N OpenFlow FEAAE ARASINTNAE

OpenFlow 1.3 3244t config KR EEHIRMIARRE, &% Port Modification :fEZ! OpenFlow A5
e A E R AR X 1T 4

#FE =5 EA

OFPPC_PORT_DOWN IR MR HRBE

OFPPC_NO_RECV EEZHBEEEINHE

OFPPC_NO_FWD EFEEEA

OFPPC_NO_PACKET_IN | table-miss &4k , %1% Packet-In ZE

AT EHEEIEE BPDU HaFJE BPDU 4 , aZ| BPDU M3k Packet-In ] Flow
Entry 032 BPDU DASMREBIEZR Flow Entry , 9> RIiEI® Flow Mod :RE H3%Z1 OpenFlow
Tz,

Controller ¥ £&{E OpenFlow AF# (T N port ZXEF Flow Entry (IR |, DUEE5E )@
IRARRES 14 BPDU HOFE XA MAC 3tR02E (BPDU ISMNILEE BRI ) FEAEREX
(BPDU RASMAIZ £ BRELE)

255 REE Flow Entry

DISABLE | NO_RECV / NO_FWD | &

BLOCK NO_FWD BPDU Packet-In / BPDU DA%} drop
LISTEN e BPDU Packet-In / BPDU A%} drop
LEARN 4 BPDU Packet-In / BPDU A%} drop
FORWARD | & BPDU Packet-In

fiat: AT BN, Ryu L RERIEI A FEIE LEARN AAREM) MAC £k ($4 BPDU PASMWEE)

AT HUSLEERTE |, Controller Z4 BPDU A EJA OpenFlow A2 28 18 $2 i AT i &= i) i 1548
&G —1E OpenFlow AF 2% FTiEW i BPDU M FizR E M Root #3288 & , K%
Packet-Out FAEZEZIATHR S 2 M B 835 BPDU MR .
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5.4 {£M Ryu E{FAE R

TR, 84— Ryu FTRAREEE RIS RGNS, A BIsi RIGHEFIRAE Ryu RIGIEET.
ryu/lib/stplib.py
ryu/app/simple_switch_stp.py

stplib.py 2 A2t BPDU HBHATHRIEHKIEN A G, IREESHERNE SR E, sim-
ple_switch_stp.py E—EERFER , FAREAT 2380 E B FE TS A s ek =X EE DA N4 Aliks
Ihee(E .

7= R% simple_switch_stp.py & OpenFlow 1.0 ERAKERREN , AF% "H4T Ryu ERFER 4
It A OpenFlow 1.3 BT FERY simple_switch_stp_13.py {EAF4HR AR B4R,

5.4.1 RXER LR
BRI =X B AR A

class Stp(app_manager.RyuApp)
self.bridge_list = {}

Each OFF}‘message event handler

\ class Bridge():
\ self.ports = {}

def recalculate_spanning_tree() : STP calculation

{ class Bridge():

il class Port():

; self.state_machine : Status change control thread
self.send_bpdu_thread : BPDU send thread
self.wait_bpdu_thread : BPDU wait-to-receive thread

" class Port():

STP eRZ\E (STP EfL) {&/AIE| OpenFlow 33280 Controller 2 4% 8 450F |, Bridge BRI SRS
F0 Port *ﬁ']ﬂ‘]ﬁﬁ?ﬁkﬁ%ﬁ&io

EE—EENNEREL. REIZE.
o fit STP XERIERSIEYE OpenFlow FLE.
o Bridge ARIERIER STP (Root IBE51EE , B—EEHIENA CAERE)
o Port XARIEISAIAKEEEA (L, , BPDU AR FiX

PAEEMETTRE |, BRI AR AE RIS IKIThAE.

R ETHE

WNRAEF Stp.set_config() Fik , B STP BRNER IR EBENERIRAETIEE. THRNK
EIEEWT :
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e bridge
&7 =t AH FARR{E
priority TSI 0x8000
sys_ext_id %% VLAN-ID (* BHIf STP R EAXIE | O
VLAN)
max_age BPDU G H{Fik B0y 20[sec]
hello_time BPDU B RHEX U R 2 [sec]
fwd_delay F—EEFIR(FETE LISTEN 2k LEARN FBFR] 15[sec]
e port
3 #t A YA {E
priority ERRIR B 0x80
path_cost Link Cost AENEGEEBINE
enable HREER B/ N True

{Ei%X BPDU 4

ey

¥& ¥ 25 B hello time (Port.port_times.hello_time

%
{5 3% BPDU H B R ENE4 BPDU # B {F X #1744 (Port.send_bpdu_thread ) ff
1T, EEHIEN A B A designated port (DESIGNATED_PORT ) B, XE H1E &1 Root
CTEER 2 B HAEMEWESE

(Port._generate_config_bpdu() ) IHEFT{FIX (Port.ofctl.send_packet_out() ),

class Port(object):

def __init__(self,

logger, config, send_ev_func, timeout_func,

topology_change_func, bridge_id, bridge_times, ofport):
super (Port, self).__init__(Q)

# ...

# BPDU handling threads
self.send_bpdu_thread = PortThread(self._transmit_bpdu)

def _transmit_bpdu(self):

while True:

# Send config BPDU packet if port role is DESIGNATED_PORT.

if self.role == DESIGNATED_PORT:

# ...

bpdu_data = self._generate_config_bpdu(flags)
self.ofctl.send_packet_out(self.ofport.port_no, bpdu_data)

# ...

hub.sleep(self.port_times.hello_time)

RIi% #e2 X A BPDU HBFTER EMA B &R B OpenFlow AT #5 L Controller & #EiF AT
EFHEHEIE L (Port.ofport ) Y 4L ZH BPDU £ Root 15# 251 &

(Port.port_priority, Port.port_times ),

class Port(object):

def _generate_config_bpdu(self, flags):
src_mac = self.ofport.hw_addr
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dst_mac = bpdu.BRIDGE_GROUP_ADDRESS
length = (bpdu.bpdu._PACK_LEN + bpdu.ConfigurationBPDUs.PACK_LEN
+ 1lc.llc._PACK_LEN + 1llc.ControlFormatU._PACK_LEN)

e = ethernet.ethernet(dst_mac, src_mac, length)

1lc.11c(1lc.SAP_BPDU, 1llc.SAP_BPDU, 1llc.ControlFormatU())

b = bpdu.ConfigurationBPDUs (
flags=flags,
root_priority=self.port_priority.root_id.priority,
root_mac_address=self.port_priority.root_id.mac_addr,
root_path_cost=self.port_priority.root_path_cost+self.path_cost,
bridge_priority=self.bridge_id.priority,
bridge_mac_address=self.bridge_id.mac_addr,
port_priority=self.port_id.priority,
port_number=self.ofport.port_no,
message_age=self.port_times.message_age+1,
max_age=self.port_times.max_age,
hello_time=self.port_times.hello_time,
forward_delay=self.port_times.forward_delay)

-
]

pkt = packet.Packet ()
pkt.add_protocol(e)
pkt.add_protocol (1)
pkt.add_protocol (b)
pkt.serialize ()

return pkt.data

% BPDU £#4

UL BPDU 8,2 STP %8RI Packet-In 44 TH2E (Event handler ) B3R |, &/ Bridge
AR EIEIB NS Port ARENE. BHEHBINEREGS®E "a0ias (Switching Hub ) .,

FIE BPDU HAAEHIE S H SATiE IR BPDU HAMR AKX BRI B A gk ID
B1TLLY (Stp.compare_bpdu_info() ) , KIRE STP B RWEEMATENRIR, HEMLZHET
REEZT , ZRKEIKE B2 ETEE (superior BPDU ). (SUPERIOR ) By , RIMRERABIEH
?%E%&ﬁ , B30 T—{EFE) Root kAR EAMMAAEE  , LEFRIMARIIAETT STP E
et R

class Port(object):

def rcv_config_bpdu(self, bpdu_pkt):
# Check received BPDU is superior to currently held BPDU.
root_id = BridgelId(bpdu_pkt.root_priority,
bpdu_pkt.root_system_id_extension,
bpdu_pkt.root_mac_address)
root_path_cost = bpdu_pkt.root_path_cost
designated_bridge_id = BridgeId(bpdu_pkt.bridge_priority,
bpdu_pkt.bridge_system_id_extension,
bpdu_pkt.bridge_mac_address)
designated_port_id = PortId(bpdu_pkt.port_priority,
bpdu_pkt.port_number)

msg_priority = Priority(root_id, root_path_cost,
designated_bridge_id,
designated_port_id)
msg_times = Times(bpdu_pkt.message_age,
bpdu_pkt .max_age,
bpdu_pkt.hello_time,
bpdu_pkt.forward_delay)
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rcv_info = Stp.compare_bpdu_info(self.designated_priority,
self.designated_times,
msg_priority, msg_times)

# ...

return rcv_info, rcv_tc

AR

BEERREEFIAD - B4R , SREMEHERBIESILN : £—ERFERR A ENE Root 1B1Es ATiH
i BPDU $14 , i58H& STP M A TEHTE.

B4R 2/ STP X7 PortStatus EH-EIRLZFTENR , WIER Bridge AR EREEITIBA.

BPDU /B MHHEWEIRFE R Port 85/ BPDU A3 UCHNIT4E (Port.wait_bpdu_thread ) Ff
IR, 7£ max age (FHRR 20 %) [ , 2RI EFHEWE] Root B3 E KA BPDU £H4 , #H
W A MRS | X B ¥ Bridge 387 HE 3£ B4,

BPDU # Wit 381 BF 14 58 3 A0 38 B B0 2 R0 49 5l 2 hub £ 4R (ryu.lib.hub ) B9 hub.Event F
hub.Timeout ., hub.Event 4¥H hub.Event.wait() ¥ A wait AKFE , EIB hub.Event.set()
FEIFAT4E. hub. Timeout FEEE—ERMANE try BMIEAERBITE , A hub. Timeout
B 4hE 4. = hub.Event A wait fiKBE , 3 H hub.Timeout FTF55E BIIFH A ) R BAT
hub.Event.set () B, AI¥IifA BPDU HBHFRUCERF , EIMAETT Bridge X85/ STP EHT
sTE.

class Port(object):

def __init__(self, dp, logger, config, send_ev_func, timeout_func,
topology_change_func, bridge_id, bridge_times, ofport):

super (Port, self).__init__()

# ...

self.wait_bpdu_timeout = timeout_func
# ...

self.wait_bpdu_thread = PortThread(self._wait_bpdu_timer)

def _wait_bpdu_timer (self):
time_exceed = False

while True:
self.wait_timer_event = hub.Event ()
message_age = (self.designated_times.message_age
if self.designated_times else 0)
timer = self.port_times.max_age - message_age
timeout = hub.Timeout (timer)
try:
self.wait_timer_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException(msg=err_msg)
self.logger.info (' [port=/d] Wait BPDU timer is exceeded.',
self.ofport.port_no, extra=self.dpid_str)
time_exceed = True
finally:
timeout.cancel ()
self.wait_timer_event = None
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if time_exceed:
break

if time_exceed: # Bridge.recalculate_spanning_tree
hub.spawn(self.wait_bpdu_timeout)

W BPDU # Atk ¥ B ¥E (Stp.compare_bpdu_info() ) 4% 3 1% %% IR 2 SUPERIOR
BY, REPEATED B, B BHJA 4K UK Root BHEF XX B ARV H A, Y A FFE K H
{H (Port._update_wait_bpdu_timer() ), ¥\fT hub.Event " Port.wait_timer_event [K]
set() H¥ Port.wait_timer event £ wait AKRBEfi#[& , B) °] ;& BPDU # B IFEW B\ 1T 4%
(Port.wait_bpdu_thread ) NEH#E A\ except hub.Timeout HKEMIWEITEIE , BEMEH
AT IR R ARAEIEWC T —{E BPDU 4.

class Port(object):

def rcv_config_bpdu(self, bpdu_pkt):

# ...

rcv_info = Stp.compare_bpdu_info(self.designated_priority,
self.designated_times,
msg_priority, msg_times)

# ...

if ((rcv_info is SUPERIOR or rcv_info is REPEATED)
and (self.role is ROOT_PORT
or self.role is NON_DESIGNATED_PORT)):
self._update_wait_bpdu_timer ()

# ...

def _update_wait_bpdu_timer (self):
if self.wait_timer_event is not None:
self.wait_timer_event.set ()
self.wait_timer_event = None

STP &

STPEtHE (Root #8315 %%F, S—EERIENAEAERE) ZMH Bridge XRIFTHIT.

STP EHMatHHBRNKERARBERAESKLBRASL, UKHONBEEFTREESR
HIREME , F AT RE IR & A\ BLOCK (port.down ) iRREXM fif 3 R By S 14F
(EventTopologyChange ) B4N_EJ& APL , ¥lAE LS L TEEK MAC HHEHIE,

$K1% Bridge._spanning_tree_algorithm() BHIAENMERLEST Root 1E3as HE R E IR K
ABEE  FTERNERIEEH LISTEN KR8 (port.up ) BAIARKREMIAEZE(L.

class Bridge(object):

def recalculate_spanning_tree(self, init=True):
""" Re-calculation of spanning tree. """
# All port down.
for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port.down (PORT_STATE_BLOCK, msg_init=init)

# Send topology change event.
if init:
self.send_event (EventTopologyChange (self.dp))
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#7 Root #BIE3IEE , BEMBES ID ZHENENGERIREG —EEEIRE RSN BPDU

# Update tree roles.

port_roles = {}

self.root_priority = Priority(self.bridge_id, O, None, None)
self.root_times = self.bridge_times

if init:
self.logger.info('Root bridge.', extra=self.dpid_str)
for port_no in self.ports.keys():
port_roles[port_no] = DESIGNATED_PORT
else:
(port_roles,
self.root_priority,
self.root_times) = self._spanning_tree_algorithm()

# All port up.
for port_no, role in port_roles.items():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
self.ports[port_no].up(role, self.root_priority,
self.root_times)

HOAETHLYE (Bridge._select_root_port ),

FESHIRERNAR : B Root BHIR (ARG HIE S &M AN & 38 AT I ) H A
B AR AERR E) . HihmiEHE=351a104 Root 15ikzs. FE L designated ports

(Bridge._select_designated_port ) Fi#H non-designated ports (Root j##&1E / designated

ports PASMH] non-designated ports 3EH)

RZ Root B#HZRMBREBEE (AEHNBEIMENENARELNER)
4% Root #BHE 3R E HTAMNEEIEA designated ports,

class Bridge(object):

def

_spanning_tree_algorithm(self):
""" Update tree roles.
- Root bridge:
all port is DESIGNATED_PORT.
- Non root bridge:
select one ROOT_PORT and some DESIGNATED_PORT,
and the other port is set to NON_DESIGNATED_PORT."""
port_roles = {}

root_port = self._select_root_port()

if root_port is None:
# My bridge is a root bridge.
self.logger.info('Root bridge.', extra=self.dpid_str)
root_priority = self.root_priority
root_times = self.root_times

for port_no in self.ports.keys():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
port_roles[port_no] = DESIGNATED_PORT
else:
# Other bridge is a root bridge.
self.logger.info('Non root bridge.', extra=self.dpid_str)
root_priority = root_port.designated_priority
root_times = root_port.designated_times

port_roles[root_port.ofport.port_no] = ROOT_PORT
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d_ports = self._select_designated_port(root_port)
for port_no in d_ports:
port_roles[port_no] = DESIGNATED_PORT

for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port_roles.setdefault (port.ofport.port_no,
NON_DESIGNATED_PORT)

return port_roles, root_priority, root_times

EHIRHIAREETS

BRI EES EH Port ZBRIMAREE B ITHI B IT4E (Port.state_machine ) fff
BIE, T—EARENEZIEREN Port. _get_timer() H1F, ER L Oz EMER
Port._get_next_state() MUFHE T A IGHI MIRAE T8, T STP BA EFE M
BHE |, EIEIRARAEM & H3E{F A Port. _change_status () Y)IRZE BLOCK HIARAE , RimoLhi
HIARRE AT, BRI IRERIE (2 o —#4% , 2H hub #24HA hub.Event #1 hub.Timeout R
M.

class Port(object):

def _state_machine(self):
""" Port state machine.
Change next status when timer is exceeded
or _change_status() method is called."""

while True:
self.logger.info (' [port=Yd] %s / %s', self.ofport.port_no,
role_str[self.role], state_str[self.state],
extra=self.dpid_str)

self.state_event = hub.Event ()

timer = self._get_timer ()

if timer:
timeout = hub.Timeout (timer)
try:

self.state_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException(msg=err_msg)
new_state = self._get_next_state()
self._change_status (new_state, thread_switch=False)
finally:
timeout.cancel ()
else:
self.state_event.wait ()

self.state_event = None

def _get_timer(self):
timer = {PORT_STATE_DISABLE: None,
PORT_STATE_BLOCK: None,
PORT_STATE_LISTEN: self.port_times.forward_delay,
PORT_STATE_LEARN: self.port_times.forward_delay,
PORT_STATE_FORWARD: Nonel}
return timer[self.state]
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def _get_next_state(self):
next_state = {PORT_STATE_DISABLE: None,
PORT_STATE_BLOCK: None,
PORT_STATE_LISTEN: PORT_STATE_LEARN,
PORT_STATE_LEARN: (PORT_STATE_FORWARD
if (self.role is ROOT_PORT or
self.role is DESIGNATED_PORT)
else PORT_STATE_BLOCK),
PORT_STATE_FORWARD: Nonel
return next_state[self.statel

5.4.2 BEEREN

AZHA "H 4T Ryu JEAFET L & OpenFlow 1.3 Fi ERM A M ERAERX (sim-
ple_switch_stp_13.py ) #1 #5325 (Switching Hub ) | HACH S 2 HIHZER.,

2HE _CONTEXTS,

B T4 EE4 (Link Aggregation ) 1 —ikF] CONTEXT 4% , #AJERMEIM STP K E.

from ryu.lib import stplib
# ...

class SimpleSwitch13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'stplib': stplib.Stp}

£/ STP BREM) set_config() HIAREITAHAERE , THEMEMGIF.

OpenFlow AZifg% H18 AE{H

dpid=0000000000000001 | bridge.priority | Ox8000
dpid=0000000000000002 | bridge.priority | 0x9000
dpid=0000000000000003 | bridge.priority | OxaO00

{# FAIE{EE% E B dpid=0000000000000001 f¥] OpenFlow AT zSIIEHERS ID 48€ B /ME ,
M Root BHEasth & IRIEZATRES.

class SimpleSwitchl13 (app_manager.Ryulpp):

# ...

def __init__(self, xargs, **xkwargs):
super (SimpleSwitchl13, self).__init__(*args, **kwargs)
self.mac_to_port = {}
self.stp = kwargs['stplib']

# Sample of stplib config.

# please refer to stplib.Stp.set_config() for details.

config = {dpid_lib.str_to_dpid('0000000000000001"):
{'bridge': {'priority': 0x80001}},

82



5.4. {#/ Ryu E{EA R

dpid_lib.str_to_dpid('0000000000000002") :
{'bridge': {'priority': 0x9000}},
dpid_lib.str_to_dpid('0000000000000003"):
{'bridge': {'priority': 0xa000}}}
self.stp.set_config(config)

STP FE{fiif

R TAMERERE (Link Aggregation ) 1 —#k , ZEEFAEEIAIRUK R STP R ERIBA.

f# /8 STP BRFEF EFF stplib.EventPacketIn YL BPDU RISMAEH R, REHEE
ML REEEIR TAzigs (Switching Hub ) 4 A8,

class SimpleSwitchl13(app_manager.RyuApp):

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

#

PR FR B S ENE B AN (stplib.EventTopologyChange ) FAAFIIAH EASEE M MAC
R FEAGI A Flow Entry .

class SimpleSwitch13(app_manager.RyuApp):

def delete_flow(self, datapath):
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

for dst in self.mac_to_port[datapath.id].keys():
match = parser.0FPMatch(eth_dst=dst)
mod = parser.0FPFlowMod (
datapath, command=ofproto.OFPFC_DELETE,
out_port=ofproto.0FPP_ANY, out_group=ofproto.0OFPG_ANY,
priority=1, match=match)
datapath.send_msg(mod)

@set_ev_cls(stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler(self, ev):

dp = ev.dp
dpid_str = dpid_lib.dpid_to_str(dp.id)
msg = 'Receive topology change event. Flush MAC table.'

self.logger.debug(" [dpid=Ys] %s", dpid_str, msg)

if dp.id in self.mac_to_port:
self.delete_flow(dp)
del self.mac_to_port[dp.id]

W R ERARAAREIB ANE Y (stplib.EventPortStateChange ) I H i E AR KIHAREH S .

class SimpleSwitch13(app_manager.Ryulpp) :

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)
def _port_state_change_handler(self, ev):
dpid_str = dpid_lib.dpid_to_str(ev.dp.id)
of _state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
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stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}
self.logger.debug(" [dpid=Ys] [port=Yd] state=}s",
dpid_str, ev.port_no, of_statel[ev.port_state])

AOBPLERERIE | BIBIR A i ThRe R EME AZRNERERER , BER TR L
A TRERI AT IR 2S R AE .

5.5 AEA4E

AEEBAE IR NERER |, SRATIINEE.
o M hub.Event BESHHFRIE
e {#F hub.Timeout E{EGIFEIE
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OpenFlow HE:\I3E

ARETERGHEAR Match, Instructions 0 Action 7E OpenFlow 123 FR FRIZHER .

6.1 Match

B ZEENTEE &M T ARTE Match |, fiEZ OpenFlow [RAHKIFFEE H , BEMEFAEEM
1. f£ OpenFlow 1.0 B5{£5H 12 & , OpenFlow 1.3 BEEEMAKEIZ 40 F&,

EHE T MRGETELS AL , 58 % OpenFlow FI&E, ASZ{EFHEF|E OpenFlow 1.3 ¥

Match 54 .

Match Field 78 | :%BH

in_port FeSrIBARTR (S IREIR)
in_phy_port FWORE RS AR IR
metadata 7f table [E{E1E{F K Metadata
eth_src Ethernet MAC K jBR{ziiE
eth_dst Ethernet MAC B Bzt
eth_type Ethernet :FfEFEER
vlan_vid VLAN ID

vlan_pcp VLAN PCP

ip_dscp IP DSCP

ip_ecn IP ECN

ip_proto IP e XA

ipv4_src IPv4 IP 3K jE{rdiE
ipv4_dst IPv4 IP B Bzt
tcp_src TCP port 3K jB4maR
tcp_dst TCP port B BI4m5%
udp_src UDP port 3K 5455
udp_dst UDP port B BI%m5%
sctp_src SCTP port 2K R4ma%
sctp_dst SCTP port B HI%m5%
icmpv4_type ICMP #&%8
icmpv4_code ICMP Code #%gh%
arp_op ARP Opcode

arp_spa ARP IP 3Rzt
arp_tpa ARP IP B {3t

et
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*k6l-EFL—H
Match Field %8 | z2E85
arp_sha ARP MAC 3K JE{3ik
arp_tha ARP MAC H &zt
ipv6_src IPv6 IP B g3k
ipv6_dst IPv6 IP B szt
ipv6_flabel IPv6 Flow label
icmpv6_type ICMPV6 Type
icmpv6_code ICMPv6 Code
ipv6_nd_target IPv6 neighbour discovery B gzt
ipv6_nd_sll IPv6 neighbour discovery link-layer 3R &7k
ipv6_nd_tll IPv6 neighbour discovery link-layer B {2k
mpls_label MPLS 225
mpls_tc MPLS Traffic class(TC)
mpls_bos MPLS Bos bit
pbb_isid 802.1ah PBB I-SID
tunnel_id SR ) metadata
ipv6_exthdr IPv6 extension header f] Pseudo-field

A PASTE MAC fizhibak IP {3k , I8 Mask ZK¥55E field,

6.2 Instruction

Instruction ;£ AR ERETAIRE T EH Match (&4 , FEBITHEIE. THESIL BN

T,
Instruction #EA
Goto Table(HE) 7 OpenFlow 1.1 s FHARRANTF , multiple flow tables #&EWE

BMIAE. BB Goto Table FES AT ALE L E table R THSE
WAEMBRNbLE R EREME. F120 @ TREIZR A port 1 WEE
B , 3840 VLAN-ID 200 (] tag , ALFSENE table 2. TSR
table ID B ZBR KA B BHIK table 1D,

= Metadata A4 T —1& table ATEHIZE SR,

FEE IR action set FE A action , 2R B FEIM action 74E
B, @ETEE.

Write Metadata(J£IH)
Write Actions(IAE)

Apply Actions(EIH) | A ZIBITATTERE R action NEIRAFH] action set EITIER,
Clear Actions(I®18) | /5% BRIFEAE action set FHIEKRL,
Meter(EIH) BT E BEIFTE M meter table,

PATEO%ER 2 ¥ FER{E Instruction B9 Ryu B1E.
e OFPInstructionGotoTable
e OFPInstructionWriteMetadata
e OFPInstructionActions

e OFPInstructionMeter

Write/Apply/Clear Actions E4&4 & 7E OPFInstructionActions & , A] ATEZe A (IR E I TIEEL,
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fat:  Write Actions BEAATERRME P KT 2 LT , EE B A Open vSwitch I R 3TiEZTNAE. Apply
Actions £ B HJ Open vSwitch FTIREIThEE , ATLAR] AR 2K &L Write Actions, Write Actions FRET4E
Open vSwitch 2.1.0 33E,

6.3 Action

OFPActionOutput Class & AR EIEIEE 4 , HA A Packet-Out 1 Flow Mod, =% iFE(E
EHRmEKEBEARE (max_len) FIZE(FEM Controller B B4 Constructor IZE, HHER
TEEEM , (&7 ELEHIRR ZINEE — e i E r] PUETTIE .

278 A

OFPP_IN_PORT AR ESUR

OFPP_TABLE X FI R BIm A table

OFPP_NORMAL AR A S L2 / L3 Thagssix

OFPP_FLOOD #3X (Flood) ZIFTH VLAN HBEERSR | [& 7T KRR EPASHAIR
Z4h

OFPP_ALL SRR T IR Z SN T B IR

OFPP_CONTROLLER | #3%X%I| Controller {§ Packet-In ;R.E

OFPP_LOCAL SEIERIAT A A S (local port)

OFPP_ANY {# F3 Wild card 2KF55E Flow Mod (delete) B% Flow Stats Requests 1
BERIESR , FTEREY AN ARESX AL,

EFETE max_len % O B | Binary data ¥R~ &#N7E Packet-In fEA 2. & OFPCML_NO_BUFFER
WIEER , FTAERNE B EMA Packet-In FAEFMALE F1E OpenFlow 3THRZS.
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ofproto R [E

AZE A48 Ryu ofproto BRTVE,

7.1 FHER

ofproto ERITNEE 2K EEAE K fi# AT OpenFlow FERIRE,

7.2 HHEARRAR

& {E OpenFlow (RRZA X.Y ) #HEHE BRI E BAZLR (ofproto_vX_Y ) FIEATAEAR (of-
proto_vX_Y_parser ) 45@ OpenFlow RRAHK EERE A _F 2K,

OpenFlow hRA | #BHR4H fi#ArAE4H

1.0.x ryu.ofproto.ofproto_v1_0 | ryu.ofproto.ofproto_vi_0_parser
1.2.x ryu.ofproto.ofproto_v1_2 | ryu.ofproto.ofproto_vi1_2_parser
1.3.x ryu.ofproto.ofproto_v1_3 | ryu.ofproto.ofproto_vi1_3_parser
1.4.x ryu.ofproto.ofproto_v1_4 | ryu.ofproto.ofproto_vi_4_parser

7.2.1 BFEUHELR
BB AR MABRNBETHNEEEEFER , T &EHF.

BE AR

OFP_VERSION 185 € hR A4 5%

OFPP_xxxx ERIRE

OFPCML_NO_BUFFER | #E4ZE=H , HEH2BEEMAE
OFP_NO_BUFFER T AR ETAR e

7.2.2 fR#TzstE4R

fEATIZAR R #t&-18 OpenFlow ERIH XA , THHILEESITF. &7 BIFKRBARRINE
12, T RKER A E A B ERR
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%8R (Class ) | Z5tBH

OFPHello OFPT_HELLO :RE
OFPPacketOut | OFPT_PACKET_OUT :R.E
OFPFlowMod OFPT_FLOW_MOD B

f@ATIEARE FET OpenFlow 12/ Payload 458 FTEMIES , FIAN T EIKGIF. &7 BIFK
MEAZERINERS | SR RAEEYY (structure object ) HMJ:.%E*%%EHIJ (structure class ),

%851 (Class ) e

OFPMatch ofp_match
OFPInstructionGotoTable | ofp_instruction_goto_table
OFPActionOutput ofp_action_output

7.3 EAFERAIE

7.3.1 ProtocolDesc %57

1E& 47T OpenFlow 5 FTAEEAEREER, FHAMELERIK _init_ #£% datapath 23,
FEREZ LA R .

from ryu.ofproto import ofproto_protocol
from ryu.ofproto import ofproto_vil_3

dp = ofproto_protocol.ProtocolDesc(version=ofproto_v1l_3.0FP_VERSION)

7.3.2 #8i%{it (Network Address )

Ryu ofproto ERTNER] APl {F FIREARRI X FRIRAEE AL , 55F TEMIBIT.
#&at: {B=2 OpenFlow 1.0 MERANERAEARE., (2014 F 2 AEH)

{3k (Address ) FEXA | python XLFFHRIR
MAC {31k "00:03:47:8c:al:b3'
IPv4 ik "192.0.2.1'

IPv6 a1k *2001:db8::2"

7.3.3 :NEYME (Message Object ) FRIELE

BERELERI (message class ) , 45185871 (structure class ) #PHEEERSBLARREAL.
SRR TBIR OpenFlow 1735 AT E RARAL B f%%zlii%—’%‘]o EBEHRMEN T eERE
AN T_o, 540 Ttype_ J FE.

from ryu.ofproto import ofproto_protocol
from ryu.ofproto import ofproto_vil_3

dp = ofproto_protocol.ProtocolDesc(version=ofproto_vl_3.0FP_VERSION)

ofp = dp.ofproto

ofpp = dp.ofproto_parser

actions = [parser.0FPActionOutput (port=ofp.0FPP_CONTROLLER,
max_len=ofp.0FPCML_NO_BUFFER)]

inst = [parser.0FPInstructionActions(type_=ofp.0FPIT_APPLY_ACTIONS,

actions=actions)]
fm = ofpp.0FPFlowMod (datapath=dp,
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priority=0,

match=ofpp.0FPMatch(in_port=1,
eth_src='00:50:56:c0:00:08"'),

instructions=inst)

ek BEURAR. MBATHRARRIFRAE import KRR EHAZAR, Ntk —3K7E OpenFlow RR A% SR flBF
& , ATRARSE IEFE ARG EIRAK. FHIMEZ(EA ProtocolDesc #1# ofproto 1 ofproto_parser B,

7.3.4 ;NEMH (Message Object ) HIfiRAT

AEMH (message object ) KINREFTIAEAK.
5120 OFPPacketin #1#4 pid f match field A& A pin.match Bl a] 12 ZIFERIREAE..
OFPMatch #1#4 TLV H&-E05 AT LMER T 51K 2 FEEUSARRAR & K

print pin.match['in_port']

7.3.5 JSON

MEMMH (message object ) EALA json.dump KTNRERFEM , RZIMAK.

&:T: {BZB77 OpenFlow 1.0 MBEANBEEXATE. (2014 F 2 AEH)

import json

print json.dumps(msg.to_jsondict())

7.3.6 ;L2 (message ) HIfEAT (parse )
ZHRER A T IEMEM Ria BRI G EM. B RATRBFWEIMAE | 1252 (Framwork
) EEEPBEITRIE , Ryu EMTEE (Application ) BAFTER4FHIEIEK.
BREHERT -
1. ryu.ofproto.ofproto_parser.header 3K BRIEhR A< AR{K & AT
2. FEEFIBROAERATIAA ryu.ofproto.ofproto_parser.msg NRER AT RIERHIFD

7.3.7 ;AEMELE (FFL , Serialize )
AR EMH R A FERERE Byte . [EEAI , RBEAMASHAEMBEERBENEIE | Ryu
fERE EEEASMIENE.
BRSHERANT -
1. YR EM R FS AT
2. RENEMMEFIE buf A BMEREENE 2K
BLB , BlaNlen’BMERTERE , EFFIHHNRRD E BEIMETE LK.
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CHAPTER 8

FRLER T E

OpenFlow H Packet-In 1 Packet-Out ;REE AR ELEE A , AJUEEF KRG Byte B
W A A BN AE. Ry RETHERSFERANEBEEREAERAEXER.

EERHN 4B ERE.

8.1

EAERAIE

8.1.1 3 F+Z5E%ER! (Protocol Header Class)

Ryu BRI ER AT £ e AR, MRMBITSERE A,
FE3IH Ryu BRIFSHENBRE. FFE 7 HESERENMESFSR AP 2551

arp
bgp
bpdu
dhcp
ethernet
icmp
icmpvoe
igmp
ipv4
ipv6

llc

lldp
mpls
ospf
pbb
sctp

slow
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e tcp
e udp
e vian

° VITP

F—EAREIERK _init__ S2EFEA LR RFC FTHRZINABE—BH. RENE—EREELE
AR, BEE _init_ &FEHE Python NEHEIRFRAGRE , LB EIRMN_LIE
4% T,

FHL init_ NSEBHERENENTERE , Rt AZ2K,. TERGTFF , BEARZEHMAK
2% version = 4 S HE AR AT DAY 20 .

from ryu.lib.ofproto import inet
from ryu.lib.packet import ipvé

pkt_ipv4 = ipvé4.ipv4(dst='192.0.2.1",
src='192.0.2.2"',
proto=inet.IPPROTO_UDP)

print pkt_ipvé4.dst
print pkt_ipvé4.src
print pkt_ipv4.proto

8.1.2 #8i%{iuit (Network Address)

Ryu £ EERZNER) AP (ERREARKFERKRIT, BEI0TF

ADIEFERE | python JLFRIR
MAC {azlt | "00:03:47:8c:al:b3'
IPv4 {i3E | "192.0.2.1"

IPv6 {azfif | “2001:db8::2'

8.1.3 MM (Parse)

) Byte String A]AZEAARE B Python #)14.
EEEFIZIT

1. ryu.lib.packet.packet.Packet 2ERHMNEEL (TEE EHEATH byte string 45 data fEAZ
)

2. {EFRSERIEA R get_protocol 77i% , B3 E FHERAEMERIM .

pkt = packet.Packet(data=bin_packet)
pkt_ethernet = pkt.get_protocol(ethernet.ethernet)
if not pkt_ethernet:
# non ethernet
return
print pkt_ethernet.dst
print pkt_ethernet.src
print pkt_ethernet.ethertype
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8.1.4 HAEMELE (FIIML , Serialize)

1€ Python #HE % A A AR E B byte string,
FAGREAT -

1. EH ryu.lib.packet.packet.Packet %834

2. EEMAHENBENE (ethernet, ipv4, -

3. £ 1. FREEERWEH , {3 add_protocol FAi&NE 2. FTEARIMEHEKF DN
4. IR 1. FrELEYMETR serialize 5 iR S, byte string

Checksum # payload IR EAR B EFFREE , HFIHHRRFSHEEETE LR, FANE
ARAMENEE 2 E MBI A

pkt = packet.Packet ()

pkt.add_protocol(ethernet.ethernet (ethertype=...,
dst=...,
src=...))
pkt.add_protocol (ipv4.ipv4 (dst=...,
src=...,
proto=...))
pkt.add_protocol(icmp.icmp(type_=...,
code=...,
csum=...,
data=...))

pkt.serialize ()
bin_packet = pkt.data

FSMIE AL API RB{BL Scapy , sBIRIBEASIFEREEA.

e H o0

pk

ot

ethernet.ethernet (...)
ipv4.ipv4a (...)
udp.udp(...)

= e/i/u

8.2 fERIFET\EEH

ETIRIBITFRBERLRNFIE , ER—ER A ping it B R fERATE.

52 Packet-In FTYEIIf) ARP REQUEST 1 ICMP ECHO REQUEST &% Packet-Out 3% 1x[a] fiE,
IP it init_ KB BERERAREERRE (hard-code) KA,

HOoH H O OH OH B HH H H O H HH

Copyright (C) 2013 Nippon Telegraph and Telephone Corporation.
Copyright (C) 2013 YAMAMOTO Takashi <yamamoto at valinux co jp>

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied.

See the License for the specific language governing permissions and
limitations under the License.
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# a simple ICMP Echo Responder

from ryu.base import app_manager

from
from
from

from

from
from
from
from
from

ryu.
ryu.
ryu.

ryu.

ryu.
ryu.

ryu

ryu.

ryu

controller import ofp_event
controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
controller.handler import set_ev_cls

ofproto import ofproto_vi_3

lib.packet import packet
lib.packet import ethermet
.1lib.packet import arp
lib.packet import ipvé4
.1lib.packet import icmp

class IcmpResponder (app_manager.Ryulpp) :

OFP_

def

@set
def

Qset
def

def

VERSIONS = [ofproto_vi_3.0FP_VERSION]

__init__(self, *args, **kwargs):

super (IcmpResponder, self).__init__(xargs, **kwargs)
self.hw_addr = 'Oa:e4:1c:d1:3e:44"'
self.ip_addr = '192.0.2.9'

_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
_switch_features_handler (self, ev):
msg = ev.msg
datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
actions = [parser.O0FPActionOutput (port=ofproto.0FPP_CONTROLLER,
max_len=ofproto.0FPCML_NO_BUFFER)]
inst = [parser.0FPInstructionActions(type_=ofproto.0OFPIT_APPLY_ACTIONS,
actions=actions)]
mod = parser.0FPFlowMod(datapath=datapath,
priority=0,
match=parser.0FPMatch (),
instructions=inst)
datapath.send_msg(mod)

_ev_cls(ofp_event.Event0OFPPacketIn, MAIN_DISPATCHER)
_packet_in_handler (self, ev):

msg = ev.msg

datapath = msg.datapath

port = msg.match['in_port']

pkt = packet.Packet(data=msg.data)
self.logger.info("packet-in %s" % (pkt,))
pkt_ethernet = pkt.get_protocol(ethernet.ethernet)
if not pkt_ethernet:

return

pkt_arp = pkt.get_protocol(arp.arp)

if pkt_arp:
self._handle_arp(datapath, port, pkt_ethernet, pkt_arp)
return

pkt_ipv4 = pkt.get_protocol (ipv4.ipv4)

pkt_icmp = pkt.get_protocol(icmp.icmp)

if pkt_icmp:
self._handle_icmp (datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp)
return

_handle_arp(self, datapath, port, pkt_ethernet, pkt_arp):
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if pkt_arp.opcode != arp.ARP_REQUEST:
return
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))
pkt.add_protocol (arp.arp(opcode=arp.ARP_REPLY,
src_mac=self.hw_addr,
src_ip=self.ip_addr,
dst_mac=pkt_arp.src_mac,
dst_ip=pkt_arp.src_ip))
self._send_packet(datapath, port, pkt)

def _handle_icmp(self, datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp):
if pkt_icmp.type != icmp.ICMP_ECHO_REQUEST:
return
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))
pkt.add_protocol(ipv4.ipv4 (dst=pkt_ipv4.src,
src=self.ip_addr,
proto=pkt_ipv4.proto))
pkt.add_protocol(icmp.icmp(type_=icmp.ICMP_ECHO_REPLY,
code=icmp.ICMP_ECHO_REPLY_CODE,
csum=0,
data=pkt_icmp.data))
self._send_packet (datapath, port, pkt)

def _send_packet(self, datapath, port, pkt):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

pkt.serialize ()

self.logger.info("packet-out ¥%s" % (pkt,))

data = pkt.data

actions = [parser.0OFPActionOutput (port=port)]

out = parser.0FPPacketOut (datapath=datapath,
buffer_id=ofproto.0OFP_NO_BUFFER,
in_port=ofproto.O0FPP_CONTROLLER,
actions=actions,
data=data)

datapath.send_msg(out)

{&5E: OpenFlow 1.2 fiA 1% , KA match MK E Packet-In FAEF |, #§&FH ELHWMBITBHKE
fll. BRELENNZ FURAMREERRS — QRGN ERITIRE. FI40 Open vSwitch EAR
KESRREN , RS HAIER T Controller FESH AR BT EITERIE, k2 LINC RISRATRERA &N,

AR 2R ping -c 3"BFATEAMRCERIE (log).

EVENT ofp_event->IcmpResponder EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type 0x6 xid 0xb63c802c OFPSwitchFeatures (
auxiliary_id=0,capabilities=71,datapath_id=11974852296259 ,n_buffers=256,n_tables
=254)

move onto main mode

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='ff:ff:ff:ff:ff:ff',ethertype=2054,src='0a:ed4:1c:d1:3e:43"'),

arp(dst_ip='192.0.2.9"',dst_mac='00:00:00:00:00:00"',hlen=6,hwtype=1,opcode=1,plen
=4 ,proto=2048,src_ip='192.0.2.99"',src_mac='0a:ed:1c:d1:3e:43"'), '\x00\x00\x00\x00\
x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"'
packet-out ethernet(dst='Oa:ed4:1c:d1:3e:43',ethertype=2054,src="'0a:ed4:1c:d1:3e:44"')
, arp(dst_ip='192.0.2.99"',dst_mac='0Oa:e4:1c:d1:3e:43"',hlen=6,hwtype=1,opcode=2,plen
=4 ,proto=2048,src_ip='192.0.2.9',src_mac='0a:ed:1c:d1:3e:44"')
EVENT ofp_event->IcmpResponder EventOFPPacketIn
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packet-in ethernet(dst='0Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:e4:1c:d1:3e:43"'),
ipv4 (csum=47390,dst='192.0.2.9"',flags=0,header_length=5,identification=32285,
offset=0,option=None,proto=1,src="'192.0.2.99"',tos=0,total_length=84,tt1=255,version
=4), icmp(code=0,csum=38471,data=echo(data="'S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\
x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\xlc\x1d\xle\x1f !"#$%&\"' ()
*+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=0) ,type=8)
packet-out ethernet(dst='Oa:e4:1c:d1:3e:43"',ethertype=2048,src="'0a:e4:1c:d1:3e:44")
, ipv4 (csum=14140,dst='192.0.2.99',flags=0,header_length=5,identification=0,offset
=0,option=None,proto=1,src='192.0.2.9"',tos=0,total_length=84,ttl=255,version=4),
icmp (code=0,csum=40519,data=echo(data='S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\x00\
x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1ic\x1d\xle\x1f !"#$%&\' (O
*+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=0) ,type=0)
EVENT ofp_event->IcmpResponder EventOFPPacketIn
packet-in ethernet(dst='0Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:e4:1c:d1:3e:43"'),
ipv4 (csum=47383,dst='192.0.2.9"',flags=0,header_length=5,identification=32292,
offset=0,option=None,proto=1,src="'192.0.2.99"',tos=0,total_length=84,tt1=255,version
=4), icmp(code=0,csum=12667,data=echo(data="'T,B\x00\x00\x00\x00\x00Q\x177(\x00\x00\
x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\xlc\x1d\xle\x1f !"#$%&\"' )
*+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=1) ,type=8)
packet-out ethernet(dst='0Oa:ed:1c:d1:3e:43',ethertype=2048,src='0a:ed:1c:d1:3e:44"')
, ipv4(csum=14140,dst='192.0.2.99',flags=0,header_length=5,identification=0,o0ffset
=0, option=None,proto=1,src='192.0.2.9"',tos=0,total_length=84,tt1l=255,version=4),
icmp(code=0,csum=14715,data=echo(data='T,B\x00\x00\x00\x00\x00Q\x177(\x00\x00\x00\
x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\xlc\x1d\xle\x1f !'"#3$%&\"' )
*x+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=1) ,type=0)
EVENT ofp_event->IcmpResponder EventOFPPacketIn
packet-in ethernet(dst='0Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:e4:1c:d1:3e:43"'),
ipv4 (csum=47379,dst='192.0.2.9"' ,flags=0,header_length=5,identification=32296,
offset=0,option=None,proto=1,src='192.0.2.99"',tos=0,total_length=84,ttl1=255,version
=4), icmp(code=0,csum=26863,data=echo(data="'U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\
x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\xlc\x1d\xle\x1f !"#$%&\"' ()
*+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=2) ,type=8)
packet-out ethernet(dst='Oa:e4:1c:d1:3e:43"',ethertype=2048,src="'0a:ed4:1c:d1:3e:44"')
, ipv4(csum=14140,dst='192.0.2.99',flags=0,header_length=5,identification=0,offset
=0,option=None,proto=1,src='192.0.2.9',tos=0,total_length=84,tt1=255,version=4),
icmp(code=0,csum=28911,data=echo (data="'U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\
x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1ic\x1d\xle\x1f !"#$%&\' ()
*+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=2) ,type=0)

IP fragments #§ & 2 AEFTEMAKRE. B OpenFlow BEARGIIZFIRMSEE] MTU &
ANOIE . BRTEREE MEM AR, HIANEIEFEZAS (hard-code). F%h, B2 Ryu H4
R\EEHATARFAETRITERFIIL , RS FTREM AP KEHEEBRIR (fragmented)
IFETE
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OF-Config eR=[E&

AEEHES 48 Ryu IR OF-Config % FumeR =&,

9.1 OF-Config B\ E

OF-Config 2 FAZK E1H OpenFlow AT 25— 1B 1B XE . OF-Config 1BAT\172 xE # i€ Fe#£ NETCONF
(RFC 6241 ) piZ#Ed | R AHIEEFATRISMIBIIE (Port ) #{TF (Queue ) EITRRELL
BCERHRER,

OF-Config % [E4%kH ET OpenFIow i) ONF (Open Network Foundation ) FrHff#it , s52£T 7%
BEREBSEFENE

https://www.opennetworking.org/sdn-resources/onf-specifications/openflow-config

Ryu $2 IR ETL AT OF-Config 1.1.1 hRA

{&sT: BB Open vSwitch WA 3E OF-Config , {121 OVSDB {EAZ{EM. Hid OF-Config BB ELt
BOHTBNFRAE |, FI Open vSwitch ) OVSDB I A& {E OF-Config,

OVSDB BB EHEAA A B E37E RFC 7047 {ER1RYE | {BEE _EHFT{£/E2 Open vSwitch 2 FHIEA
Tﬁ%/ﬂﬁ? T OF-Config ¥ A IERHEHNRE , MEEAXNKKEEEL E(FE K OpenFlow 3z
axi .

9.2 BRTVELHE

9.2.1 ryu.lib.of_config.capable_switch.OFCapableSwitch Class

A Class TE AR EIE NETCONF €5% (Session ).

from ryu.lib.of_config.capable_switch import OFCapableSwitch

9.2.2 ryu.lib.of_config.classes 548 (Module )

AARAE PSS 13 REAERARIEUE H B Python #11.

faE: XA FBEA LR OF-Config 1.1.1 4 yang specification f{] Grouping BB F & FER DA .
%140 : OFPortType
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import ryu.lib.of_config.classes as ofc

9.3 {£H=EHl

9.3.1 ATHAARIIELE

{# ] SSH Transport EARZEATHa2E, [EIFE (callback ) ERE unknown_host_cb & A FERAN
B SSH Host Key BRFETHBTHIERZN. T EAIEEBISR IRPUE B BIGHHETE A ARG TEAL.
sess = 0OFCapableSwitch(

host='localhost',

port=1830,

username='linc',

password='linc',

unknown_host_cb=lambda host, fingeprint: True)

9.3.2 GET

{§ F NETCONF GET RER{SATHRESHIIARE, T HEIMEBIHE € /resources/port/resource-id 1 /
resources/port/current-rate R ATH EHERHIARRE,

csw = sess.get()
for p in csw.resources.port:
print p.resource_id, p.current_rate

9.3.3 GET-CONFIG

T EAEEHIZ(E R NETCONF GET-CONFIG 2KER#F B RTHIATIR AR E(H.

f#5aE: running AR FR/RIREGATFEE NETCONF F B RTHIER EARRE. (BEIRATRBZMNEERR , H R
A DA IFARRERR REAE startup (RXBRXENRF) X candidate (Candidate set ),

H4t R a{#H /resources/port/resource-id 1 /resources/port/configuration/admin-state 3k
TR EHSRRREE,

csw = sess.get_config('running')
for p in csw.resources.port:
print p.resource_id, p.configuration.admin_state

9.3.4 EDIT-CONFIG

1E 1B #5550 BA4aN{AT{$ F§ NETCONF EDIT-CONFIG 3R 5% E T4, B 4c{f A GET-CONFIG Bfg
THZSHERRE , EITHRRAREEENE , &x1&(F ] EDIT-CONFIG $EE B REETHE,

fat: HYMILRTAE R EDIT-CONFIG EHBEINHERE , BRI EAR L.

1% 2 IRHE I HARETE /resources/port/configuration/admin-state 5% E 2 down,
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csw = sess.get_config('running')
for p in csw.resources.port:
p.configuration.admin_state = 'down'

sess.edit_config('running', csw)
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CHAPTER 10

fh:kiZ (Firewall )

RS HGRBAANETFIF REST A& FERA AU,

10.1 Single tenant E{EZ3H

PARAREAZMABE L — @ AN T ARIIFAEE | I HEWATHAES s1 BEATEEFRAIEANAIMIER .

hl

IP:10.0.0.1
MAC:00:00:00:00:00:01

sl

IP:10.0.0.2 [P:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

10.1.1 BRIRMER

B 5E7E Mininet BZABIRIE, TR ARITESIR "32iRe% (Switching Hub ) 2—HkH.

ryu@ryu-vm:~$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x
*** Creating network

*x*%x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633

*** Adding hosts:

hi h2 h3

**%* Adding switches:
sl
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**%* Adding links:

(h1, s1) (h2, s1) (h3, s1)
**%* Configuring hosts

hi h2 h3

**x*% Running terms on localhost:10.0
**%* Starting controller

***x Starting 1 switches
s1

***x Starting CLI:
mininet>

FeE I — B xterm FZRESE Controller,
mininet> xterm cO

1§ OpenFlow HIRRAERE4A 1.3,

switch: si (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

1875451 Controller () xterm _EEXESN rest_firewall,

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2210) wsgi starting up on http://0.0.0.0:8080/

Ryu A3z P RIKER DA TAE , SRR THRNRE.
controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

10.1.2 HEYIATRRE

K AERRENE | FERIAMRRE T RPN HE & RN MR EAR RS, T RKME THE4EH
AR, WHATRANI HEAR.

el TR E(ERZ] REST AP, AERHINMIEEF S EATLEREN "REST API JIEK .

Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable
/0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": {
"result": "success",

"details": "firewall running."
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root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

{
"status": "enable",
"switch_id": "0000000000000001"
}
1

izt REST i &BITHAER DM AR 2B SRR,

HERATDALE h1 @ h2 BT ping 64, BRFEHMERMRRINIRBHE , FTLAB B 52t
TRIEIEAIRRE,

host: hi:

root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

“©

--- 10.0.0.2 ping statistics ---

20 packets transmitted, O received, 100% packet loss, time 19003ms

HOEARENBIEHRERCSTE (log) F.

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst
='00:00:00:00:00:02"' ,ethertype=2048,src='00:00:00:00:00:01"), ipv4(csum=9895,dst
='10.0.0.2"',flags=2,header_length=5,identification=0,o0ffset=0,option=None,proto=1,
src='10.0.0.1"',tos=0,total_length=84,ttl=64,version=4), icmp(code=0,csum=55644,data
=echo (data='K\x8e\xaeR\x00\x00\x00\x00=\xc6\r\x00\x00\x00\x00\x00\x10\x11\x12\x13\
x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\xle\x1f !"#$%&\' () *+,-./01234567"',id=6952,
seq=1) ,type=8)

10.1.3 HrsR A

AN ha F0 h2 Z ) feaF ping SXARRAY. Nam 2 RWMET ™ EBZZMA.
FETAFBEARA , RRIARS & B Bh4mhS.

KR B IBAE | EARAREE | #RAI ID
10.0.0.1/32 | 10.0.0.2/32 | ICMP §:ihiE] 1
10.0.0.2/32 | 10.0.0.1/32 | ICMP L] 2

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.1/32", "nw_dst": "10.0.0.2/32",
"nw_proto": "ICMP"}' http://localhost:8080/firewall/rules/0000000000000001
[
{
"switch_id": "0000000000000001",

"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=1"

}
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root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.1/32",
"nw_proto": "ICMP"}' http://localhost:8080/firewall/rules/0000000000000001
[

{
"switch_id": "0000000000000001",

"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=2"

AR AR Flow Entry $EERISTH RS,
switch: si (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (0F1.3) (xid=0x2):

cookie=0x0, duration=823.705s, table=0, n_packets=10, n_bytes=420, priority=65534,
arp actions=NORMAL

cookie=0x0, duration=542.472s, table=0, n_packets=20, n_bytes=1960, priority=0
actions=CONTROLLER:128

cookie=0x1, duration=145.05s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,
nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x2, duration=118.265s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,
nw_src=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

& h2 M h3 2, FEMRAATFEE ping KIFTA ipv4 HEEE,

KR B IBE | EARARRE | AU ID
10.0.0.2/32 | 10.0.0.3/32 | any §:ihiE] 3
10.0.0.3/32 | 10.0.0.2/32 | any 1818 4
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32"}'
http://localhost :8080/firewall/rules/0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=3"

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.3/32", "nw_dst": "10.0.0.2/32"}'
http://localhost :8080/firewall/rules/0000000000000001
[

{
"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",
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"details": "Rule added.

rule_id=4"

HHBEIRAER Flow Entry #AETEIZTIRESE
switch: si (root):

OFPST_FLOW reply (0F1.3) (xid=0x2):
cookie=0x3, duration=12.724s, table=0, n_packets=0,
nw_src=10.0.0.2,nw_dst=10.0.0.3 actions=NORMAL
cookie=0x4, duration=3.668s, table=0, n_packets=0,
=10.0.0.3,nw_dst=10.0.0.2 actions=NORMAL
cookie=0x0, duration=1040.802s, table=0,
=65534,arp actions=NORMAL

n_bytes=0, priority=1,ip,

n_bytes=0, priority=1,ip,nw_src

n_packets=10, n_bytes=420, priority

cookie=0x0, duration=759.569s,
actions=CONTROLLER:128

cookie=0x1, duration=362.147s,
nw_src=10.0.0.1,nw_dst=10.0.0.2

cookie=0x2, duration=335.362s,
nw_src=10.0.0.2,nw_dst=10.0.0.1

table=0, n_packets=20, n_bytes=1960, priority=0
table=0, n_packets=0,
actions=NORMAL

table=0, n_packets=0,

actions=NORMAL

n_bytes=0, priority=1,icmp,

n_bytes=0, priority=1,icmp,

ATRARE AR AR St

HHEEAER h2 A0 h3 Z ) ping (ICMP ) HAMRA. BEERTARERE A 1 KE.

R | KR ELY BEHAE | EARAKRE | BRI ID
10 10.0.0.2/32 | 10.0.0.3/32 | ICMP RS 5
10 10.0.0.3/32 | 10.0.0.2/32 | ICMP R 6

Node: cO (root):

root@ryu-vm:~# curl -X POST -d

"nw_proto": "ICMP", "actions":

firewall/rules/0000000000000001
[

"10.0.0.2/32",
"priority": "10"}'

'"{"nw_src":
n DENY n ,

"nw_dst": "10.0.0.3/32",
http://localhost :8080/

"switch_id": "0000000000000001",
"command_result": [
{
"result":
"details":

"success",

"Rule added. rule_id=5"

root@ryu-vm:~# curl -X POST -d

"10.0.0.3/32",
"priority": ll10ll}l

'{"nw_src":
n DENY n ,

"nw_dst": "10.0.0.2/32",
"nw_proto": "ICMP", "actions": http://localhost :8080/
firewall/rules/0000000000000001

[

"switch_id": "0000000000000001",
"command_result": [
{
"result":
"details":

"success",

"Rule added. rule_id=6"
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FHBEIRAIMA Flow Entry sEH 2SS E+.
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (0F1.3) (xid=0x2):

cookie=0x3, duration=242.155s, table=0, n_packets=0, n_bytes=0, priority=1,ip,
nw_src=10.0.0.2,nw_dst=10.0.0.3 actions=NORMAL

cookie=0x4, duration=233.099s, table=0, n_packets=0, n_bytes=0, priority=1,ip,
nw_src=10.0.0.3,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x0, duration=1270.233s, table=0, n_packets=10, n_bytes=420, priority
=65534,arp actions=NORMAL

cookie=0x0, duration=989s, table=0, n_packets=20, n_bytes=1960, priority=0 actions
=CONTROLLER:128

cookie=0x5, duration=26.984s, table=0, n_packets=0, n_bytes=0, priority=10,icmp,
nw_src=10.0.0.2,nw_dst=10.0.0.3 actions=CONTROLLER:128

cookie=0x1, duration=591.578s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,
nw_src=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x6, duration=14.523s, table=0, n_packets=0, n_bytes=0, priority=10,icmp,
nw_src=10.0.0.3,nw_dst=10.0.0.2 actions=CONTROLLER:128

cookie=0x2, duration=564.793s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,
nw_src=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

10.1.4 HERMAY

MR AR E TTRUIFR A,
Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001
[
{
"access_control_list": [
{
"rules": [
{

"priority": 1,
"d1_type": "IPv4",
"nw_dst": "10.0.0.3",
"nw_src": "10.0.0.2",
"rule_id": 3,
"actions": "ALLOW"

"priority": 1,
"dl_type": "IPv4",
"nw_dst": "10.0.0.2",
"nw_src": "10.0.0.3",
"rule_id": 4,
"actions": "ALLOW"

"priority": 10,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"nw_dst": "10.0.0.3",
"nw_src": "10.0.0.2",
"rule_id": 5,
"actions": "DENY"

"priority": 1,
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"dl_type": "IPv4",
"nw_proto": "ICMP",
"nw_dst": "10.0.0.2",
"nw_src": "10.0.0.1",
"rule_id": 1,
"actions": "ALLOW"

"priority":
"dl_type":
"nw_proto":
"nw_dst": "
"nw_src": "
"rule_id":
"actions":

"priority": 1,

"dl_type": "IPv4",

"nw_proto": "ICMP",

"nw_dst": "10.0.0.1"

"nw_src": "10.0.0.2"

"rule_id": 2,

"actions": "ALLOW"

]
}
1
"switch_id": "0000000000000001"
}
]
A FTEAEAR AN
hl
IP:10.0.0.1
MAC:00:00:00:00:00:01
hl<-->h2 sl
ICMP: &8 : .
switch id:0000000000000001
FAth: BRER -

h2<-->h3 =
ICMP : [HER
| HA : BB Q
h2 h3
[P:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

# h1 @ h2 BT ping . AR AR B IEMESRERGE | ping BT AE S AR,
host: hi:
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root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=0.419
64 bytes from 10.0.0.2: icmp_req=2 ttl=64 time=0.047

64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0.060
64 bytes from 10.0.0.2: icmp_req=4 ttl=64 time=0.033

% h1 KR h2 JF ping WEBEWETAIEATIEE. HIa0¢ h1 3IXE) h2 ) weet 15 M E W
Ni?LWCEEjan§?ZEnE§%**' (log ) qﬂ

host: hi:

root@ryu-vm:~# wget http://10.0.0.2
--2013-12-16 15:00:38-- http://10.0.0.2/
Connecting to 10.0.0.2:80... °C

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst
='00:00:00:00:00:02"' ,ethertype=2048,src='00:00:00:00:00:01"'), ipv4(csum=4812,dst
='10.0.0.2"',flags=2,header_length=5,identification=5102,0ffset=0,option=None,proto
=6,src='10.0.0.1"',tos=0,total_length=60,ttl=64,version=4), tcp(ack=0,bits=2,csum
=45753,dst_port=80,o0ffset=10,option="'\x02\x04\x05\xb4\x04\x02\x08\n\x00H :\x99\x00\
x00\x00\x00\x01\x03\x03\t',seq=1021913463, src_port=42664,urgent=0,window_size
=14600)

h2 # h3 Z & T ping MAMNAE BRIAZHIEB. 2017 h2 [ h3 ik ssh 54, FC8%tE
(log ) HAAEHIREFBHWAIERECEER (R ssh BEIEEFI h3 DASMAHES | I ssh E*] ARG
25,
host: h2:

root@ryu-vm:~# ssh 10.0.0.3
ssh: connect to host 10.0.0.3 port 22: Connection refused

# h2 [ h3 33X ping 154 , FESSHHJGEAEKE | W IRAEZCEFE (log ) .
host: h2:

root@ryu-vm:~# ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

“©

--- 10.0.0.3 ping statistics ---

8 packets transmitted, O received, 100% packet loss, time 7055ms

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst
='00:00:00:00:00:03"',ethertype=2048,src='00:00:00:00:00:02"'), ipv4(csum=9893,dst
='10.0.0.3"',flags=2,header_length=5,identification=0,o0ffset=0,option=None,proto=1,
src='10.0.0.2"',tos=0,total_length=84,ttl=64,version=4), icmp(code=0,csum=35642,data

=echo (data="'\r\x12\xcaR\x00\x00\x00\x00\xab\x8b\t\x00\x00\x00\x00\x00\x10\x11\x12\
x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\xle\x1f !"#$%&\' () *+,-./01234567"',id
=8705,seq=1) ,type=8)
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10.1.5 k&R A1

MF% “rule_id:5'" #1 ““rule_id:6" AR A,
Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"rule_id": "5"}' http://localhost:8080/firewall/
rules/0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule deleted. : ruleID=5"

root@ryu-vm:~# curl -X DELETE -d '{"rule_id": "6"}' http://localhost:8080/firewall/
rules/0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule deleted. : ruleID=6"

BARRRIN T E TR,

hl

[P:10.0.0.1
MAC:00:00:00:00:00:01

hl<-->h2 sl
ICMP . J&38 switch_id:0000000000000001
Hfth : FHEN

A h2<-->h3
EH4E . @8

)
h2 h3
IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

AEBRER. h2 A0 h3 Z [ ping (ICMP ) FEIEZEARAIR RIMIERE |, ping 16 SIRIET ARKIE
EHATIEETIER.
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host: h2:

root@ryu-vm:~# ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0. icmp_req=1 ttl=64 time=0.841
64 bytes from 10.0. icmp_req=2 ttl=64 time=0.036

0.3:
0.3:

64 bytes from 10.0.0.3: icmp_req=3 ttl=64 time=0.026
0.3:

64 bytes from 10.0. icmp_req=4 ttl=64 time=0.033

10.2 Multi tenant F{EEF45

T RIS BB FHGIRFRBENAE A VLAN R¥ tenants E1TIRIE , BH GRS HASEIIER
ATt s1 WENEEMIE: , AR S —EERE 2 M EBMEeE.

hl h3

IP:10.0.0.1 VLAN_ID: 2 IP:10.0.0.3 VLAN _ID:
MAC:00:00:00:00:00:01 110

700:00:00:03

IP:10.0.0.2 VLAN_ID: 2 IP:10.0.0.4 VLAN_ID:
MAC:00:00:00:00:00:02 110
MAC:00:00:00:00:00:04

10.2.1 FRIRHEER

THEEFITFER Single-tenant , £ Mininet _EEITIRIRNEE , BIMNHRL—1E xterm i A&15H|
Controller AL , sBiEEMZ AIAELLERFELZ —A host,

ryu@ryu-vm:~$ sudo mn --topo single,4 --mac --switch ovsk --controller remote -x
***x Creating network

*x*% Adding controller

Unable to contact the remote controller at 127.0.0.1:6633

**%* Adding hosts:

hi h2 h3 h4

**%* Adding switches:
sl
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**%* Adding links:

(h1, s1) (h2, s1) (h3, s1) (h4, si)
**%* Configuring hosts

hl h2 h3 h4

*x*% Running terms on localhost:

**%* Starting controller

***x Starting 1 switches
s1

***x Starting CLI:
mininet> xterm cO
mininet>

BT KE S —1E host R MEFELE VLAN ID,
host: hi:

root@ryu-vm: i 10.0.0.1/8 dev hl-ethO

root@ryu-vm: i link hl-ethO name hl-eth0.2 type vlan id 2
root@ryu-vm: i 10.0.0.1/8 dev hl-eth0.2

root@ryu-vm: i dev hl-eth0.2 up

host: h2:

root@ryu-vm: i 10.0.0.2/8 dev h2-ethO

root@ryu-vm: i link h2-ethO name h2-eth0.2 type vlan id 2
root@ryu-vm: i 10.0.0.2/8 dev h2-eth0.2

root@ryu-vm: i dev h2-eth0.2 up

host: h3:

root@ryu-vm: i 10.0.0.3/8 dev h3-ethO

root@ryu-vm: i link h3-ethO name h3-eth0.110 type vlan id 110
root@ryu-vm: i 10.0.0.3/8 dev h3-eth0.110

root@ryu-vm: i dev h3-eth0.110 up

host: h4:

root@ryu-vm: i 10.0.0.4/8 dev h4-ethO

root@ryu-vm: i link h4-ethO name h4-eth0.110 type vlan id 110
root@ryu-vm: i 10.0.0.4/8 dev h4-eth0.110

root@ryu-vm: i dev h4-eth0.110 up

FEZE8{F FIK OpenFlow IRAERE 4 1.3,
switch: s (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

1% , 1 controller {§ xterm ZEFELES rest_firewall .

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall
loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler
instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(13419) wsgi starting up on http://0.0.0.0:8080/
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Ryu FIAZ#R2S 2 FIREAR CASHENIGE , MlEHIRE T RIAE.

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

10.2.2 SATEHIATRAE

RN KA
Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable
/0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": {
"result": "success",
"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[
{
"status": "enable",
"switch_id": "0000000000000001"
}
]

10.2.3 FrEsR A

AL VLAN_ID = 2 [1) 10.0.0.0/8 #1X ping i\E (ICMP H4) KIRRRIZIATIRESF | &%
E LR AE DR,

B5HE | VLAN ID | AR HE TBAAAE | HARAKRE | A ID
1 2 10.0.0.0/8 | any ICMP ] 1

1 2 any 10.0.0.0/8 | ICMP pE:hia) 2
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.0/8", "nw_proto": "ICMP"}' http
://localhost :8080/firewall/rules/0000000000000001/2
[
{
"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"ylan_id": 2,
"details": "Rule added. : rule_id=1"

root@ryu-vm:~# curl -X POST -d '{"nw_dst": "10.0.0.0/8", "nw_proto": "ICMP"}' http
://localhost :8080/firewall/rules/0000000000000001/2
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"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",

"vlan_id": 2,
"details": "Rule added. : rule_id=2"

10.2.4 $RARER

MR AEREHFA,
Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all
[
{
"access_control_list": [
{
"rules": [
{
"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"dl_vlan": 2,
"nw_src": "10.0.0.0/8",
"rule_id": 1,
"actions": "ALLOW"

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"nw_dst": "10.0.0.0/8",
"dl_vlan": 2,
"rule_id": 2,
"actions": "ALLOW"
}
1y
"vlan_id": 2
}
I
"switch_id": "0000000000000001"

ERMER—TERRARN. £ VLAN_ID = 2 fEIR T , & hl 33X/ ping #£ h2 R E
VLAN_ID = 2 1B T , IRE IR R ERN , RAFKPRIZ BRI,

host: hi:

root@ryu-vm:~# ping 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=0.893 ms
64 bytes from 10.0.0.2: icmp_req=2 ttl=64 time=0.098 ms
64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0.122 ms
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64 bytes from 10.0.0.2: icmp_req=4 ttl=64 time=0.047 ms

VLAN_ID = 110 K1ER T h3 1 hd 2 , BRRRIEEHMA |, A ping H-EHIEFE.
host: h3:

root@ryu-vm:~# ping 10.0.0.4

PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.

~C

--- 10.0.0.4 ping statistics ---

6 packets transmitted, O received, 100% packet loss, time 4999ms

H OB AR RHR S WACSRAERCLERHE (log ) 2.
controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet (dst
='00:00:00:00:00:04"',ethertype=33024,src='00:00:00:00:00:03"'), vlan(cfi=0,ethertype
=2048,pcp=0,vid=110), ipv4(csum=9891,dst='10.0.0.4"',flags=2,header_length=5,
identification=0,o0ffset=0,option=None,proto=1,src='10.0.0.3"',tos=0,total_length=84,

ttl=64,version=4), icmp(code=0,csum=58104,data=echo(data="'\xb8\xa9\xaeR\x00\x00\x00
\x00\xce\xe3\x02\x00\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\
x1b\xlc\x1d\xle\x1f !"#$%&\"' () *+,-./01234567"',id=7760,seq=4) ,type=8)

A&, BB ARSI IAER A E R K.

10.3 REST API %%

AZER A FTIREIMK rest_firewall REST APl —EF,

10.3.1 BUSATIR 2 BB A AGHARE

Hik GET
URL /firewall/module/status

10.3.2 BEITIRIZHIBT A AEHARE

ik PUT

URL /firewall/module/{ op }/{ switch }
--op: [ Tenable' | ““disable" ]
- switch : [ “all' | 3Z3#88 ID |
ffint iR AIaIRREIS & ~disable"

10.3.3 BUS&ER A1

Ak GET

URL /firewall/rules/{ switch }[/{ vlan }]
- switch : [ all" | 371228 ID ]
--vlan: [ "all'"" | VLAN ID ]

& VLAN ID HI$85E A £Z= sk A0,
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REST API %%

10.3.4 FEHRAY

Tk

POST

URL

/firewall/rules/{ switch }[/{ vlan }]
- switch : [ all" | 37128 ID ]
--vlan: [ “"all" | VLAN ID ]

priority :[ O - 65535 ]

in_port ;[ 0 - 65535 ]

dl_src " <XXIXXIXXIXXXXIXX>"'
dl_dst "' <xXX:IXXIXXIXXXXXx>""
dl_type :[ “"ARP" | “IPv4"" ]
NW_SIC " <XXX. XXX XXX XXX /Xx>""
NW_dst @' <XXX.XXX.XXX.XXX /XX ' >
nw_proto "':[ “"TCP'' | “UDP'" | " ICMP'" ]
tp_src ;[ O - 65535 ]

tp_dst [ O- 65535 ]

actions : [ “TALLOW'' | “"DENY'" ]

#at

AETE AR @ BBNELEARAY ID , WABAERIEREREF.
FEXE VLAN ID & R] B0z I#IH.

10.3.5 fiF&FRAY

Fik DELETE

URL /firewall/rules/{ switch }[/{ vlan }]
-- switch : [ all'" | 3228 ID |
--vlan: [ "all" | VLAN ID ]

&r rule_id: [ all" [1-...]

et $8%E VLAN ID A& 0] [Nz &I,

10.3.6 ER1SATIRARAIRCERE

ik

GET

URL

/firewall/log/status

10.3.7 B ATIRARACERAEHIARRE

HiE PUT
URL /firewall/log/{ op }/{ switch }
-- op: [ “enable'" | ““disable"" ]
- switch: [ all'" | 3Z#22% ID ]
ffint A E TR R IAIKRE 2 R

117



Chapter 10. [ikji% (Firewall )

118



CHAPTER 11

IRH2% (Router )

ANEAGRBAANA{E A REST A% E —EHEEa2S.

11.1 Single Tenant 3E{/EERH)

NERIBIFNARIAEESLFAEE | SEATRES (FEDS) RAIERNEEmIE , KHEE host Z K

EARAR R HERR.
h2
IP: 172.16.10.10
“ s2
=S switch_id:
0000000000000002
sl
switch_id: S3
0000000000000001 switch id:
0000000000000003
\JT?:\‘MJ
h3
IP: 172.16.20.10 IP: 192.168.30.10

11.1.1 IRIFEE

B Mininet FEEIRIE, mn NS RB8AUT.
2FE REME | R

topo linear,3 | 3 AAIRSHEBALNANIETREE
mac i BEELTE & host [ MAC ik

switch ovsk {§FH Open vSwitch
controller | remote | {FF4MIBE Controller {42 OpenFlow controller
X it EXEf) xterm

BATHEMELNT :
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ryu@ryu-vm:~$ sudo mn --topo linear,3 --mac --switch ovsk --controller remote -x
*x*% Creating network

*%* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x*% Adding hosts:

hi h2 h3

**%* Adding switches:

sl s2 s3

**%% Adding links:

(h1, s1) (h2, s2) (h3, s3) (s1, s2) (s2, s3)

*x*% Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0

*x*% Starting controller

**%* Starting 3 switches

sl s2 s3

***x Starting CLI:
mininet>

3% | Bk Controller AT{E FBM xterm.

mininet> xterm cO
mininet>

SR1E E BB ER#S ) OpenFlow iRA 4 1.3,

switch: si (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

switch: s3 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

BEG—E host MIFRIRSCEBMECER IP 23k , IEZEHRA IP ik,
host: hil:

root@ryu-vm: i 10.0.0.1/8 dev hl-ethO
rootQ@ryu-vm: i 172.16.20.10/24 dev hl-ethO

host: h2:

root@ryu-vm: i 10.0.0.2/8 dev h2-ethO
root@ryu-vm: i 172.16.10.10/24 dev h2-ethO

host: h3:

root@ryu-vm: i 10.0.0.3/8 dev h3-ethO

root@ryu-vm: i 192.168.30.10/24 dev h3-ethO

18 1EHE Controller (] xterm _ERXE) rest_router,

controller: cO (root):
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root@ryu-vm:~# ryu-manager ryu.app.rest_router

loading app ryu.app.rest_router

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2212) wsgi starting up on http://0.0.0.0:8080/

# Ryu M2zt 2 IRKEEAT |, T RS S AR,
controller: cO (root):

[RT] [INFO] switch_id=0000000000000003: Set SW config for TTL error packet in.

[RT] [INFO] switch_id=0000000000000003: Set ARP handling (packet in) flow [cookie=0
x0]

[RT] [INFO] switch_id=0000000000000003: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set default route (drop) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Start cyclic routing table update.

[RT] [INFO] switch_id=0000000000000003: Join as router.

IR log RIR 3 AR DB T

11.1.2 3%5E IP fidt

R —{EIRFEER ) IP Ak,
B, AREATREE s1 § IP fudibA 7172.16.20.1/24, F 7172.16.30.30/24 .
Rk T RIRIAT FT{E MK REST API i 2B AEAEER) "REST API 313k | ABRISERHARIER.

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address":"172.16.20.1/24"}' http://localhost
:8080/router/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.30/24"}' http://localhost
:8080/router/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=2]"
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}
]
fBat: REST i &HBITAE R A IR ABIUFBIAMAE.

HE, RAEXTHE 2 W IP it A 172.16.10.1/24,, 7172.16.30.1/24, F0
7192.168.10.1/24 ],

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address":"172.16.10.1/24"}' http://localhost
:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.1/24"}' http://localhost
:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success"
"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.10.1/24"}' http://localhost
:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=3]"

PBEELEASRIE s3I IP fiib A 1192.168.30.1/24 F1 71192.168.10.20/24 .,

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost
:8080/router /0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [

{
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"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.10.20/24"}' http://localhost
:8080/router/0000000000000003
[
{
"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=2]"

ATHRESH) IP AL EAERE TR , HEH S —(E host FETARHFE.

host: hi:
root@ryu-vm:~# ip route add default via 172.16.20.1
host: h2:

root@ryu-vm:~# ip route add default via 172.16.10.1

host: h3:

root@ryu-vm:~# ip route add default via 192.168.30.1

11.1.3 ;% ETER &

AE B —E I LS M TERR IR .
B, SREKARS s1 MKAAKERS s2.
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.1"}' http://localhost:8080/
router /0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",
"details": "Add route [route_id=1]"

FUEMERY s2 MITARR IR AR s1.
Node: cO (root):
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root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.30"}' http://localhost:8080/
router /0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",
"details": "Add route [route_id=1]"

AE Y s3 TARR BRI AR S s2,
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "192.168.10.1"}' http://localhost:8080/
router/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [

{

"result": "success",
"details": "Add route [route_id=1]"

11.1.4 SIS

AT LS 52 , SREMAES 3 AFFREIR A (192.168.30.0/24 ),
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"destination": "192.168.30.0/24", "gateway":
"192.168.10.20"}"' http://localhost:8080/router/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",
"details": "Add route [route_id=2]"

IP it K i R EARREAN T .
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172.16.10.0/24

172.16.30.1/24 " 11192.168.10.1/24
172.16.30.0/24

172.16.30.30/2 92.168.10.20/24

e
Sl&=+

11.1.5 WEREEHAR

MR B — AR ERRNNE.
Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000001
[
{
"internal _network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.1"
}
1,
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"
Fo
{
"address_id": 2,
"address": "172.16.30.30/24"
h3

X
1,
"switch_id": "0000000000000001"
}
]

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000002
[
{

"internal_network": [
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"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.30"

"route_id": 2,
"destination": "192.168.30.0/24",
"gateway": "192.168.10.20"
}
1
"address": [
{
"address_id": 2,
"address": "172.16.30.1/24"

"address_id": 3,
"address": "192.168.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000002"

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000003

[
{
"internal_network":
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "192.168.10.1"
}
1
"address": [
{
"address_id": 1,
"address": "192.168.30.1/24"

"address_id": 2,
"address": "192.168.10.20/24"

"switch_id": "0000000000000003"

FEERHRET , BT ping HHERAR B HREIARRE.
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1IEE EIBAAARE.,
host: h2:

root@ryu-vm:~# ping 192.168.30.10
PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.
64 bytes from 192.168.30.10: icmp_req=1
64 bytes from 192.168.30.10: icmp_req=2

64 bytes from 192.168.30.10: icmp_req=3
64 bytes from 192.168.30.10: icmp_req=4

ttl=62
ttl=62
ttl=62
ttl=62

time=48.8 ms
time=0.402 ms
time=0.089 ms
time=0.065 ms

3, ¢ h2 [@ h1 BT ping . HERIEEMEIER HIEIEIRAE,

host: h2:

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84)
64 bytes from 172.16.20.10: icmp_req=1 t
64 bytes from 172.16.20.10: icmp_req=2 t
64 bytes from 172.16.20.10: icmp_req=3 t
64 bytes from 172.16.20.10: icmp_req=4 t

11.1.6 MIfRERRERH

MIERE& RS s2 LFEmMKERZS s3 IEFREIKHE.
Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"rout
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",

bytes
t1=62
t1=62
t1=62
t1=62

e_id":

of data.

time=43.2 ms
time=0.306 ms
time=0.057 ms
time=0.048 ms

"2"}' http://localhost:8080/router

"details": "Delete route [route_id=2]"

HERIR RS s2 BRRE . ERATABRIRFCIEM RS o3 REFREHRMBOARMIRT .

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000002

[
{
"internal_network":
{
"route": [

{

"route_id": 1,
"destination": "0.0.0.0/0"
"gateway": "172.16.30.30"
}
1,
"address": [

{

>
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"address_id": 2,
"address": "172.16.30.1/24"

"address_id": 3,
"address": "192.168.10.1/24"

"address_id": 1,

"address": "172.16.10.1/24"

"switch_id": "0000000000000002"
}

TEEMEARRET , £ ping RMERIEALIRAE. £ h2 @ h3 BT ping IR MIEBBEHINR
1B 2R AIKMISAAMER T i ErEE.

host: h2:

root@ryu-vm:~# ping 192.168.30.10

PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

-C

--- 192.168.30.10 ping statistics ---

12 packets transmitted, O received, 1007 packet loss, time 11088ms

11.1.7 g 1P {ik

MIps AR EAERE A s1 B IP fdik 1172.16.20.1/24 ).,
Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"address_id": "1"}' http://localhost:8080/router
/0000000000000001
[
{
"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Delete address [address_id=1]"

HERIRERES s1 ARRENRRE, BB AERIIRALR s1 FIREMREM 1172.16.20.1/24, 2
AERMIRR .

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000001
[
{

"internal_network": [
{
"route": [

{
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"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.1"

}
1
"address": [
{
"address_id": 2,
"address": "172.16.30.30/24"
}

X
1,
"switch_id": "0000000000000001"
}
]

EIEMEARET |, 6/ ping 154 RAERIEEAIARI. 1 h2 1 hl BT , BERFATAIRAER hl (K
TR AERARUE R R E AR AIBA R | B EIAEIB,

host: h2:

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.
~C

--- 172.16.20.10 ping statistics ---
19 packets transmitted, O received, 1007 packet loss, time 18004ms

11.2 Multi-tenant HFEE{EEFH

T RABIFHEBE S — BB IREE | {F 8 VLAN R E) tenant KEF. R ERIRS (BHF)
Azt Bl E R EAT RIS |, Y RERE—E host Z FIAEIEKIR.

hls2 h2s2
192.168.30.10/24 192.168.30.11/24
VLANVID=2 VLAN ID=110

L&i/ Om=r| ~ (1 le/
hlsl h2s1 hls3 h2s
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

11.2.1 IRIFEE

BYRTE Mininet EE#ITIRIENEE. mn iSHNSBINT.
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28 B8E tAA
topo linear, 3 AR EIREANAERIREE (AR EEMA host )
3,2
mac piid BERES—1E host i MAC ik
switch ovsk {#F A Open vSwitch
controller | remote {8 FH4MNEBE OpenFlow Controller
X it EXEf) xterm
BITHEE BRI T,

ryu@ryu-vm:~$ sudo mn --topo linear,3,2 --mac --switch ovsk --controller remote -x
***x Creating network

*x*% Adding controller

Unable to contact the remote controller at 127.0.0.1:6633

**%* Adding hosts:

hisl hi1s2 hi1s3 h2sl1 h2s2 h2s3

**%* Adding switches:

sl s2 s3

*x*% Adding links:

(his1, s1) (his2, s2) (h1s3, s3) (h2s1, s1) (h2s2, s2) (h2s3, s3) (s1, s2) (s2, s3)
***x Configuring hosts

hisl h1s2 h1s3 h2sl1 h2s2 h2s3

*%* Running terms on localhost:10.0

*** Starting controller

*x*% Starting 3 switches

sl s2 s3

***x Starting CLI:

mininet>

FEZEBYEN Controller ARG xterm,

mininet> xterm cO
mininet>

R1& , BE— KBS ATERK OpenFlow IRAEREA 1.3,

switch: si (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

switch: s3 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

Z & EE—1E host f) VLAN ID #1 IP {azdik,
host: hls1:

root@ryu-vm: i 10.0.0.1/8 dev hlsl-ethO
root@ryu-vm: i link hlsl-ethO name hlsl-eth0.2 type vlan id 2

root@ryu-vm: i 172.16.10.10/24 dev hlsl-eth0.2
root@ryu-vm: i dev hlsl-eth0.2 up

host: h2s1:
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root@ryu-vm: i 10.0.0.4/8 dev h2sl-ethO
root@ryu-vm: i link h2sl1-ethO name h2sl1-eth0.110 type vlan id

rootQ@ryu-vm: i 172.16.10.11/24 dev h2s1-eth0.110
root@ryu-vm: i dev h2sl1-eth0.110 up

host: hls2:

root@ryu-vm: i 10.0.0.2/8 dev hls2-ethO

root@ryu-vm: i link hl1s2-ethO name hls2-eth0.2 type vlan id 2
root@ryu-vm: i 192.168.30.10/24 dev hls2-eth0.2

root@ryu-vm: i dev hls2-eth0.2 up

host: h2s2:

root@ryu-vm: i 10.0.0.5/8 dev h2s2-ethO

root@ryu-vm: i link h2s2-ethO name h2s2-eth0.110 type vlan id
root@ryu-vm: i 192.168.30.11/24 dev h2s2-eth0.110
root@ryu-vm: i dev h2s2-eth0.110 up

host: h1s3:

root@ryu-vm: i 10.0.0.3/8 dev hls3-ethO

root@ryu-vm: i link hl1s3-ethO name hls3-eth0.2 type vlan id 2
root@ryu-vm: i 172.16.20.10/24 dev hls3-eth0.2

rootQ@ryu-vm: i dev hls3-eth0.2 up

host: h2s3:

root@ryu-vm: i 10.0.0.6/8 dev h2s3-ethO

root@ryu-vm: i link h2s3-ethO name h2s3-eth0.110 type vlan id
rootQ@ryu-vm: i 172.16.20.11/24 dev h2s3-eth0.110

root@ryu-vm: i dev h2s3-eth0.110 up

x1& 145 Controller i xterm _EEXEf rest_router,

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_router

loading app ryu.app.rest_router

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2447) wsgi starting up on http://0.0.0.0:8080/

Ryu FIi%F2% 2 RIS e RS & IR TERE.
controller: cO (root):

[RT] [INFO] switch_id=0000000000000003: Set SW config for TTL error packet in.

[RT] [INFO] switch_id=0000000000000003: Set ARP handling (packet in) flow [cookie=0
x0]

[RT] [INFO] switch_id=0000000000000003: Set L2 switching (normal) flow [cookie=0x0]

[RT] [INFO] switch_id=0000000000000003: Set default route (drop) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Start cyclic routing table update.
[RT][INFO] switch_id=0000000000000003: Join as router.

FTENECERR R = & MRS ERE AL T,
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11.2.2 3%5€ IP {uhk

REF— AR IP Ak,

B, ERERER s1 i IP b T1172.16.10.1/24 5 F1 710.10.10.1/24  , 3232 VLAN ID i
e ENERN.

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost
:8080/router/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.1/24"}' http://localhost
:8080/router /0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost
:8080/router/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.1/24"}' http://localhost
:8080/router/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,




"details":

TR,
Node: cO (root):

root@ryu-vm:~# curl -X POST -d
:8080/router /0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result":
"vlan_id":
"details":

"success",
23

root@ryu-vm:~# curl -X POST -d
:8080/router /0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result":
"ylan_id":
"details":

"success",
2’

root@ryu-vm:~# curl -X POST -d
:8080/router/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result":
"vlan_id":
"details":

"success",
110,

root@ryu-vm:~# curl -X POST -d
:8080/router /0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",

"Add address [address_

'{"address":

"Add address [address_

'{"address":

"Add address [address_

'{"address":

"Add address [address_

'{"address":

11.2. Multi-tenant fRIZ{EESH

id=2]"

EREMREES s2 B IP kA 71192.168.30.1/24 5 F1 110.10.10.2/24 .

"192.168.30.1/24"}"' http://localhost

id=1]"

"10.10.10.2/24"}"' http://localhost

id=2]"

"192.168.30.1/24"}' http://localhost

id=1]1"

"10.10.10.2/24"}' http://localhost
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"vlan_id": 110,
"details": "Add address [address_id=2]"

SRIBERERE IS s3 1Y IP fihib 7172.16.20.1/24, F1 710.10.10.3/24 ,,
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost
:8080/router/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"yvlan_id": 2,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost
:8080/router/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost
:8080/router/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost
:8080/router/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [

{
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"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=2]"

HEEZSH IP A EASERELT |, FHERE ST —1E host OFARRRNE 2T,
host: hls1:

rootQ@ryu-vm:~# ip route add default via 172.16.10.1

host: h2s1:

rootQ@ryu-vm:~# ip route add default via 172.16.10.1

host: hls2:
root@ryu-vm:~# ip route add default via 192.168.30.1
host: h2s2:

root@ryu-vm:~# ip route add default via 192.168.30.1

host: h1s3:

rootQ@ryu-vm:~# ip route add default via 172.16.20.1

host: h2s3:
rootQ@ryu-vm:~# ip route add default via 172.16.20.1

IP (R REAA T

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=110

L | L — (e
hlsl h2s1 hls3 h2s3
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110
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11.2.3

RES— A AR ATARRFFREIR A,
B, SREIEHES s1 WTERREE A AZS s2.
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/
router /0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add route [route_id=1]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost :8080/
router/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add route [route_id=1]"

FEERZES s2 MITAER K FRERE AREEHZS s1.
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.1"}' http://localhost :8080/
router/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add route [route_id=1]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.1"}' http://localhost :8080/
router/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
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"result": "success",
"ylan_id": 110,
"details": "Add route [route_id=1]"

FEEHEY o3 HITHRR M AR E A PEHES 2,
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost :8080/
router /0000000000000003/2

[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add route [route_id=1]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/
router /0000000000000003/110

[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add route [route_id=1]"

FERATIRHER s2, KA s3 KEFREIKATSM host (172.16.20.0/24 ) , B{ER BT
VLAN ID = 2 15T

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"destination": "172.16.20.0/24", "gateway":

"10.10.10.3"}"' http://localhost:8080/router/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,
"details": "Add route [route_id=2]"
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11.2.4 HERR

HRE— A %A
Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/all/all
[
{
"internal_network": [
{3,
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
1
"vlan_id": 2,
"address": [
{
"address_id": 2,
"address": "10.10.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

]
¥y
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
1
"vlan_id": 110,
"address": [
{
"address_id": 2,
"address": "10.10.10.1/24"
Iy
{
"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000001"
T
{
"internal _network": [
{},
{
"route": [
{
"route_id": 2,
"destination": "172.16.20.0/24",
"gateway": "10.10.10.3"
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Fo
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"
}
[}
"vlan_id": 2,
"address": [
{
"address_id": 2,
"address": "10.10.10.2/24"

"address_id": 1,
"address": "192.168.30.1/24"

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"
}
1
"vlan_id": 110,
"address": [
{
"address_id": 2,
"address": "10.10.10.2/24"

"address_id": 1,
"address": "192.168.30.1/24"

"switch_id": "0000000000000002"
Ty
{
"internal _network": [
{},
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
1
"ylan_id": 2,
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"

"address_id": 2,
"address": "10.10.10.3/24"
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"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",

"10.10.10.2"

"gateway":

}
1
"vlan_id": 110,
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"

"address_id": 2

"address": "10.10.10.3/24"

"switch_id": "0000000000000003"

}
]

A RAFIRENBT SN TR,

M2 | VLANID | IP {udik YRR F& FH FPREREHH
s1 2 172.16.10.1/24 | 10.10.10.2(s2)
,10.10.10.1/24
s1 110 172.16.10.1/24 | 10.10.10.2(s2)
,10.10.10.1/24
s2 2 192.168.30.1/24 | 10.10.10.1(s1) | H [
172.16.20.0/24
,10.10.10.2/24 , GIECE
10.10.10.3(s3)"
s2 110 192.168.30.1/24 | 10.10.10.1(s1)
,10.10.10.2/24
s3 2 172.16.20.1/24 | 10.10.10.2(s2)
,10.10.10.3/24
s3 110 172.16.20.1/24 | 10.10.10.2(s2)
,10.10.10.3/24

% hisl [ h1s3 #iX ping FAE. HARKEIRMERER vian_id = 2 f48[E host , HEAGRE T
16 s3 FBREIRERTE s2 b , RULEZE T DAIE & EAR K,

host: hls1:

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) bytes
64 bytes from 172.16.20.10: icmp_req=1 ttl=61
from 172.16.20.10: icmp_req=2 ttl=61
from 172.16.20.10: icmp_req=3 ttl=61
from 172.16.20.10: icmp_req=4 ttl=61

of data.

time=45.9 ms
time=0.257 ms
time=0.059 ms
time=0.182 ms

64 bytes
64 bytes
64 bytes

7 h2s1 [ h2s3 #IX ping 8 , HEAMFIREIKMFR viani_id = 110 [ host , {BZHKAZS
s2 LR AR ETEE MRS s3 MFFRERRE , RILEIEZAETNELR.
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host: h2s1:

rootQ@ryu-vm:~# ping 172.16.20.11
PING 172.16.20.11 (172.16.20.11) 56(84) bytes of data.

~©
--- 172.16.20.11 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 7009ms

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=110

LI — — =
hlsl h2s1 hls3 h2s3
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

EAREF |, FRH—EERENEF KRR B RER AL,
11.3 REST API @J%‘:Z
ANEFTN 4B rest_router B REST API %1j3k.

11.3.1 BUSRENE

Ai% | GET

URL | /router/{switch}[/{vlan}]

- switch: [ all'" | AZ#25 ID ]
--vlan: [ “"all'' | VLAN ID ]
5T | T8 VLAN ID AT RIEH,
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11.3.2

RXAE fazt

Tk

POST

URL

/router/{switch}[/{vlan}]

- switch: [ all" | 3225 ID |

--vlan: [ “"all'"" | VLAN ID ]

A

address:"" <XXX.XXX.XXX.XXX/Xx>""

#nt

TERSUE I FH 2 BT R Seas e fu it

&% VLAN ID &R[IEIAE .

11.3.3

ik

POST

URL

/router/{switch}[/{vlan}]

- switch: [ all'" | 35125 ID ]

--vlan: [ “"all"" | VLAN ID ]

A

destination:"" <XXX.XXX.XXX.XXX/Xx>""'

gateway:"" <XXX. XXX XXX XXX>""

#nt

&% VLAN ID & R[IRIAE,

11.3.4

R AE FRRSIR

ik

POST

URL

/router/{switch}[/{vlan}]

— switch: [ all" | 323228 ID |

--vlan: [ “"all'" | VLAN ID ]

nE

gateway:"" <XXX.XXX. XXX.XXx>""

Hnt

&% VLAN ID & r[IEIAH,

11.3.5

llESivas

Tk

DELETE

URL

/router/{switch}[/{vlan}]

- switch: [ all" | 3725 ID |

--vlan: [ “"all'"" | VLAN ID ]

NE

address_id:[ 1 - ... ]

Hnt

&% VLAN ID & r[IRIAE .,

11.3.6 fHIF&EH

ik

DELETE

URL

/router/{switch}[/{vlan}]

- switch: [ all'" | AZ#25 ID ]

--vlan: [ “"all'' | VLAN ID ]

A

route_id:[ 1 - ... ]

it

8% VLAN ID #&r[IEIAH .,
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OpenFlow 38 Al TR

AE RN RES OpenFlow X3 ¥ 5 OpenFlow (R EMTNEEX B TEE , KA TAK
FRAIE.

12.1 AT AEME

AT B RAESARIESR , H1FAIK OpenFlow ZH#z% , 1T Flow Entry A1 Meter Entry f#T38%
PURIEESA, , I B 1§ OpenFlow 35425 AT BR 1 K i3 3% £ A i) 4% SR BTG AR AR A 22 ik i) a3
RRIRAER LY. JRRIARESR OpenFlow AZHR2S 14 OpenFlow A THEERI X IBARRE,

FRERTAG , EL542 OpenFlow 1.3 iRAT K FlowMod .2 . MeterMod A2 F1 GroupMod
AMERAEENME.

SRR HERZ2 8

OpenFlow1.3 FlowMod ;.2 match (IN_PHY_PORT [&4})
actions (SET_QUEUE [&4h)

OpenFlow1.3 MeterMod .2 23

OpenFlow1.3 GroupMod & 2HP

AR TR AELERBRNFHAER , F2% THERAE .

12.1.1 REHE
RS IRIF R E B
WA T RAERBITRIN T RER. MREBARERFEE T RN Flow Entry 1 Meter Entry

" IREREE A TRMIRIFAE R, AT BTGB TIT BINIRIRER E AR I B T IRIR
SHIPIR.
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SR . (4) 145 Flow Tabl
B AR R B
\ . table:0

AT HAZS Flow entry A
D Flow entry B

(1) BfSiRE AR
(2) #m& flow

6 ESp) EI 3] Eﬁ ¥ K
(6) LR ARAR B3 A, (3) SEBEER (5) EXEA,

(FERRNIEAESR) Packet-in Z Controller
= EEHE
AT R
(Controller)
SHENAER AT I zs
i bl FREEES

EFEE T A MEARAERE |, BIRFP AR ES SRR FDIT , REWARAER (OK / ERROR ),
£ IR ERROR HYAERAERET | SR E @R — IR EE A L. BN AR SRR OK
/ ERROR I E K SEZNEA.

--- Test start ---

match: 29_ICMPV6_TYPE
ethernet/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output:2"'
0K
ethernet/ipv6/icmpv6 (type=128) -->'icmpv6_type=128,actions=output: CONTROLLER'
0K
ethernet/ipv6/icmpv6 (type=135)-->'icmpv6_type=128,actions=output:2"'
0K
ethernet/vlan/ipv6/icmpv6 (type=128) -->'icmpv6_type=128,actions=output:2'
ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
ethernet/vlan/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output:
CONTROLLER' ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
match: 30_ICMPV6_CODE

ethernet/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output:2'
(0]
ethernet/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output: CONTROLLER'
(0]

ethernet/ipv6/icmpv6 (code=1)-->'icmpv6_code=0,actions=output:2'
(0]
ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code=0,actions=output:2'
ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code=0,actions=output: CONTROLLER'
ERROR

Received incorrect packet-in: ethernet(ethertype=34525)

Test end

--- Test report ---
Received incorrect packet-in(4)

144



12.2. fFRA7E

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpv6é (type=128)
-->'icmpv6_type=128,actions=output:2'

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpvé (type=128)
-->'icmpv6_type=128,actions=output: CONTROLLER'

match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icmpv6 (code=0)-->"

icmpv6_code=0,actions=output:2'
match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icmpv6 (code=0)-->'
icmpv6_code=0,actions=output: CONTROLLER'

0K (6) / ERROR(4)

12.2 ERATIE
TERBMTERNATA.

12.2.1 JAEREEARER

RBEARBIRGARARKARBER R L —EREEAR , L RS ERAEUER .
RFABARRITES 2 " jsony , s,

[
"XXXXXXXXXX", # A2 TE
{
"description": "xxxxxxxxxx", # ﬂﬂ%ﬁFﬂ?§EﬁTﬁjﬁ
"prerequisite": [
{
"OFPFlowMod": {...} # FREHIEH flow entry, meter entry. group
entry
3, # ( Ryu Eﬁ OFPFlowMod ., OFPMeterMod .
OFPGroupMod {#F json K EREHI A )
{ #
"OFPMeterMod": {...} # Ei§ flow entry RIBMNAREE XL EZHWIFTRT
}, # (actions=output)
{ # BRI IEMAEIR A "2,
"O0FPGroupMod": {...} # ZEHAEHIEXZE group entry KIIERN
1, # rAtEEMEIRSRA T2, 3% 3,
{...} #
[}
"tests": [
{
# ELEHA
¢t ERELEHARE—CRENEEELET VYT,
# HBERNEERIER (A) (B) ME
# (M) BREEHBG
"ingress": [
"ethernet (...)", # ( £ Ryu HAEKRAEREHEF ( Constructor )
R D
"ipvd(...)",
"tep(...)"
1,
# (B) —EHRKFHNEZELASC
"ingress": {
"packets":{
"data": [
"ethernet (...)", # Bl (A) FH[A
"ipvd(...)",
"tep(...)"
1,
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"pktps": 1000, t BMEEHBRNEE ( packet per
second )
"duration_time": 30 # HEELHANFNHERE , LMWAENN.
}
¥o
# TAHARIHMAE R
# RERLERE (a) (b) (c) () E#%mE
# (a) HABEE ( actions=output:X )
"egress": [ # TAHAE X H A
"ethernet(...)",
"ipvd(...)",
"tep(...)"
]
# (b) Packet in ( actions=CONTROLLER )
"PACKET _IN": [ # TAHIH IRM Packet in FHA
"ethernet(...)",
"ipvd(...)",
"tep(...)"
]
# (c) table-miss
"table-miss": [ # HIEE table-miss A BFM table ID
0
]
# (d) HBEX ( actions=output:X ) KFHI/R= ( Throughput ) JHIF
"egress": [
"throughput": [
{
"OFPMatch":{ # %7 Throughput JilFX
# FIBAEEBNAT R AR
}, # flow entry M match &4
"kbps":1000 # IEEHEMRELL Kbps BE(L
},
{...},
{...}
]
]
3,
{...},
{...}
]
3, # AEIEE 1
{...}, # AAIEHE 2
{...} # EIEHE 3
]

BN, EAEHEH(B) —ERFHNEAS A FTEHI R R (d) FEEX (actions=output:X

) R ENEL FBECH AT LRI RIS RS AT E ( Throughput ) AR,

et EA— BRI Ryu MIRBHES |, IR T —SHERER KBTS HE
Flow1.3 FlowMod Ff] match / action :{.E.

ryu/tests/switch/of13

s

& Open-

12.2.2 BITRERMIRIR
BT RS AR TABITRATERNIRIE.
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SlilSEs

(OpenFlow switch)

WA LA 2l el

(OpenFlow controller)

IR AR

A — BT RS KR |, THERGAZE—18 OpenFlow ATHRzs WMAE X IEM.
e actions = CONTROLLER Flow Entry 1%

o MEEIZEFM Flow Entry #i3¥
e I8 Flow Entry 2% Packet-In s{EFI Controller (actions = CONTROLLER ).
e £ Packet-Out ;RE 3 x4

ﬁ]EE: Ryu FIaREEFFAMAZET —B1E mininet LEARIRIE , EF2#KA Open vSwtich i 24F
RIATRES .

ryu/tests/switch/run_mininet.py

A SR BlRs 2 RN T B %) .

12.2.3 ITHA T RN TTIE
AR TR S4B ABATE Ryu IRIAIEEF.

JRIES A
ryu/tests/switch/tester.py HEX T E
ryu/tests/switch/of13 TR AR G — Lo 51
ryu/tests/switch/run_mininet.py | 323 AERERIE R RIA

EATERIESRKI TR LR,

$ ryu-manager [--test-switch-target DPID] [--test-switch-tester DPID]

[--test-switch-dir DIRECTORY] ryu/tests/switch/tester.py

BTA R TERR1E
--test-switch-target | ZpAIAc#25H) datapath ID | 0000000000000001
--test-switch-tester | @A 2ZM] datapath ID | 0000000000000002
--test-switch-dir SERAR AR O TE R 1E ryu/tests/switch/
ofl13

5t MR T AR B ryu.base.app_manager.RyuApp f—{EEMAFR. IREMhA Ryu FEARRX—
# 3 -verbose BIARA/RIREEHNE.
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AR TAMEIZE , AR MEHBNATR S IR Controller 4T , HERAEMEMNE(E
FTERE AR B ET TIRIEA.

12.3 AT R{EFEEHI
FEA AN R ER R MR A SR,

12.3.1 BITAEARIE RIS ER
£ Ryu S 4AES AR ARIREEAS (ryu/tests/switch/of13 ) Fi&ZE FlowMod FEH) match /
action , MeterMod BEREF1 GroupMod 2.,

AFL AR AR ELE WA (ryu/tests/switch/run_mininet.py ) , tEIIAEKE
2 Open vSwitch, &/ VM image SITERRIREAR BT RS R T30845 (Switching
Hub ) . DABRISERHAIRIER.

1. BHREUIRIE

VM BRIBEN , BATRRRIRIE B AIAR.,

ryu@ryu-vm:~$ sudo ryu/ryu/tests/switch/run_mininet.py

net A SHIBITAERINT.

mininet> net

cO

sl lo: sl-ethl:s2-ethl sl-eth2:s2-eth2 sl-eth3:s2-eth3
s2 lo: s2-ethl:sl-ethl s2-eth2:sl-eth2 s2-eth3:sl1-eth3

2. BITAR TR
ATHITAE TR |, ¥TBE4RZ! Controller i) xterm,

mininet> xterm cO

#£ "Node: cO (root); F xterm A RENAIGA T E, 18 RHE M A RERARESR
MALE , sTeE MR IRE AR IE (ryu/tests/switch/of13 ), #%&Z& , B
mininet JAEAIRIE P AFRIAC IR IR FIERBN AT IRZS A datapath ID #FTERRME , Eitt
--test-switch-target / --test-switch-tester J2IHA] HEL ,

Node: cO:

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/

0f13 ryu/ryu/tests/switch/tester.py

WRATEBITZZMEHIR TIE | YFFRFAA RSN TR E 4L

Controller,

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/
0of13/ ryu/ryu/tests/switch/tester.py

loading app ryu/ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu/ryu/tests/switch/tester.py of 0fTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ryu/ryu/tests/switch/of13/
instantiating app ryu.controller.ofp_handler of OFPHandler
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--- Test start

waiting for switches connection...

FFRA IR S FNEHBNZT R 23 1 #E Contreoller 2K , JAIRKBRLA.

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/
0of13/ ryu/ryu/tests/switch/tester.py
loading app ryu/ryu/tests/switch/tester.py
loading app ryu.controller.ofp_handler
instantiating app ryu/ryu/tests/switch/tester.py of 0fTester
target_dpid=0000000000000001
tester_dpid=0000000000000002
Test files directory = ryu/ryu/tests/switch/of13/
instantiating app ryu.controller.ofp_handler of OFPHandler
--- Test start ---
waiting for switches connection...
dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.
action: OO_OUTPUT
ethernet/ipv4/tcp-->'actions=output:2' 0K
ethernet/ipv6/tcp-->'actions=output:2' 0)¢
ethernet/arp-->'actions=output:2' 0K
action: 11 _COPY_TTL_OUT
ethernet/mpls (ttl=64)/ipv4(ttl=32)/tcp-->'eth_type=0x8847 ,actions
=copy_ttl_out,output:2' ERROR
Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]
ethernet/mpls (ttl=64)/ipv6 (hop_limit=32)/tcp-->'eth_type=0x8847,
actions=copy_ttl_out,output:2' ERROR
Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]

ryu/tests/switch/of13 BRI T HREBAR £ BT | A BEZ 4R,

< BEER >

AR AIER —2

IRAUAEBAR 8 AE R A4E | ¥ FE match / actions BFERRE M Flow Entry
TG - match (BN match ) £ pattern EBHRE. HERE —ESA
R 1E S E (B SLHEM Meter Entry F1i% : Meter Entry & match i3 613E
EWE . HESERIEMN FLOODING i Group Entry F1¥ : Group Entry &
match HEMEENES.

ryu/tests/switch/of13/action:

00 _OUTPUT. json 20_POP_MPLS. json

11 _COPY_TTL_OUT. json 23 _SET_NW_TTL_IPv4. json
12_COPY_TTL_IN. json 23 _SET_NW_TTL_IPv6.json
15_SET_MPLS_TTL. json 24 DEC_NW_TTL_IPv4. json
16 _DEC_MPLS_TTL. json 24 _DEC_NW_TTL_IPv6.json
17 _PUSH_VLAN. json 25 _SET_FIELD

17 _PUSH_VLAN_multiple.json 26_PUSH_PBB. json

18 _POP_VLAN. json 26 _PUSH_PBB_multiple. json
19 _PUSH_MPLS. json 27 _POP_PBB. json
19_PUSH_MPLS_multiple. json

ryu/tests/switch/of13/action/25_SET_FIELD:

03 _ETH_DST. json 14 _TCP_DST_IPv4. json 24 _ARP_SHA. json
04 _ETH_SRC. json 14 _TCP_DST_IPv6. json 25_ARP_THA. json
05_ETH_TYPE. json 15_UDP_SRC_IPv4.json  26_IPV6_SRC.json
06 _VLAN_VID. json 15_UDP_SRC_IPv6. json 27 _IPV6_DST. json
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07 _VLAN_PCP. json

08_IP_DSCP_IPv4. json
08 _IP_DSCP_IPv6. json
09 _IP_ECN_IPv4. json
09_IP_ECN_IPv6.json

10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6. json

11 _TIPV4_SRC. json
12_IPV4_DST. json
13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json

16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18 _SCTP_DST_IPv4. json
18 _SCTP_DST_IPv6. json
19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21 _ARP_OP. json

22 _ARP_SPA. json

23 _ARP_TPA. json

ryu/tests/switch/of13/group:

00_ALL. json
json
01 _SELECT_Ether. json

01 _SELECT_IP. json

ryu/tests/switch/of13/match:

00_IN_PORT. json
02_METADATA. json

02_METADATA_Mask. json

03 _ETH_DST. json
03_ETH_DST_Mask. json
04_ETH_SRC. json

04 _ETH_SRC_Mask. json
05_ETH_TYPE. json

06 _VLAN_VID. json

06 _VLAN_VID_Mask. json

07 _VLAN_PCP. json

08 _IP_DSCP_IPv4. json
08_IP_DSCP_IPv6. json
09 _IP_ECN_IPv4. json
09 _IP_ECN_IPv6. json

10 _IP_PROTO_IPv4. json
10_IP_PROTO_IPv6.json

11 _IPV4_SRC. json

11_IPV4_SRC_Mask. json

12_IPV4_DST. json

12_TIPV4_DST_Mask.json

13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json
14 _TCP_DST_IPv4. json
14 _TCP_DST_IPv6. json
15_UDP_SRC_IPv4. json
15_UDP_SRC_IPv6. json
16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18 _SCTP_DST_IPv4. json
18 _SCTP_DST_IPv6. json
19 _ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21 _ARP_OP. json

22 _ARP_SPA. json

22 _ARP_SPA_Mask. json
23 _ARP_TPA. json

23 _ARP_TPA_Mask. json
24 _ARP_SHA. json

24 _ARP_SHA_Mask. json

ryu/tests/switch/of13/meter:
01 _DROP_OO_KBPS_0OO_1M. json
01_DROP_00_KBPS_01_10M. json

01 _DROP_OO_KBPS_02_100M. json
01 _DROP_O01_PKTPS_00_100. json
01_DROP_01_PKTPS_01_1000. json
01 _DROP_O1_PKTPS_02_10000. json

12.3.2 B4R AT 8

28 _IPV6_FLABEL. json
29 _ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31 _IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34 _MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json

37 _PBB_ISID. json
38_TUNNEL_ID. json

01 _SELECT_Weight_IP.

01 _SELECT_Weight_Ether. json

25_ARP_THA. json
25_ARP_THA_Mask. json
26 _IPV6_SRC. json

26 _IPV6_SRC_Mask. json
27 _IPV6_DST. json

27 _IPV6_DST_Mask. json
28 _IPV6_FLABEL. json

29 _ICMPV6_TYPE. json

30 _ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json

34 _MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json
37_PBB_ISID. json
37_PBB_ISID_Mask.json
38 _TUNNEL_ID. json

38 _TUNNEL_ID_Mask. json
39 _IPV6_EXTHDR. json

39 _IPV6_EXTHDR_Mask. json

02_DSCP_REMARK_00_KBPS_00_1M. json
02_DSCP_REMARK_0O0_KBPS_01_10M. json
02_DSCP_REMARK_00_KBPS_02_100M. json
02_DSCP_REMARK_01_PKTPS_00_100. json
02_DSCP_REMARK_01_PKTPS_01_1000. json
02_DSCP_REMARK_01_PKTPS_02_10000. json

%, RIS AR R B TR TR SRR R,

{5120 OpenFlow AT B E EEMHZSHTNEE , match / actions KIERIEThEER WA/ , FILER
PIRERIR AR SR ARt .

1. RYFRBARIESR

BIBKEABZEMMKER (Routing table ) BEEHAMNEXINEE. THEHH Flow Entry &
MR EEME R B IERE.
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match

actions

IP 485, '192.168.30.0/24 |

B 3£ MAC 3t % aa:aa:aa:aa:aa:aa

B B HvE MAC {373k " bb:bb:bb:bb:bb:bb |

P TTL {5

HAEEX
match actions
IP 483k ' 192.168.30.0/24, | &3 ixim MAC (it 2 "aa:aa:aa:aa:aa:aa,
ryu/tests/switch/of13 TR A —Le 2351

ryu/ tests/ switch/
run_mininet.py

BRI AS

BRI (BRI AR EE AL A AR AR .

FEXLFE sample_test_pattern. json

L
"sample: Router test",
{
"description": "static routing table",
"prerequisite": [
{

"O0FPFlowMod": {
"table_id": O,

"match": {
"O0FPMatch": {
"oxm_fields": [
{
"OXMT1v": {
"field": "eth_type",
"value": 2048
}
Fo
{
"OXMT1v": {
"field": "ipv4_dst",
"mask": 4294967040,
"value": "192.168.30.0"
}
¥
]
}
Fo
"instructions": [
{
"OFPInstructionActions": {
"actions": [
{
"OFPActionSetField":{
"field":{
"OXMT1lv" :{
"field":"eth_src",
"value":"aa:aa:aa:aa:aa:aa"
}
¥
}
},
{
"OFPActionSetField":{
"field":{
"0XMT1lv":{

"field":"eth_dst",
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"value":"bb:bb:bb:bb:bb:bb"

}
}

}

},

{
"OFPActionDecNwTt1l":{}

},

{
"OFPActionOutput": {

"port":2

}

}

1,
"type": 4
}
}
]
}
}
1,
"tests": [
{

"ingress": [
"ethernet (dst='22:22:22:22:22:22"' ,src="'11:11:11:11:11:11",
ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10"', dst='192.168.30.10"',

ttl=64)",

"tcp(dst_port=2222, option='\\x00\\x00\\x00\\x00', src_port
=11111)",

"'\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t \\n\\x0b\\x0c\\r\\
x0e\\x0f'"

1
"egress": [
"ethernet (dst='bb:bb:bb:bb:bb:bb',src='aa:aa:aa:aa:aa:aa',
ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10', dst='192.168.30.10",

ttl1l=63)",

"tcp(dst_port=2222, option='\\x00\\x00\\x00\\x00', src_port
=11111)",

"'\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t\\n\\x0b\\x0c\\r\\
x0e\\xO0f '"

]
}
]
}

2 . EAERAERIR

fERNFIRE R WA R T RAGIRIE. SRR EREE 2 BOUTIH IR ES
HIZDEX

3. BITHA LR

{§ A Conrtroller i) xterm fR%& , 57 SCRIMEFAIGEAARIE R B BT TR,
ATRMER —-test-switch-dir IEIARIEERIRERMUE. MRAAEERBCEH BN
A, TJRAFERE -verbose HEIA,

Node: cO:

root@ryu-vm:~$ ryu-manager --verbose --test-switch-dir ./

sample_test_pattern.json ryu/ryu/tests/switch/tester.py
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2151

ARSI S FIEHBN AT 1% 23 2 4EHN Controller EHEMITEIR T , ELRDIGBRLA.

" dpid=0000000000000002 : receive_packet---; HIEREIELCsEFET | R EE
ISR egress FHMOALRETTA , BIGXETERIME @, K1 , TRPIEECERH A
AT AR RCERIE.

root@ryu-vm:~$ ryu-manager --verbose --test-switch-dir ./
sample_test_pattern.json ryu/ryu/tests/switch/tester.py
loading app ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ./sample_test_pattern.json

--- Test start ---
waiting for switches connection...

dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.

sample: Router test

send_packet:[ethernet (dst="'22:22:22:22:22:22"' ,ethertype=2048,src
='11:11:11:11:11:11"'), ipv4(csum=53560,dst='192.168.30.10',flags=0,
header_length=5,identification=0,0ffset=0,option=None,proto=6,src
='192.168.10.10"' ,tos=32,total_length=59,tt1l=64,version=4), tcp(ack=0,bits
=0,csum=33311,dst_port=2222,o0ffset=6,option="'\x00\x00\x00\x00"',seq=0,
src_port=11111,urgent=0,window_size=0), '\x01\x02\x03\x04\x05\x06\x07\x08
\t\n\x0b\x0c\r\x0e\x0f ']
egress: [ethernet (dst='bb:bb:bb:bb:bb:bb',ethertype=2048,src='aa:aa:aa:aa:
aa:aa'), ipv4(csum=53816,dst='192.168.30.10"',flags=0,header_length=5,
identification=0,0ffset=0,option=None,proto=6,src='192.168.10.10"',tos=32,
total_length=59,ttl=63,version=4), tcp(ack=0,bits=0,csum=33311,dst_port
=2222,0ffset=6,0option="'\x00\x00\x00\x00"',seq=0,src_port=11111,urgent=0,
window_size=0), '\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f ']
packet_in: []
dpid=0000000000000002 : receive_packet [ethernet (dst='bb:bb:bb:bb:bb:bb',
ethertype=2048,src='aa:aa:aa:aa:aa:aa'), ipv4(csum=53816,dst
='192.168.30.10"',flags=0,header_length=5,identification=0,0ffset=0,option
=None ,proto=6,src="'192.168.10.10"',tos=32,total_length=59,tt1=63,version
=4), tcp(ack=0,bits=0,csum=33311,dst_port=2222,o0ffset=6,option="'\x00\x00\
x00\x00"',seq=0,src_port=11111,urgent=0,window_size=0), '\x01\x02\x03\x04\
x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f ']

static routing table 0K

Test end

THESHERE OpenFlow Z#azsATE XM Flow Entry, {RA]ABENAR THAATEA
ME A match FT%E4%M) Flow Entry , T H n_packets T8RS S F 480,

Node: s1:

root@ryu-vm:~# ovs-ofctl -0 OpenFlowl3 dump-flows sl
OFPST_FLOW reply (O0F1.3) (xid=0x2):
cookie=0x0, duration=56.217s, table=0, n_packets=1, n_bytes=73, priority

=0,ip,nw_dst=192.168.30.0/24 actions=set_field:aa:aa:aa:aa:aa:aa->eth_src
,set_field:bb:bb:bb:bb:bb:bb->eth_dst ,dec_ttl,output:2
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12.3.3 $EiRANE—E

T3 AR TR TR RN RS

$ShaxalVE

At

Failed to initialize flow tables: barrier request
timeout.

VILAFFAIAZ RS flow entry SRR

(Barrier Request {EZ£1iHF)

Failed to initialize flow tables: [err_msg]

VAR 23K flow entry 2R

(W2 FlowMod $&:2:1.2)

Failed to initialize flow tables of tester_sw: bar-
rier request timeout.

ViR ZSH0 flow entry ZRRK

(Barrier Request YEZ£1iH)

Failed to initialize flow tables of tester_sw:
[err_msg]

V)IGE BN 230 flow entry 2R

(W2 FlowMod $&:251.2)

Failed to add flows: barrier request timeout.

FFAIAZ R A flow entry HT3E SRR

(Barrier Request E£36iR)

Failed to add flows: [err_msg]

AT flow entry FIERRR

(R Z] FlowMod (551 E)

Failed to add flows to tester_sw: barrier request
timeout.

sHENACHRZSH) flow entry FTIERRR

(Barrier Request {E£36iR)

Failed to add flows to tester_sw: [err_msg]

sHENACHRZSH flow entry FTIERAR

(R E] FlowMod $E:7:1E)

EEFS LY oN

Failed to add meters: barrier request timeout.

AT R ZS ) meter entry FTIEIRK

(Barrier Request YEZ£11HF)

Failed to add meters: [err_msg]

FFHIAZ R A K meter entry FTIE SRR

(FEHE] MeterMod $ERRaNE)

HAXATWEN

Failed to add groups: barrier request timeout.

FERAZ RSB0 group entry HTIE KRR

(Barrier Request fE£361R)

Failed to add groups: [err_msg]

FERAZ 22580 group entry HTIE KRR

(FEXE] GroupMod $EEREAE)

Added incorrect flows: [flows]

R ZSH flow entry FTIBZRRR

(HTEE flow entry NTF&HE8)

Failed to add flows: flow stats request timeout.

ARz R A A flow entry FTIE AR

(FlowStats Request {EZ£6if%)

Failed to add flows: [err_msg]

FFHIAZ R A flow entry HTIE R

(332 FlowStats Request fI$ERAI2)

Added incorrect meters: [meters]

FRRIAZHES B0 meter entry FTIGEERR

(,‘%ﬁi‘%‘ﬁ‘(] meter entry REERE)

Failed to add meters: meter config stats request
timeout.

AR meter entry FERRR

(MeterConfigStats Request {EZ£i6il)

Failed to add meters: [err_msg]

FRAIAZHRZS ) meter entry FTIERRX

(3% MeterConfigStats Request £E2%:1,
2)

/Cn

Added incorrect groups: [groups]

FFHIAZ IR A A group entry FTIESHRR

(FTIBK group entry AT & FE8)

et
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RIR1I-EEL—F

HEO=

BaXA

At

Failed to add groups: group desc stats request
timeout.

FFRIRZHRZ3H group entry FT3E SRR

(GroupDescStats Request {E3£6ikF)

Failed to add groups: [err_msg]

FERAZ RSB0 group entry HTIE KRR

(3% GroupDescStats Request $E£52:1

,u)

Failed to request port stats from target: request
timeout.

FAIRZHazs H) PortStats HUIS 5

(PortStats Request YEZ£ i)

Failed to
[err_msg]

request port stats from target:

IR PortStats BUAFRRR

(B2 %] PortStats Request FsE R 1E)

Failed to request port stats from tester: request
timeout.

HENAT HA 25 M) PortStats U5 5B

(PortStats Request {EZ£ i)

Failed to
[err_msg]

request port stats from tester:

BN zs ) PortStats HU1S R

(B Z1] PortStats Request BI3EERENE)

Received incorrect [packet]

HEZWSER

(EX 2SR B)

Receiving timeout: [detail] HAFEWEER

(E30155)
Failed to send packet: barrier request timeout. | £FE{H1X %K

(Barrier Request YEZ£1iHF)
Failed to send packet: [err_msg] HAEELK

(Packet-Out FISEERAE)

Table-miss error: increment in matched_count.

table-miss §&:%

(match flow)

Table-miss error: no change in lookup_count.

table-miss §&z%

FHAEAEH flow table FTEIE)

Failed to request table stats: request timeout. table-miss 4BX
(TableStats Request {EZ£1if)
Failed to request table stats: [err_msg] table-miss 4B

(#EW 2 TableStats Request fIEERRANE)

Added incorrect flows to tester_sw: [flows]

sHENATIRES flow entry FTIEEERR

(GHTIEES flow entry NFF&HED)

Failed to add flows to tester_sw: flow stats re-
quest timeout.

sHENACIRZS flow entry FIGERAR

(FlowStats Request {ES£6iHY)

Failed to add flows to tester_sw: [err_msg]

sHBNACHAZS flow entry HTiE 9&?&

(FlowStats Request it 7:0E)

Failed to request flow stats: request timeout.

JIER Throughput B , EBBNACIRZS flow en-
try

request kB (FlowStats Request {E3£ 61
BF)

Failed to request flow stats: [err_msg]

JIER Throughput B , EBBNACIRZS flow en-
try

-t
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RIR1I-EEL—F

ERaE wtEH
request S (FlowStats Request BOSEER
éﬂlg)
=] [RFN
Received unexpected throughput: [detail] JAEL Throughput B |, {52IFEFERARIAL R
Disconnected from switch FRAIAZ Az B BN AT 1R A B A5 P BT
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CHAPTER 13

ABARZEHE

RENH Ryu EHE. BAIAE—1E Class s52 18 API 225K RAGEIEME K ERL.

13.1 FEFRFE(BI2EHEEY (Application programming model )

AT Ryu JERIFEZ\HIBA SR

ryu-manager {742

ST K

R
ST L | IR
e $
| e

k|

|

Data path #\f74%

13.1.1 fEFFE3 (Application )

FERFETEMA ryu. base. app_manager.RyuApp M2, User logic #RIERE —EEARER.
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13.1.2 =4 (Event )

EHRMA ryu. controller.event.EventBase MK , Y #EH Transmitting [ receiving event
RKMEBEBENE.

13.1.3 =T (Event queue )

BERAREAEE —EEC T RFEIEMHAL.

13.1.4 B\{74% (Thread )

Ryu £%F8 eventlet REIRL BITH. RABITAERE A IHERIA (non-preemptive ) , FILTESE
L EEFREE RISEIE T AR AR,

E4iEFE (Event loop )
SEARAPITE , B2 —ERTABEDHELE AXRBITHERRER. ZPUTH e MASE

HEERERRBIT. MREFHTIFRIBAEMHEE , ZF M LB ERZE4IL AN
IHAEH PR IR AR R e

LESMRBITAE (Additional thread )

IRFBEMEE , RATAMER hub.spawn EAZRSMOBTAE RARBITH AN EAFREATNRE.

eventlet

EESRPRA] AE $(E A eventlet FTIRLIFTEINGEE , (BAREZREE M. 5@ A hub module FT
BEIBHIThEEER R E#{EF eventlet,

13.1.5 FH4EIH2ZE (Event handler )

#2MH{# A ryu.controller.handler.set_ev_cls iz MERIR ERECHEHEEZS. B
BREHEER | ERAREXFREHER S EARNEITIYE ERSHETER.
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AU SER

FARURIARS IR KB H IR ERNWARZ M | AER MMM Ryu ERHFIE.

14.1 SHER

N

Mailing list &2 Ryu BRERAEEFTEREMNMT . RWEFHMEZNMA Mailing list RASEIRFTH)

THE.
https://lists.sourceforge.net/lists/listinfo/ryu-devel

1£ Mailing list P EE{F FIRSCORETIER,. EREFER Ryu LIBEIT R# , BEA5ENAE
IR 7R ESERR . (TR EREDALE Mailing list ERHEMFRHEER., TEAFEHWE
BT REMEBEANFERARAEE S, HAFA Open source AF IR EERIEHNRERMS
ME—TEER.

14.2 BA3SIRIE
TR Ryu BERAFB IR EFRIEEMNELS.

14.2.1 Python hRA

B#T Ryu BERIE Python 2.6 PLERIERA , WEEIMERMLL 2.7 ERZBIHIARA,

Python 3.0 DA_ERIRRATE B Al RIRMH IR . Bef/ VIR E RS UARIHRT M RE R EE A
RBREIATRE.

14.2.2 FEHFHRFEAE (Coding Style )

Ryu FRRIAFE 2 BT PEPS (AR EIRBA%E ., ERERATFENIEEE | S5 UHERFE ISR & PEPS
FRIFR &8,

http://www.python.org/dev/peps/pep-0008/

T EARETFIREBCHENISE SN & PEPS 11§ , EEBEeERTURBBEE
RIS TR EAE,

https://pypi.python.org/pypi/pep8
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14.2.3 It

Ryu ERAGSRHUBIMUAHAN TR , RBESNERE ERANEETA (Unittest ) , 521RE
HEKAEE Ryu BERAN, FEXEREAEZ AT, BOHRIEIBTAKE TR , ARENEBYH
AEHIFEANRERBERTE, MREBIGMAMFERS | FBEE TN KRR T340 B4
ZhRE.

$ cd ryu/
$ ./run_tests.sh

14.3 X EHFEES

R AFTIRERIEN, BRSERNBEM TR FIASETB U | iFst EERE N RIEEH
FEILEFIEE] Mailing list, , FAFTATLASEFE Mailing list R TaTimE B EFMHLE.

s Ryu MIRIATEE BTFRAE GitHub BXE1TAERE . {B55/EE Pull request WA ZBAEFR RN BG4,
AR | BPHTEREIMEI S Linux Kemel AARZAMMEE. FHEKEIF-EH
AL TFERE AT I RS0, HERABRIN S LR RER.
http://Ixr.linux.no/linux/Documentation/SubmittingPatches
T AR AR EIRAE,

1. [R445% Check out

BEAEEM Ryu BRRTHRIAME, /RAJAFE Github _E fork —(AERRFIBC MRS, T
HRBIFR RN E R — R ERI BN LERIETF.

$ git clone https://github.com/osrg/ryu.git

$ cd ryu/

2. FRIBHSHE S KB
# Ryu KEIAISIEIT L EIEY . HEEENNAEST Commit,

$ git commit -a”’

3. EHERRE

WA E W T REE TS, AESECI Signed-off-by: FERIHE X T HiiE .,
EEE L 2 BRI B IARSH BB , AR wE AR ATE .

$ git format-patch origin -s

4. K EHHE

EAATRNENE  ERRBIRAMELE , FHFIEE Mailing list, RATUERAR
CAGEREM RS X 7L , REMATUER git NEMFTREEES.

$ git send-email 0001-sample.patch

5. F1FEE

FHRBRERRN AR E R ENENEE, RR ERERECALER , AN
EHEREMEE , FREESTHRMAEITRY  DERBRBRILIEZEE.
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CHAPTER 15

i EE St

EENHBRMEER Ryu EAERSRIBHRZRHB.

15.1 Stratosphere SDN Platform (Stratosphere)

Stratosphere SDN Platform (PL TS558 SSP ) &£ Stratosphere /A7) B3k iE . 4&H SSP 1]
PA3EHE Edge Overlay-model RIEEHHARES , E{EAEIM Tunnelling £47F : VXLAN, STT 1 MPLS,

F—RERERE T VLAN MMEEER., BAS—FE Tunnelling IER ID BH #KHX VLAN K
12 bits , FTIAfE L2 segments REIRMAE#EEA VLAN, MH , SSP a] ARIE Ah#xagan
OpenStack, CloudStack &% laaS B FIEE.

1 1.1.4 kA |, SSP {1/ OpenFlow BEEHITIREI #X A Ryu #AE K Controller, HA—
{EIERRE AT 48 OpenFlow 1.1 ZBMIARA., AT # SSP Z LX1& MPLS , #EEA\EXE
OpenFlow 1.1 HIAELEREE.

fiiat: OpenFlow BEASEMFEEHE —EIEFERNEER. ARRNENETSIHRIANTRE
R AR BRI A RN RS TR R B2 4.

BHZ¢:ES Python th2—EREEMIRA. Stratosphere fTFRKIBIZE:ES M2 Python , 5% SSP
HITCH AR £ A Python FTi#E. Python RSB IKIMAREENRS , B EIEFANEEE
KER , TRAKIRIR FHHA SR HEHE,

At 22 (@ Ryu JEFRFERATAAAL , BB REST API BRHE fhft) SSP JTHEEE. HekieEiB Y]
ZIDREN A RN AZEERER | ZREANATEMERIFRIFHIRIAHE,

15.2 SmartSDN Controller (NTT COMWARE )

"SmartSDN Controller ; —{ERtEFEIETNEE (A& EHEL/==E) B SDN Controller,
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Chapter 15. fEFRZEHI

Flexible network path control Path control by QoE*

*QoE: An abbreviation for Quality of Experience, which means the qua.lty fexpenence
the user feels about services such as IP phone, movie delivery and othe servi

Video images when quality
has deteriorated
(block noise is occurring)

P Switching

Improved by QoE control

"SmartSDN Controller; R m{E 4.
1. BB ERAER IR ETE

AR E IS PR L (EEE AR |, T DURH— (AR BRI DA fE(E
REHREIMENTK , SRBRITARAEEF AR REERE. MES—
AkE, M. HMESNREHETERZE , TRUSERMEEILREE
BIFIARE. EANRK AR R e E BRI S A a0y | MDA R R R

=

%**EEEE@FH%E‘]@JE%%&E - Quality of Experience ). #BI&E:N
mE (JEE. LB, HEEK. %iﬁé , FIBTE PREERM E B IRERITIIK
HPUERIMEFFIEE MRS

2. MERABFE A S BB K AT At

#7 7£ Controller A HIERRHZARFS AT DARFAEIR L | (BIERRRE RV ER. £
B EAH AW AERMIEN , SR HARIR — RO E R A K RF 3 IR AR L
B, WHETSERY (B, KB &),

FEMEEARME G TR REHER IR BB R E (GUI ) |, SREMER B RKINRE
BHRIEN B AR AT TIZS) Bﬂﬁﬁfﬂlﬁﬁ%ﬁﬁﬁl&‘]ﬂ!ﬁzk

F7E "SmartSDN Controller 5% FTIE EHRMELL AR E T IR,
o HERWAAFAERNSCIE OpenFlow 3R EBHIE T
o HELL WA ARERT SERTRUE _EFFAEEHTIK OpenFlow ks
FEIEZH Ryu 2 :
o £HEMIIEETE OpenFlow iRA
o IIRAIER L OpenFlow FTEMENFThRAS. T EALBHAREERIRIER B ER AR R 5.
e sample code / XHHIHESE.
A EASFE , BTARHEE B IR AR EELE.
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